www.knom.or.kr ISSN : 2586-0232

2021
Alot2 23t

o -_O L O -
St=Llig| ==
Proceeding of KNOM Conference 2021

:2021F 43 29 (=) ~ 48 30¥(=3)
:Vmeeting/ZYSCH (22t21/2ZE22] SA)

: et S 4ete|, SUTR E22|HFS] (KICS KNOM)
= |s EEATH (KIST)

M M 0% e
ﬁrﬁ P =




310
oll

ol
K

CHSl (KNOM Conference 2021)E =510

SO0

T gght

al Al
= =

Al 97, HERT 22t

St
of

=l 2EZ0F

=1
=

0
1

Lotz RAII=0 XIMOE QIE{SI0)

ni

LICL €2

oF
00

ulo

pa

X

OF
ol

Il

t

10J
Ar
no

CIOIEfC]

o

A
e

tefobl| Oii2 MZ2 O0IE %32 0l0AID UM oM OCIML S8dE =

<0

ol

i

NZ2 =X

=
—

Data ExplosionO|ct

Al
b &[0, Al 1001 &

ok

|0

[=

HMIA D O

Ol

=
[

AFARIQl DK

ATFFMRAUE End-to-End HIEHT 2el= RPN S UESRA

of

2|

o IS
oes EZgol

bAE &

UM HERIZ

5t
gl HHS}

HERIZ #=%

b
=

HE

2c*E &

t

IS)
=

SLICh &

A

— [l
T I

Nz O
OF HHFOIZID ACH, UEHILE MEIA0N CHE

O

ol
K

6.

J|J
<}

(=[G N

{[e}
Ar
nD

o]

[)

¥

Olefgt =M

ok

ok

e

A, MHIA ME, 28

S|
=

Hl2|
S,

Br43H03 KNOM Conference 20210IAM= E4!

=
=

|6 QA OHEE Zt0l CHSE

s

202

2021. 02. 04.

ofJ
oF
80
Ok

=~ | 5

5 |

¥ | 0

A_m 0 -

il =] =

K| & | T
30
ur
80

- - nO

=N <l .

IKH = =

gk | ok | Kk

o | w | S

100 uio K
0
4
< O
S
R
K=
=
ar Kk
1Kq T

— < O

=~ .ru_L_n = mo

% 30 o 00

£ | & | oM

KJ 3 ZJ 0

ok =0 Ko =

xr ~O o Ok

K0

e | m

r
mo 1o =
oK




o=1]4

YAl 2021 48 292 (5)

LEFA: TSIED & KNOM 3Ha2|Q] AlAE
§ On-line: https://kreo.vmeeting.io/room/knom_plenary
§ Off-line: ZAT =Kt 25 S3124 204-A%

A2t FQ @At SR
12:30 - 13:00  D2Lt HEXEN 25t AFE Z=H|
13:00 - 14:00 S2
EEQd
14:00 - 14:50 K APl Service (KAS)E 0|28t E2HIQ! & JHet NEE
: : aytn ervice £ 0|88 EEXC & JHet (JRt2Cx)

14:50 - 15:00 Coffee Break
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15:00 - 15:20 H2IAL

KNOM 2I&E

20 - 16: AA: Artifici i iti
15:20 - 16:00 7l Artificially Intelligent Cities Charlie Catlett(ANL)

16:00 - 16:10 Coffee Break

16:10 - 16:50  J|=Z™: P4 HIERIT T2 X NPB ME JHE

Wrap-Up

16:50 - 18:00 KNOM OC Wrap-Up meeting 0oC
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SEAA:
§ Track I: https://kreo.vmeeting.io/room/knom_track

8§ Track II: https://kreo.vmeeting.io/room/knom_track2

2 KNOM 2t 9f AJAE

Al L
09:00 - 09:30 &=
Track I Track I
09:30 - 10:40 TS1. AIZIEF HIEHT 22| (R ZIEfA) TS2. 2CIRE 22| (B dR3)
10:40 - 10:50 Coffee Break
10:50 - 12:00 TS3. AV[EF HIERI MHIA (RF: 2E) TS4. HERIA 88 RE: M8F)
12:00 - 13:30 Lunch
13:30 - 14:40 TS5, RPN HESRR 22| (&H&: 16HY) TS6. SESXC 22| (RHE: M)
14:40 - 14:50 Coffee Break
14:50 - 16:00 TS7. HESRZ EOt 1 (R&: =0IF) TS8. ESHPC S8 (RF: gNZ)
16:00 - 16:10 Coffee Break
16:10 - 17:20 TS9. LHIERT 2ot 2 (R 2¥N) TS10. 7t HIERIT 22l DIz (R F8)
17:20 - 17:50 =AY & HA

16:50 - 18:00 Wrap-Up meeting
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Technical Session 4. HE3 22

loT System Architecture for Battery Digital Twin

TS4 -1 _ 40 - 43
Ardiansyah, Yeonghyeon Kim, Deokjai Choi (MEfCH&f 1, Chonnam National Univ.)
EX O|_:|3l-3 A 0 R@- E (o] I'_I:Il'Xl_-ll—:'_F é 01

54 - 9 & uj'l:ia |o; fekau g Ol T 1 - 4
ez, 1t (DS, Korea Univ.)
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TS5 - 1 Evaluation of BBRv2 and PCC Vivace algorithms over KREONet eA - 67
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Technical Session 7. HESI3 =0t 1

HERA &g EXIE 28t Stacked Denoising Autoencoder-Deep CNN 22

TS7 -1 _ _ = 87 - 90
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TS8 - 2 = ==¢ _ 108 - 111
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TS9 - 2 | Chungjun Lee™, Jibeom Hong®, Heeyoul Choit 123 - 125
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Technical Session 10. 2t HESA &2| Jl=

Data Provisioning Through Data Models for Machine Learning Analysis
TS10 = 1 | Waleed Akbar, Afag Muhammad, Talha Ahmed Khan, Wang-Cheol Song 130 - 132
(MIZ=CH&t, Jeju National Univ.)

1510 - Location-aware Multi-Path Network Provisioning 193 - 136
Hong-Nam Quach, Sungwoong Yeom, Kyungbaek Kim (FYTHSIW, Chonnam National Univ.)

A distributed, scalable, high-performance, and real-time data collection and processing
TS10 - 3 | architecture for a data-intensive science network 139 - 140
Mazahir Hussain, Buseung Cho (KISTI)
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IHZ AFEE o] &3 HZH VNF & A2H

133, fA%, T
Fgfsta e 3ot

{sinjint, jihyoo78, jwkhong}@postech.ac.kr

The VNF Management System using Graph Neural Network

Hee Gon Kim, Jae Hyung Yoo, James Won Ki Hong
Department of Computer Science and Engineering, POSTECH
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T Utk AR oAE7EA] AW, e & B2 EoellA
Software-Defined Networking (SDN) I} Network 7]74] 8229 AlL3sk A3 gE] Y EYT BoliA A
Function Virtualization (NFV) & OPEX ¢ CAPEX & st5o] HEe B9 tEo] e, ol VMEHYA
22N MEADSE FHoln Fds wEel ok dolHe YEAZ Bele Soly mEoldn wa &
SON AEges NEV e AsHE ESES gl %gshn gud dEAD delHel e /1A
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X 2VNF 1227 [5]

Required Processin Processin,
VNF Type CP% core Capacityg Delay ¢
Firewall 2 900 Mbps 45ms
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IDS 4 600 Mbps 1ms
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WANO 2 400 Mbps 5ms
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W : WANO (Wide Area Network Optimizer)
a9 5 34ag doly
. 243
B oERdAE U e AR gE AdEs
Adstgich AMA 2P A5 doly
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Q.

o

.

VM (Virtual Machine) live migration
AR oHAN7E 7Es Eir) S5

Eeje] oig wE WAy 24,
T2l 54

=

2484 of W (prevention)

NFV (Network Function Virtualization) 7oA AH

Asts B3] A% FHo®, Mu9 Hof o=

AT
o] AlEf ol A =
7heEs AWl 293 s H A5}t
A, Ao s=do]l 2 A EYC YJUeEE 9% VM ol d It
54 TO= VM live migration & &3] AMg3ta 9l 53
= ¢sh(mitigation)E 9% FHoE A4 Aot E =l

oF
QF

o

=

VM THAS HAaststdA v

a7 =(workload) ¥ Y EY=
A8 anErs
A H 4=
ARz el

7+ 0. 0
E v

0% 0 go) AFE
ELXL

oflo] W& A % QoS
o] 7]¥kal VNF (Virtual Network Function)

live migration W& A ol ZF ABle] Wizt RUHY HeolHE milYdom

ghFate]l A el g digk oS 2ds AYdsta, dF AFE utgox wgd el

5ol 744 we A HAe migration ZAAE AU} NFV E2Ew =049l

APE F3) thE migration B iy AteteE HH e FdE ol &3 adE Ao

o HaA71E 52X (VM consolidation), AH 2] = °1]°1 L
A= AT E 9o Odtl o|Ee} e AH7AHQ FARF HOH
7} sk 719 Hoe=s = 1y AJH] 2 F2EQA VM & o& AW E o] HdAAA AH] 2~ Xﬂﬁ =
oAEFgAoldEe] 7HdH4al (VM, Virtual Machine) G2 E= %x% [2] Soz guta ALLEI QT o]
e = E2151 7 EHA, 3+ A (scalability), fsle] <ko gl VM live migration 7]&S AH]~
7194 (agility), A1Z]A(reliability) 5 2849 FH9%- TEE olgte 1 E e AZE dove Fef
AFE 7= A4 BxE 94T & A HAAT VM A5E A ‘?’}7(]3}04, Aul 2 T A ARERE
migration & &&F<¢ VM & UE AHZ oA & ARste 45 Astes HAigetes WdFoz drHojof

7R, Y VM ¢ E4 AHM oju x| FA(2WAhH)S
XX AWME EAeE & sho]Hulo] A (hypervisor)E
3 olnAE EHESY VM & r;m 7FEAZY VM &
Egldoz g2 AWE oA F UXANE onX]

e
;ﬁ'}’o: o VM o] l?_l%lg o]—‘“ EO]—oﬂb /\13];\3 Zﬂl?ﬂ—

F glge B4Vt
ofe e wAldE 11—%3}7] #gk VM live migration
[1] 71&e VM 2¥WAks 23z Az 2ARA

EHAME VM 4 7ls EH7F 89 w7z 92 VM ¢
FAAE2)E FAAZT, g2 T VM 7He] W RE
7135 9% freezing AlZF 2 WEYA HAZ LA ES

F3ete HA3e Mu]A YA downtime)S 7FAI T
(8 1). o83 VM live migration 7]&=& E3
9= dHolHAlHAA YA Z=(workload)
HES T EI st 2= WHY 537, 7}5Q%
Amet 290 JigE HASEA  AE AHES

6‘]—1:]— O]Hb‘]— A 1— o:ﬂtﬂ—g] Gﬂ/\]i, 11—7] 7} J,}-E?‘Sl- CPU
AFEES Holv= HEHE AW VM o dig migration
AAE & F Ak

NFV  (Network Function Virtualization) %+7

T3 VNF (Virtualized Network Function)oll ™3 live
migration = &3 tge #AY aHRE & F Atk
3tA|"F NFV + SFC (Service Function Chaining)&
3 o2l VNF 7F 3ol i, vE NEV Ao
71% (auto-scaling )7 A& or  StEE,
A% 220 VM live migration ¥ HS ZHE =943 ¢+

=

waba B Aol E NFV 8764 A Fojjo
2 Ao HFE D QoS AIE WFV] f% HHo=,
A Fofof EHa d =l 7]¥ksk VNF live migration
WS Aorattl, B A9 contribution & o ¢}
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- ZF A gigt RUEH dHolEE HAHdoR
ghzate] AW el 2 e ¥ digt oS
s QA3

- VNF live migration & %3 AW Ao -5
A A, BE AW Y AE ®stE dF35td

ol 7heAdel 7PE W AWE migration
EA4R 2 AAste IS AltEh
- OpenStack 7|9+ NFV 740 A SFC & A3t

A ¢kslE= VNF  live migration WHE A3}
AotstE WH2 thE W div] QoS A HEollA
o 15% w9 F4S 24

1 ' H
. | -
E ‘:;?ye Efreeze : mfee T(iry H
EERY l ] : i
ANEANE : .
o, T T Y » time
AN \ \ N \ i
migration | 44 4 w4 | «
requested | | ! | 1 SAE VM
I jF— !
: downtime H
.~ .
total migration time
18 1. VM live migration &3+ 33
o. &4 a9+

VM/VNF live migration © th3h - wake ol e}
Zol AA A JHHE Ys F Atk VM/VNFE live
migration < Z#E= deolHAH o H5AHQ
1ol AR LA AH[ A Fro] AR
migration Y]-§& AFEEAd uAl HE3I] Gt
KAl A nolnt sk F g v 9l

1. 2 WUdA
[3]2 AW A

WEIe 29 Abgkd] g3

EUHHE S vgoz Fisk(overloaded) FEIC] AW
2 HFags sy, #dE¥" VNF 58 Fiph g2
g2 AR olHdAA FIHEiE Fdste WS
Arstar U [4]+= SFC reliability ©f o3t A=
Hlgto g SFC 9 reliability & %9 < d&= oy

VNF ¢} Z2 %] A E AW¥H3le] migration < —’F“ 5
A3} 0 2 migration & E3] HFIE A A= U

Aetstar 9ok 3], [4] EF SFC A% X]
SHES Holu, Alg#Eeld oA FaEo] HA
YE I ok e FH-o] 7tsd Zoe= 74t

o
ol
A

=5 EE
Lt

gom  AA  migration 7T AlFsHH  FJoe=
A 7F 9l

2. AY A6[F a2

[5]= HIO]EV*]Eiq]"i }‘113111 oS BAshaA A
AU E FO|EE WX shE WHS ET A
AEE = X]E"J *1H]i é ‘j% g A&

Zatetse] WA (reward)el
7FAE  migration AH(NE VM 2 E5HA AH)
&} 2= 3k}, 7L§}5V*o 2y Edw qu], = rhokel HA
ZAdA 71 Fy2Y(heuristic) WA ©i¥] VM
migration 3¢ 2 HE vl ZAE S Holu, NFV
37 9 Aqn] 3G/ gl A aEskA] g

3. 1/l g

[6] MEC (Mobile Edge Computing) %+
cloud ©l ¢l 54 VNF o] o w4 A H% VNF =
edge cloud = OVJOM +&3te A ng HHdAy
EAS oErh o2 98] migration A & e
operator loss 2 migration & W¢] service path
ANAAHES E3S migration cost & EUEH3le] AA
Hgo] Ao AHAS w2t} o] HAoA edge user
mobility <ol WA JS A&t (7] &5

74X core

=[H3| (KNOM Conf. 2021)

golg e A F=E 72 A A9 dE 2
AAS WAHY feature = 5ol mEe nH
7bsdE dEe H, 31 dAevh A9l AdelA
F2+3= VM 2 319 A B & migration 3¢} [6], [7]
B migration )| 7&"301] HAHds 283, 53
[7]dM = 28 o5 E3  proactive VM live
migration &] A4S .

NFV 2% -5 #H@ VNF backup W2 master
VNF Qlz®lxe] tid slave VNF Ql2BElAE HE
o], master VNF ¢ 124 A =Z+2 07 slave VNF &
AA g}l [8]. VNF live migration WY tiv] S¢A] 7o)
ZhtkE Aol oy, master/slave ¢12El Ao AAZE
5713} ¥]&3} over-provisioning ¥A|7} £33t}

m 24 2 34

2 AT AsE A el oS 7]k VNF live
migration A|Z2~®l2 A Monitoring X%, Prediction
EE, Migration EEZ JA43° NFV MANO
(Management and Orchestration) A|Z2Ee] FAH QA=
2t (23 2). NFV 3742 OpenStack Victoria
del=g 7|Rke® VNF % SFC ¢ AlojEs Fddte
Mo NFVO (NFV Orchestrator) 252 723t}
T3k &3 CNF (Cloud-native Network Function)el
o 3t m1grat10n A A J_Eﬂ 0}04 ZAE o] (container) S
A Y& == OpenStack Zun [9] MBS FA AT

Monitoring EE& Ay ‘3% VM 9o A A3
7He =87 Al did EYH"E HoHE
FrIM o2 Fste]  delHuo] o] AAgTE ol&
T&s7] Yl 2+ Aol collectd & =UEH
delHER  AMdXste] CPU, wWEE, =g,
YEHZ /O 8% & vizvith 3t AAE
golglHjo] 22l InfluxDB o] A&3th. VM AA A
collectd 7} Ax® VNF o|mx& A}&sle] =&
BEUEY  Z2AAE AFEsdt. =g tE
DEZREH s e doly FHZ(d, At 1 AIZE
U 5AH VM 9 CPU A&zl a3kl 28l
swagger 7|8k OpenAPI A¥ 3dH=Z Monitoring
EES TF3SI

Proposed VNF Live Migration System
Prediction Module Céb} MI\;I%I':EJIIZH
= ,
. @
ot
‘Monitoring Module @ }4 I\ch(;{fl:e
A (,
) !
VIM (OpenStack)
[ \
Compute Compute Compute
Node1 Node2 Node3
[ firewall | orl || [ clent |
[ Ips oPl ]| [ server |
e

(D Server resource states (e.g., every 1s)

(@) Feature vectors on aggregate resource states

(3) Current resource states = ML prediction on future resource states
@ Target VNF, destination node (w/ least anomaly score)

(5 Call on OpenStack APIs for VM live migration

® VNF live migration (incl. SFC reconfig.)

a3 2. A8 Fef ¢S 7]8F VNF live migration T-Z%
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Prediction EEL AH w9z F£x¥E myugH
HolEl S Sterstel AMl Al BEE ASs7] AT
MAed Rag  Addn. d5e BW mde

Migration EE9 QA wet nlg Ade Ay =Y
AEfo] tigh dS5S ulgom Ao sheidel Y W
AW E HZA9 migration HFXAZE AMAICE F HA
2ge dA 77k BE A A FEHE JEdE
WEHE Y wrol HAO migration HAA AHE
=983} classification ¥AZ AolHt olE 3
Aol 2 Adels 4 dHo] eSS JHA s
(V. 14 A48 Avgle #a). & A7 4= migration
A2 ABE 9 AW el dSel MW e
HUE"  delHrks ARgZ oY, VM/VNF 5o
dioje] 9 SFC AR(F=Z, do|, SLA 5)E ZTa)A
A9 migration WA VNF & zlolE 4= it} (FF
). Prediction EES A RS Fds7] Hel
Python scikit-learn #olB 8 &9 SVM (Support
Vector Machine) &38]5S AFE-3F T

Migration X5 Monitoring EEZFE VNF live
migration 7b& Z7(, 54 A CPU A&E
threshold Z3})o] ¥WAsH % 2] VNF live migration
AAE At 2 dAFoAE AT Aol s2ete
VNF % 32  migration Aoz  AAsH,
Prediction EEd| Aodte] HZA Y migration &% A
A E ARz, HFEZHOZ  OpenStack VM live
migration API o (d14F VNF ID, 53 Aw D)=
TAE ISHuEHE dEsiy o] A A NFVO EE3H
iR akia=

R

v. A%

B ool Agel ALgE A AR Intel Xeon
2.67GHz (12 301), 24GB RAM o|", 0OS = Ubuntu
18.04 & AH&Hth VNF 7} $213k= VM 2 1719 CPU
Fo] ¥ IGB ¥R E /M ES Fderh. SFC
FefoldES] MH|2~ 24o] firewall, IPS, DPI
AR AA 4 AWM SHE WEste ARzE
74821, OpenStack networking—sfc APl & A}-&3}o]
Tt
1. A48 AdEle

A& o] VNF live migration & 4 Awe] #4 CPU
AbE-Eol 90% oldd W TkEEth o= AW el
kel gl Al CdARA, dld A9 EE CPU
o7} saturated ® FEES 9uEH A w5
VM/VNE T Z71d0l Mula Q3o 8] AsS
BASA Eae ARS A olgd M wra
A3e VM o] oA 53HA down HAY CPU JE=
Qg st=fo] &4 EAE olod & 9tk [10]. °ol&
A& "9l SFC o EdFES FA] gEyoem
A1 7)= Aol Y, stress—ng & AME3te] EE
A JALHQ F3E FYsglth. 1H 3 & A7
e AW 53 FYS g sE dHolH A&
Holm, A tick ¢ IF3 AH AWM EHF<
VNF Z 73 tick oA &l 7FsAdo] 7F @& A=
migration 3h= A A (3AE)S BT FHEH= F5H9
& sfEe dolgAlg oA dA Frldd HAA R EE
Egg 9 fazc g didste o= 7pgsit

e

-11 -

A Nodel Node2 Node3 firewall IPS DPI
71| CPU® | CPUM | CPUM®

1 90 10 50 N1=>N2 N1 N3
2 100, \i 10 50 N2 N1=>N1 N3
3 109 100 50 N2=>N3 N1 N3
4 50 85 10 N3 N1 N3
sEAH o2 94 random 3 7H3 # 4 migration ] (A

a3 3. 23 FY93 migration ] 3t Hlo]E A

Ay 43

TS T AW AL e oF 2l g
A1 B3l JHS HAE dHolHE FY5Y]
= AW Aol oF 7]¥ VNF live migration
AZ3st9ch. =3 migration & AMRSHA] ¥E
(no-mig), &HZA AHE o= HAAsE=
(random), CPU AFg&Eo|] 7P w2 AWE
3t G (least-cpu) ¥ QoS 5S Hl a3

iy

ox A O
By i O o Ol N
flo o

s
s

["_u oL, o4

[o5

i

A A

35,000 17
[ ] C—Req./s

S --m--RT (ms)
32,500 R i 16
\\ "‘r

30,000 S 1 15

#Req./s

27,500 1 14

7/
(sw) swi] asuodsey

25,000 13
no-mig random cpu-least proposed

2% 4. VNF live migration 43 ¥ SFC A%

1% 4 = ZF VNF live migration A 2o w}& SFC ¢]
A ARE HAT =9 HA request A o3|
no-mig =] random, cpu-least, Aot
w24 (proposed)e Z+Z} 8%, 6%, 15% S71E HolH,
W response time °] Wa 8%, 6%, 13% HAE
B, FEE HE  cpu-least AFo]  random
AAHT Jso] v o2 o] CPU AMgEo] 714
o (least CPU utilization) A®S migration 57 %
AWM 2 AAsE WA [3][4]0] A#HozE= HAS
Holx| gk, 747kg- w| ol s Aol Fol(}F-g F)7t
dASTH 238y Hitr Aol AstE F deS
on gt} AetetE WAooz MAE migration EF A
AW E A AlFAAE HH o] otdA e E v e ol
7FeAdel g Wl wid Hd des AL
Aok Egk 2 AFeAe CPU  HRsher #2
(AAIARD) AW Aol dsnts uE @R, AH7}
EgAoR down HE TG AFAE QoS Az}
oS AA Folt}.

Bl

100,000
@Top 50%

OTop 99%
13,404 17.392 aTop 100%

10,000 7,194 6,205

1,000

100
355 33 33.75 325

Response Time (ms)

115 10 10.25 9.25

REIH Wil il )

no-mig random cpu-least proposed

23 5. VNF live migration A3 ¥ response time H]&
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18 5 = ZF VNF live migration 3o w}& A9
50%, 99%, 100% response time < Helth A9 99%
7kA1 9] response time & FFol| FAIGlo] AAHoR
e 7kS Holy A9 100%°] WEl random % cpu-
least AANA w9 & AAANZE Ho|H, AIel=
WA EgE no-mig ¢F HId FXE BRItk no-
mig oA A= tail latency & A8 Fofo] wE
QoS A3lE YeElE= WHH, random, cpu-least %
Aerdls W29l tail latency = QoS A3kl sl
migration IH(IH DolA TAs= UHENZ A=

Ao M2 AA ARl packet loss 9] F&FE EZFHsi)

£3] VNF live migration oA+ SFC =9 WM (SFC
AR S)ol LTEEZR tail latency o WIZE A H| 20
el = migration AbEel  Forp 2gEHW, oE
Fol7] gk #H A9 BaAds AVt

40,000 18
I Failed Req.

. --B--RT (ms)
30,000 | ~..

s
.
Y

20,000

# Failed Req.
IS
(sw) awiy asuodsay

10,000 f

30~ 60 60"~ 90
Time (s)

29 6. VM live migration &3 o]F Azt ¥ A% W3}

6 & F&ZF<e VM & live migration & W
Alzbell W& timeout request 7 2 I response
time ¢ WslE Holg, A¥e]  OpenStack
HAEW o 1 7je] CPU =o] ¥ 1GB #WEIE
7}A+= Ubuntu VM o w3+ live migration &% 3
A87tA HFHOR 45 Z7F 22590 (OpenStack
2 71%). Ad Ao A migration &3 25 30 %
S ol AH Ao A VM oA AH|AE
Aglste] w& AeE Helw, 30~60 E  FrelA
XX AWZe VM migration ©] $HEE Ao
gArE S Eld 4 2t} VM live migration 2F¢d o]
gaHEd Z2gE A0S VM 9 olnx] A7), Aul¢
el Soll wet ded 4 Q.

E A4+= VM/VNF live migration 7|& % 3##
ATFE Alska, NFV oA A ool gk <3}
oz My Ao o= 7]¥F VNF live migration
WS Aksit. ol AHe x4 wWs AHE
Halgdoer gEsix mHe] AW o] TheAdS
o Zatel  7HE AP migration HHA AWE
A4tk OpenStack 7]¥F NFV  HZEHZof A
AQtets WHel Fell &3 g3E QoS ZWHA] Hlu
Az3telet.

2 AT NFV A4 A 9 AdFA5 7|4 VNF live

=13
ation 7]%=e] et Abd ATFEA S FF AT
7HAe AA, B dAdt= dF9 reactive VNF
live migration 2] 2.2 <A A (threshold)S 3l ol
AR5 Fokslt Wb Hu gusta ok WAy
71 2 Z(og) A T8 B /gl ASE
g gebd 4= uhA proactive VNF live migration &

mi

0Q
~

o
oSt
o

-12 -

=) (e}
B3 2

Abdel dweta A= A
packet loss ¢} & migration HES =4 <

Folty, &4, ¥ A4 54 SFC s FHAHs
3l VNF live migration & $3sl= HHS Aot
AA T kst SFC 7 w& w 229 IS 93
migration & o= F Atk o] Y3l SFC 9 end-
to—end A4 HigslaA o8 VNF £
A sk Astets RES A8ete] A o ol
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[¢]
a

5G AldlellAlE gwste UES A 34
t}. o] & 93] 5G MEYAE
(NFV, Network Function Virtualization)S
SDN/NFVi= A28 AU 25 2143 Y E 9 HjA]
ket 7 AL ES

& AR Wi YEYA B A

20| 4] thoret Q A}
AZEY o] A9 UEYA (SDN, Software-Defined Networking)® WEH A 7%
i 7R d83ld, f9sta 7

Ps
g 5 e AHo

A H]22Q1 AJH| 2 Eéﬁ Aol (SFC, Service Function Chaining) 785 &°]atA g} 614
2~ 990 KWL

——T’:oa = H

=2 %‘r%‘Oﬂ/‘i SLIE iy

E =R 5}6"\ (RL, Reinforcement Learning) &L
WS A|okett) DQN 714F SFC 14 9 F2491
= A SFCE adAdo g At

e UES A 38 &
717190 Al Algshe Aol 275
AXE0] Ao YEHH SDN, Software-Defined
WESA 7% 7M$3t (NFV, Network Function
Virtualization) 2 7|8t 7|42 &&38lo] EYAE FAsHA F338tn
S&9t} 53], NFVE 27ke] A& stedols 58 Algs e Ve
TE nZESO] PR TPFstete], dut g A A T HES
3 7] (VNF, Virtual Network Function) 2.2 A8 7140t} SDN
3 NFVE UEZ &8 H&S A7stal 2 Au|2E UESY A
&3 HH A& = Aol AN o RE Ayt Ba g
P ALES A Wi MEYA #eE BidshA Teh
s34 Lﬂ.'é%ﬂ e BAE sjds] A8l A2el= 7S o

A==t
92 98 9 weldl Agshe Awh FEUa g 53, Aws

Networking) 2}

7%

o
(o,

1o =
rﬂ—' lm o> [m

=8k5 (Unsupervised learning) 2 53|

Bl Aol &-83 A7} v EAE
ot [1]. A% 5G *MH NFV 37 A= %@2; AH) 22 w25}
S&ohs Zlo] dashy] wiel, Bek W ohE} VNF i (VNF

Deployment), A1 H]é FA A ] SFC Service Function Chaining),
E 2797 (Auto-scaling) & A2l VNF 2lo] ZAlo]F (Life—cycle)

(Supervised learning)¥} B|A]
{J,H.L] I:IE tﬂ HM ;do] El—x]

°©
Z7
L

[¢]
o
FuB

ul

2] 715l thd A7k St Olg %, SFC= HESA AHIAE Aleshs
WRlog Ao YEYA 7|5ES EGT Z&8k= 7)&o|t)
#4717 SDN/NFV 874014 27 SFCE TAsHe vk wsol
AR RARY, H5E 5G HIES A FHlehs 8ol tisske] Anlx
QTS WESE SFCE £487] e ofd ge AT o))

)
2

e 7k=

E

=0 ~no
}\EE T

A4 717100 Al Al g3t Aol e
7}t
A MESAE FE58a &3
Jom B3] Ao HEYA 7TER 749
uh R o g waly) Yo
3 sk gle] 7% gttt o] & dldsty] 9§
% 3}l Deep Q-Networks (DQN)E €83+ SFC T4
A #Q Au| 2 S5 AIZEE TS

o= RN

]

A3t} E3) Y MEYT A4S 1810}01 Mu 2 A5 QAL
& =S SFCE gd o BAE = glojof 3t} ulahr B =F
o)M= 7318t (RL, Reinforcement Leammg)e g-a-38lo] 2 SFCE
TAsE WS Aokeith Algtste W FEeE AFE 349 A
el 78 A S sk, Al A B3 Auja A7 e
SFCE R4 on A AL ZER A

o. #d 4+

SFC7F YES A AB|2E AlFelr] §18 a4 7= Ae] FownA,

SDN/NFV 7|4k YIES] el A 7] Al8k5-& 888 SFC T4 Wil o
B2 A7 AYH AT SFCE A8k Wi T sk SFC 425
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Abstract

The digital twin concept may be used during the design, manufacturing, and operation phases of a
smart energy device. In the case of battery energy storage systems (BESS), the adoption of a
digital twin in the pioneering works has shown the potential benefits of reducing the BESS
ownership cost and improving its performance in both stationary and vehicular applications.
However, the existing battery digital twin system architecture is designed with several significant
drawbacks. It does not have an interoperability mechanism for multi-protocol communication, and
the co-simulation interfaces to interact with BESS’s digital counterpart were not implemented. To
tackle these problems, in this paper, we design a battery digital twin system architecture applying
the Open Platform Communications Unified Architecture (OPC UA) internet of things (IoT) data
exchange protocol. We also formulate our system architecture with the co—simulation interfaces for
data sharing and collaboration, then discuss some security and privacy-preserving challenges while
using this interface in a 5G mobile edge computing (MEC) environment. We believe that the work
presented in this paper will aid in realizing reliable and resilient battery digital twin for intelligent
and interconnected battery management in the future.

I. INTRODUCTION

The digital twin is a digital replica of the physical
assets that equipped with three following
characteristics: 1) the ability to simulate system
lifecycle, 2) real-time synchronization with the
physical asset, and 3) active data acquisition [1]. In
smart energy systems, the digital twin concept can be
used during the design, manufacturing, and operation
phases of a smart energy device or a smart grid
process. The goal is to understand, predict, optimize,
and control the energy system assets based on their
models and real—-time data in virtual space.

In a battery energy storage system (BESS), the
digital twin's adoption in the pioneering works [2,3,4]
has shown several potential benefits that can be
divided into four aspects, 1i.e., monitoring and
diagnostics, lifetime prognostics, fault detection and
prediction, and evaluation and optimization. These
benefits will help to reduce the total cost of BESS
management and increase its performance. However,
the works mentioned above suffer from several
significant drawbacks as follows. Firstly, the
developed system architectures did not have an
interoperability mechanism to handle actuator and
sensor devices with different internet of things (IoT)
communication protocols. Secondly, it did not have its
own intelligence to automatically reacts to
environmental changes. Lastly, co-simulation
interfaces to learn from the inputs or other digital
twins were also not implemented. These features are
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essential in the industry 4.0 context [5], including
smart grid applications.

This paper aims to bridge the aforementioned
research gap mentioned above and describe our initial
work that focuses on designing IoT system
architecture for battery digital twin. The main
contribution of this paper is as follows:

e We design an IoT system architecture that
supports service—oriented architecture,
extensible and comprehensive information
modeling. The Open Platform Communications
Unified Architecture (OPC UA) data exchange
protocol [6] is embedded in the proposed IoT
gateway to exchange the structured and unified
data from devices with different communication
protocols.

e We also formulate the higher level of the
proposed architecture with the co-simulation
interfaces to interact with the BESS's digital
counterpart in the 5G mobile edge computing
(MEC) environment. Several challenges for
secure and privacy-preserving data
collaboration and sharing are also discussed.

The rest of this paper is organized as follows. In the
next section, we provide a brief description of the
battery digital twin. Then, section III presents our
proposed architecture and discusses several security
challenges. Finally, section IV concludes this paper.
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II. BATTERY DIGITAL TWIN

In recent years, BESS has emerged as one of the
most popular energy storage systems, both in
stationary and vehicular applications. In stationary
applications, BESS is one of the most flexible
elements that can handle real-time power grid
operation’s stability challenges, particularly in the
condition of gradual replacement of dispatchable
fossil-fuel-based power plants by intermittent
renewable power generation. Therefore, as depicted
in the PJM Interconnection LLC market [7], BESS
participation in the grid ancillary service markets is
increasing rapidly, from zero in 2005 to over 280 MW
in 2017.

BESS participation in the ancillary service market
requires a strategy bound to various decision—-making
activities to find the trade-off between BESS
operation’s benefit and cost in pay—-for-performance-
based schemes. The optimal decision is dependent on
the forecast uncertainties of coupled resources and
corresponding stochastic processes that predetermine
the development of the BESS state from time to time.
On the other hand, BESS is one of the most important
and expensive components in battery electric vehicles
(BEV) [4]. The cost of BESS is approximately 35% of
the BEV total cost. Therefore, for its efficient
utilization, the need for long battery life is
indispensable, which depends on its operational
strategy. Similar to BESS in stationary applications,
developing an optimal BESS operation strategy for
vehicular applications requires knowledge of the

current battery state, determined by numerous factors.

-
Data driven
Machine learning
models
-
Physics based
models
.
~
Equivalent
Circuit models
L
s ™
Empirical Capacity loss = f(l, T, SoC)
models

L J

Figure 1. Evolution of Battery Modeling Approaches

Over the years, battery state modeling approaches
have evolved from an empirical approach towards
more data—driven techniques, as depicted in Figure 1.
Battery models based on equivalent circuits are
preferred for system-level development and control
applications due to their relative simplicity. Engineers
use equivalent circuits to model the thermo-—electric
behavior of batteries, parameterizing their nonlinear
elements with correlation techniques that combine
models and experimental measurements via
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optimization. For example, open—circuit voltage (OCV)
measurement combined with current integration may
give reasonable state of charge (SOC) estimation
accuracy. However, it requires a lot of time to
estimate the battery state and hence difficult to be
utilized in real-world applications. On the other hand,
a physics—based model describes battery behavior
accurately, including the electrochemical (e.g., solid—
electrolyte interphase (SEID) thickness) degradation
process. The challenge, however, also takes minutes
to solve, and enabling equipment for this measurement
is currently quite expensive.

Table 1. Example of machine learning—based battery
modeling and the required IoT sensor data

Modeling Required Data
SOC and SOH Time, DC Current, DC Power,
estimation Temperature, DC Voltage,
Charging Status
SOC and SOH Time, SOC estimation, SOH

prediction/forecasting estimation

Time, DC Voltage, DC Current,
DC Temperature, DC Power

Battery anomaly
detection

SOC estimation, SOC
prediction, SOH estimation,
SOH prediction, regulation

signal, capacity bidding, time

Optimization of
Battery to Grid
Integration

Recently, with the wealth of data, machine learning
(ML)-based approaches have received renewed
attention in developing data-driven estimation and
forecasting techniques of battery state models,
including the SOC, state of health (SOH), the state of
available power (SOAP), and the remaining useful
lifetime (RUL) [3]. Table 1 depicted several machine
learning—based battery state modeling and the
required IoT sensor data. However, with the increase
of battery cell number and algorithm complexity,
onboard battery management system (BMS) is faced
with problems in data storage and computational
power for precise and accurate estimation and
forecasting of the battery’s states.

The digital twin concept has been adopted to
overcome the problem mentioned above. Adopting the
digital twin concept, [2] developed a cloud BMS for
BESS in stationary applications, in which BMS is
enhanced with cloud computing and IoT technologies.
Utilizing the build-up digital twin for battery systems,
the computation and data storage capabilities increase
exponentially. All battery-relevant data can be
measured and transmitted seamlessly to a cloud
platform via an IoT gateway. However, the proposed
battery digital twin appears with a lack of technical
detail on the IoT technologies used for BESS sensing
and actuating. Furthermore, the developed IoT system
architecture does not have an interoperability
mechanism for devices' connectivity with different
protocols.
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Figure 2. Battery Digital Twin in BEV.

On the other hand, [3-4] introduced the battery
digital twin for BESS in vehicular applications. In this
case, the battery digital twin may be a multiphysics
and multiscale system model that contains historical
data for the specific battery pack. It may also include
data from other battery packs of the same model.
Using the data—driven machine learning models, the
measured and reported data could be used to produce
a very accurate representation of the conditions inside
the battery pack. Furthermore, the models can then be
used to make predictions about the battery pack's
operation and automatically compute  control
parameters for battery management. In most cases,
the battery digital twin in BEV is not an isolated
system. They are part of a more extensive system
that may also co-work with other devices and their
digital twins, such as the electric motor, the generator,
and the combustion engine components. Therefore,
the need for secure co-simulation interfaces is also
indispensable. In general, the concept of battery
digital twin in BEV is depicted in Figure 2.

. PROPOSED IOT SYSTEM ARCHITECTURE

As depicted in Figure 3, IoT technologies play an
essential role in battery digital twin applications,
enabling sensed data collection through smart devices
embedded in BESS. However, actuator and sensor
devices may communicate using industrial protocols
such as programmable logic controller (PLC) or
wireless communication protocols like Wireless
Fidelity (Wi-Fi), Bluetooth Low Energy (BLE), and
ZigBee. Therefore, to solve this problem, the use of
OPC UA that enables interoperability among devices
with different protocols is the best option. At its core,
OPC UA defines

e A client—server communication protocol built upon
TCP, HTTP, or SOAP that defines the exchange
of messages via sessions on top of secure
communication channels. Also, a type of system
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for protocol messages with a binary and XML-
based encoding scheme.

A meta-model for information modeling that
combines object orientation with semantic
relations. The relation between OPC UA and
Asset Administration Shell (AAS) meta-model can
be seen in [8].

e OPC UA can be built on existing Internet protocol
models such as OSI and TCP/IP. For low-power
applications, OPC UA's layering over constrained
application protocol (COAP) is depicted in [9].

Following services can be provided with OPC-UA
and IoT device integration: 1) real-time data access
(RDA), e.g., reading, writing, monitoring variables of
BESS from time to time, 2) alarm and events (AE), e.g.,
perform events management and inform the BESS
users about these events, 3) historical record access
(HRA), e.g., provide query methods for reading the
BESS historical data from the archive for analysis. In
order to interconnect the actuator and sensor devices
with different protocols, a dedicated IoT Gateway with
OPC UA supported is used. This gateway acts as a

protocol translator, enabling device communication
without recognizing the differences among used
protocols.

For battery digital twin computing needs, the 5G
MEC system placed at the wireless network's edge is
used as an alternative technology to provide cloud
computing resources and capabilities. This can tackle
the need for big data storage and high computational
power for battery digital twin, but with better
reliability and lower latency compared than the
traditional cloud computing systems. Furthermore, to
enable data—-sharing and collaboration with other
digital twins, we also add the co—simulation interfaces
in each digital twin instance. However, it will bring
new security and privacy problems due to the several
concerns such as BESS usage behavior, location, and
user private information, so on.
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To deal with the privacy and security issues, we
plan to implement a multi—entity secure data learning
scheme. The developed security scheme should allow
multiple parties to find the predictive models from
their overall data while not revealing their own private
data to one another at the same time. Furthermore,
the system may also adopt a blockchain mechanism.
The blockchain's main task is to process data sharing
transactions among digital twin instances located in
5G MEC servers. Using this system, we expect to
provide an adaptive privacy-preserving mechanism
according to privacy demands and available system
resources.

IV. CONCLUSION

Design and build a system architecture for battery
digital twin is challenging due to the complexity of
arranging many aspects, ranging from interoperability
mechanism to data sharing security issues. Using the
OPC UA IoT data exchange protocol, we enable
feasible development of battery digital twin that
support service-oriented architecture, extensible and
comprehensive information modeling. The use of 5G
MEC servers can tackle the need for big data
resources of battery digital twin. Furthermore, the
evaluation of potential security and privacy challenges
can be a guideline for us to implement a resilient and
reliable application of battery digital twin in the future.
For the next steps, we will evaluate the proposed
architecture using an experimental prototype and
propose new solutions to the mentioned challenges.
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% 1. ISA100 Usage Classes

Domain Usage Class Description
Class 0:
Safety . Always critical
Emergency action
Class 1: Closed-loop .
. Often critical
regularity control
Class 2: Closed-loop .
Control . Usually, Non-Critical
supervisory control
Class 3: Open-loo
P P Human in the loop
control
Short-term operational
Class 4: Alerting consequence (e.g., event-based
maintenance)
Monitoring . No immediate operational
Class 5 Logging .
. consequence (e.g, history
and downloading .
. collection, sequence of events,
/uploading . .
preventive maintenance)

2.3 WIA-FA (Wireless networks for Industrial Automation -
factory Automation)

WIA-FA+ IWCNs (Industrial Wireless Control Networks) 502
A IEC (International Electrotechnical Commission)ol|A] 4 3% 1]
Eg 9] A&l [EC 62591, WirelessHART (Wireless sensor network
technology based on the Highway Address Remote Transducer) &
201001 . 2011 a9l IEC 62601, WIA-PA (Wireless
network for Industrial Automation - Process Automation), 20143 ]l
IEC 62743, ISA100.11a%E ks 20170 802.11n 7%k TDMA 7]
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o] AIZF £E0F Superframes Wi, A WA £58 v BY &%

o2 ARgakaL, yrAl S3A FlolH o] o] Fofxint [9-12].

wRek o]%

M 2vlE 33L& 4% IEEE 802.11n 7]4t]
31 HE =gy &

v 2y 9dS Fa 2H ol AP (Access Point) 9+] A|%5717} 2t
Fo| AW, AP7F @Ale] MES A 43S defF7] 8] =9 <kl &
HE dHF7)% gt & m=ioA AljtetE VIE]A 7 BEFH 2H o]
A3t APAtel 9] AlE71E 2deta, HES A JEE 435, HE5H &
glo|de] Aot ALEE HlolH £5E Ytk Al UEYA
+ Frame Control (Frame Ctrl) ¥} Sequence Control (Seq Ctrl) 2 &
g glom AlET7IE M2 ZE s AR A 2] Wik v
‘]ﬂ /\WE A48 A7k Timestamp®} Beacon Intervald %8to] x4
24tk Num Stations 448 2Ho|A 9] /45 ofu]sl=d]|, &%

S =871 S8 71AIE B F7EetAY S 23S Sfs) 71AE A
10k a7 2Eold MR ARE Ssls A B}, 2ol
deFoRH, 2 ~golHo] AMEE AIZF &% (T-Slot)&

AEE sho] v]Z T A ARE vk 2gn
g &3l Aol AT A 55 7 ~H oA A &

A
Bk o2 ol B4 49}

A YEHQI 44

mlo ri r_

=
giii

[UO

(M ox nd
o met X
>

[e]
IR
=1
=

~N
=

|

= }-H

2
o et
4y 12

o
un N oby mx

> 2oy

ox N
°
e =
tp
b
fi
e
o
st
>
0
k1
T

=

)
o

&

Duration
/ID

Addr1 : : "t : Interval
6bytes 2bytes Gbytes 4bytes 4bytes  1bytes 1bytes

Stations
2bytes  2bytes  6bytes 6 bytes

a8 1. ¥E =YY 72

=LH3] (KNOM Conf. 2021)

3.2 Autonomous Set Data Rate
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Function SetDataRate
1t | BI: Beacon interval
2: | Thaeon' Beacon message transmission time
31| Lprame: Frame size
4: | Ngpt Number of Stations
5: | Negor Number of CSMA/CA Slots
6: | Nao* Nsrat+ Nespor
T: | Tyt ACK message duration
8: | Trmxpea,” Delay of change TX/RX mode
9: | DR={MCS0, MCS1, MCS2, MCS3, MCS4, MCS5, MCS6, MCST}
105 Twampe' (Ljyame X 1000000) / DRy) + Tyee. DRy © DR
115 Tau' (BI= Travpasy = Tracon)/ Naor
12:| if (Tippps < Tqor)
13: datarate = 6Mbps
14:| else if (Toupps < Taor < Toamps)
15: datarate = 9Mbps
16:| else if (Tiyyppe < Tqu < Tonpys)
17: datarate = 12Mbps
18:| else if (Tisumps < Tgo < Tioamps)
19: datarate = 18Mbps
20:| else if (Toyunps < Taw < Tisanps)
21: datarate = 24Mbps
22:| else if ( Tyanps < Taw < Tosnpps)
23: datarate = 36Mbps
24:| else if (Tigynps < Tao < Taganps)
25: datarate = 48Mbps
26:| else if (Thiuny < Do < Tisanys)
27: datarate = 54Mbps
28:] end if
29:] end
TEFE 1. Autonomous Set Data Rate
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Abstract

Smart grid, which has a huge power production unit, is recognized as a critical type of cyber-physical system (CPS) nowadays
plays a key role in efficient and reliable energy management. Nevertheless, the smart grid faces the risk of instability, due to it highly
depends on the communication network. In addition, the energy data (e.g., energy generation data) has uncertain characteristics
which also increases the vulnerability of the smart grid system. Consequently, there is a dire need to detect the stability of the
smart grid. In this regard, we propose a docker container-based edge computing-assisted deep reinforcement learning (DRL)
approach in this work. In particular, the docker container deployed in the base station is responsible for collecting the energy data
from the sensors and transferring the collected data to the remote cloud datacenter. In cloud datacenter, we adopt the DRL with
experience replay to detect the smart grid stability. The experiment results show the proposed method achieves a significant gain.
Specifically, with the proposed method, the accuracy for detecting the smart grid stability can reach 99.35%.

I. INTRODUCTION

Smart grid presently has been considered as the cyber-
physical system (CPS) [1], which is of paramount importance
in producing and managing the huge energy. Nevertheless,
because the smart grid has the characteristic of strongly
relying on the communication network and the energy data is
uncertain, the vulnerability of the smart grid is increased [1]
leading to the instability (e.g., outages, extensive blackouts)
that happens in the smart grid. Therefore, it makes sense and
necessary to detect the smart grid stability such that to enhance
the smart grid.

Common methods for stability detection contains the
impedance relays utilization [2], wavelet transform [3] and
current assessment [4]. However, these methods will cause
unnecessary outages [1]. Thus, unlike these methods, this
paper proposes a container-based edge computing-assisted
deep reinforcement learning with experience replay (DRL)
approach to intelligently detect the smart grid stability.

The key contributions of this work are stated as follows:

« Firstly, we propose a conceptual view of a system model,
in which we introduce the docker container in the base
station [S5] for collecting data from sensors and transfer-
ring the collected data to the remote cloud data center for
further analysis, etc.

e Secondly, in the cloud data center, we apply DRL to
detect the stability of the smart grid by obtaining the
optimal policy.

o Finally, the experimental results show the proposed
method can realize high accuracy for smart grid stability
detection.

This work was supported by the National Research Foundation
of Korea (NRF) grant funded by the Korea government(MSIT) (No.
2020R1A4A1018607). *Dr. CS Hong is the corresponding author.
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Fig. 1: Conceptual View Of The System Model

II. SYSTEM MODEL

This section illustrates the conceptual view of the sys-
tem model which consists of multiple prosumers, multiple
consumers, power grid, the base station (BS), and cloud
datacenter, shown as Fig. 1. Besides, the Docker container
which is helpful for prompt deployment of algorithms [6] is
deployed in the base station for receiving the energy data from
the sensors such as energy generation data of the prosumers,
energy demand data, etc. And then, the collected data will be
submitted to the remote cloud data center for further analysis.

Consider a set M = {1,2,.., M} of prosumers and con-
sumers and each ¢ € M generates energy or consumes energy

_51_



2021 EA2222| sH&Ci 3| (KNOM Conf. 2021)

Q(s,a;0;)
for Each
Action

Choose Action a:

I argmaxQ(s, a; 6;) I

Get Reward and Next
Time Slot State

@0

| Parameter Update
! (every citerations)

Q' Target
Network

Learning (every ¢
iterations)

Label Encoding

Experience Replay
Memory [s, a, r, s']

(every citerations)

i =T+ ymaxQ(s',a’; 0;
Test Dataset = el y Random Batch Size

Reward: r|

Minimize Loss Function: Next State: s’

Ly(0)) = Esaep) [(0i—Q(s, @ 0))%]
;—1
Trained DRL Restore for Smart Grid
Model Stability Analysis

Fig. 2: Workflow Of Proposed Method

P;(t) at time slot, where P;(t) > O represents energy genera-
tion, P;(t) < O represents energy consumption. According to
[7], the stability of smart grid can be calculated as follows:

d?p; dep; .
dtgz =P - 61'7; + vjemYijsin(p; — i)
Ni doi .,
i f—7).
Here, dc‘lii is the angular frequency deviation, ¢;(t) denotes

the rotor angle, §; represents the damping constant and T,
is the coupling strength between ¢ and j, and 7 is the delay.
Besides, n; is the coefficient which is proportional to the price

elasticity of each i € M [7]. Denote ((t) = d;tﬁ'i , the eq. (1)
can be rewritten as follows [7]:
dep; .
C(t) =P — @dfﬁ + BvjemYigsin(o; — ;)
—Zllt- —pit—T-D]Vie M. @

In eq. (2), if ¢(¢) < 0, the smart grid is considered as stable,
while if ((¢) > 0, the smart grid is instable [7].

III. SOLUTION FOR SMART GRID STABILITY ANALYSIS

To analyze the smart grid stability, we apply the deep
Q learning (DQN) with experience replay, which aims to
analyzing the stability of smart grid with high accuracy. In
this method, we define the state space as S = {1,2,...,S},
where s; € S contains a 3 X M elements at time slot t,
st : (11, Prymay ooy Tnas Poaymar ). Besides, we define the action
space as A = {1,2,..., A}, where an action a; € A is
composed of two actions tuple (§°, §'), in which 69 represents
the smart grid stable decision and §; represents the smart grid
unstable decision at time slot ¢. The objective of this work is
to detect the stability of the smart grid with high accuracy.
Hence, we define the immediate reward as follows:

| 1, if correctly detect
R(t) = { 0, otherwise.

Besides, we adopt the deep neural network (DNN) to approxi-
mate the Q network, where the loss function is defined as [8],

3)

L) = E(s, a)~p( [R(E) + ymazy Q(s',a'; ™)
— Q(st,a30)°]. (4

Here, s, a’ and 6" represents next state, next action and the
parameter of training DNN in n‘" iteration, respectively. p(-)
represents the probability distribution over the state sequences
s and the actions a. After training the DNN, we can obtain
the optimal policy as,

7 (s) = argmax Q" (s, ar'; 0). 5)

In the eq. 5, Q* (s, a;’;0) denotes the optimal Q-value.

The workflow of the proposed method is shown as Fig. 2.
In this workflow, firstly, we use the label Encoding method:
sklearn.preprocessing.LabelEncoder [9] to transform the
textual information into numerical information. Secondly, we
split the data into the training dataset and test dataset by 8:2
[10], where 80% data is used for training and 20% data is
leveraged for testing. Thirdly, we use the training dataset to
train the proposed method to obtain the optimal policy my*(s).

IV. EXPERIMENT RESULT AND ANALYSIS

To evaluate the proposed method, we utilize the dataset that
is gathered from the UCI machine learning repository [11],
which has 10000 energy data records. Besides, we implement
the proposed method with the TensorFlow APIs on the python
platform.

Training Reward

8000

[} 20 a0 &0 a0 100
Episade

Fig. 3: Reward Of Using Training Dataset

Comparison Between Ground Truth And Detection Of Test Dataset

1271 1274
EEE Stable Ak hkh khdhddd
1200 § E5c Unstable | o g e o sy gtk
pRoRefals KAk ok ki
kg k] lofaflofofioflef
1000 ek ke ke ke

Totol Record

Ground_truth

Fig. 4: Comparison Between Ground Truth And Detection of
Test Dataset
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Fig. 5: Confusion Matrix for Test Dataset

Fig. 3 illustrates the reward of using the training dataset.
It can be seen from this figure that the reward first climbs
sharply, and around the 20" episode, it converges. In Fig. 4,
we compare the result of the proposed method with ground
truth. The two sets of data are very close. To further evaluate
the proposed method, we list the confusion matrix in Fig. 5.
Through this figure, we can get the following terms [12]:

Accuracy = TP+ TN
YT TPYTN+FP+FN
721 + 1266
= i i266 1558 " 0% (©
e 721

recision TPTFP _ T21+5 99.31% (7)

TP 721
Recall = ~ 08.9%. .

TP+FN 721+8

2 x Precision x Recall

F1_Score =

Precision + Recall

~2%99.31% * 98.9%

~ 99.1%. 9
99.31% + 98.9% % 2

TABLE I: Comparison Among Various Split Ratio Of Test

Dataset
Split Ratio Accuracy F1 Score
6:4 94.05% 91.08%
7:3 99% 98.6%
8:2 99.35% 99.1%

Through analyze the aforementioned terms: accuracy, pre-
cision, recall and F1-Score, we can induce that the proposed
method can achieve significant gain. Specifically, detecting the
smart grid stability with the proposed DRL method can achieve
99.35% accuracy, and the precision can reach 99.31%. As
for recall and F1-Score, our proposed method can get 98.9%
recall and 99.1% F1-Score, respectively. Besides, we compare

the accuracy and F1 Score among different split ratio of test
dataset, shown as Table 1. This table shows split test dataset
by 8:2 can achieve the highest accuracy to 99.35% and F1
score to 99.1%, when comparing with a split by 6:4 and 7:3.

V. CONCLUSION

Smart grid is an important application of the CPS which
is responsible for managing energy intelligently. However, it
strongly relies on the communication technology, and also,
the energy generation and demand are random over time,
which results in the smart grid system become vulnerable
and unstable. Hence, it is necessary to design an intelligent
smart grid stability detection scheme. To this end, this paper
introduces a container-based edge computing-assisted deep
reinforcement learning approach for intelligently detecting
the stability of the smart grid. The evaluation results show the
proposed method can achieve high accuracy to 99.35% for the
test dataset. Other terms: recall, precision, and Fl-score are
also very high. As a result, we can induce that the proposed
method is efficient and can easily adapt to new data.
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Abstract

A significant concern for research institutes is exchanging terabytes and petabytes
of data between geographically distributed locations in a short amount of time. However,
the fundamental difficulty with this transfer results from the Congestion Control (CC)
algorithms. Recently, several new methods have been proposed to address congestion.
Hence, this paper determines whether BBRvZ and PPC Vivace algorithms, which are state-—
of—art CCs, fulfill the requirement of large-data transmission. The key difference of this
paper to others in the field is that our evaluation has been conducted over production level
high-speed networks (100G) rather than evaluating in the simulation environment because
high-speed networks have characteristics that are difficult to emulate. Our results reveal
these CC algorithms still have drawbacks to satisfy the demands of large-data
transmissions. BBRvZ2 results present an immense number of packet losses even though
BBRvZ2 includes packet loss as an input. PCC Vivace overestimates the optimal point and
doubles the minimum delay in some situations. This paper suggests that there is still a gap

in all CC algorithms to satisfy the high—-performance network transmission.

I. Introduction

One of the biggest challenges the Internet has faced
today is to transfer tens of petabytes of data that was
unprecedented in the past. Interestingly, the challenge
results from the initial design philosophy of the
current Internet technology [1]. Around 1980, there
were two ideas to ensure reliability in the case of
failure. The first was at the gateway, where the
intermediate packet switching nodes could protect
from congestion and loss. However, it was complex to
implement because every state information should be
stored and replicated in the intermediate devices. The

second method, which was selected, was at the source.

In other words, senders speculate about whether the
rate will be cut or increase to prevent congestion.

The default senders’ decisions of rates are based
on the presumption that packet loss events are
congestion called loss—-based congestion control (CC)
algorithms. A study [2] for data-intensive science
assured, however, that even a tiny number of packet
losses makes a negative impact on throughput as the
latency increase for loss—based CCs (such as CUBIC
TCP [3]). Hence, researchers are actively seeking the
panacea for network congestion under all networking
circumstances.

Several CC design philosophies have been proposed
for the last decade, such as hybrid mechanisms or
learning—based approaches. For instance, the most
modern design in the hybrid CC algorithm is BBRv2
[4], which combines rate-based and model-based
approaches. This algorithm constructs a model of an
end-to—end path by measuring bandwidth, the RTT,
and the packet loss rate. Moreover, Performance-
oriented Congestion Control (PCC) Vivace is learning-

_54_

oriented design philosophy [5]. PCC Vivace uses
linear regression techniques to adjust its sending rate.
Various researchers have already evaluated these two
algorithms in terms of performance and fairness. In
particular, many authors attempted to answer whether
these algorithms are feasible to disrupt the traditional
loss—based congestion mechanism [6-13]. However,
most of these authors [6-11, 13] evaluate these two
algorithms in the emulation environment (emulating
latency, loss, bottleneck bandwidth, buffer size, and so
on). Even though the logic behind these algorithms can
be seen through the emulation tests, today’s networks
are becoming much more complicated and difficult to
emulate due to their various BDPs, unknown
intermediate devices, the use of different queueing
algorithms, and so on. Although other researchers
[12] evaluate them in the real-world environment,
such as on the Internet, such evaluations are not the
sensible approach either. It is difficult to know how
the background traffic influences the experiments (.e.,
a burst transmission could affect by an anonymous
user). Thus, there is still a gap in the evaluations of
these algorithms.

In this paper, BBRv2, PCC Vivace, CUBIC, and
HTCP [14] algorithms are evaluated over high-speed
(100G) KREONet networks, which is the national
science and research network of Korea. The key
difference of our evaluation with others is that the
background traffic of the whole end-to—-end path is
explicitly measured through SNMP and Argus flow
collector [15]. Such experiments help to recognize
and distinguish the effect of the background traffic.
Moreover, another difference is our experiment
carries over some R&E flow characteristics such as
jumbo frames and elephant flows. As a result, this
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Figure 1. Network topology for evaluations

paper gives an insight into which algorithm is better to
transfer tens of petabytes of data among these state—
of-arts algorithms.

The rest of the paper is organized as follows.
Section I describes the experimental setup to
evaluate these algorithms, and Section Il presents
experimental results. Section IV concludes the results.

II. Experimental environment

To evaluate these CC algorithms, the network

topology, shown in Figure 1, was used. This topology
consists of five servers and seven core routers
located in different sites around the world. The sender
node located in Daejeon is directly connected to the
KREONet backbone network with a 100Gbps link. The
others are receiver nodes directly connected to the
KREONet domestic and international networks with
10Gbps and 100Gbps links, as shown in Figure 1. For
Ulsan and Amsterdam servers, 10Gbps bottleneck
links exist. All the destination sites have different
RTTs, packet loss rates, and background traffic, as
displayed in Table 1. The Argus flow collector and
SNMP protocol provide detailed inspection over the
bottleneck links, and they help to be aware of the
effect of the background traffic.
Sender server run on the Supermicro X11DPU board
that is equipped with two Intel Xeon Gold 6226R CPUs
and Mellanox ConnectX-5/VPI 100G NIC with EM.
The operating system of the sender is Ubuntu 18.04
running kernel 5.10 including the implementation of
BBRv2alpha-2021-01-15 [16] and PCC Vivace [17,
18]. In contrast, the receivers are Centos 7.7 and use
kernel 3.10. Moreover, the maximum limit of the
buffer size was increased to 2G, and the intermediate
devices are all Cisco Nexus Series switches. The tool
used to measure throughput performance and packet
loss is perf3, and RTT assessment was gathered by
TCPlog [19] at the sender side. Each experiment was
repeated 15 times and lasted for 300 seconds, and all
experiments use jumbo frames.
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Table 1 Minimum RTT and average background traffic of
bottleneck links from Daejeon to the destination nodes

RTT min Average background traffic
Ulsan 5.1 ms 175.3 Mbps
Hong Kong | 39.3 ms 1054.6 Mbps
Chicago 154.5 ms 2150.5 Mbps
Amsterdam | 264.1 ms 489.8 Mbps
I
() BBRvZ (b) Cubic
(i Frmmmmsemrs | ] it
(c) ﬁTCP (d) \‘/'ibxl‘/ace

Figure 2. Throughput behavior to Ulsan server

IIl. Results and analyses

A. Behavior of the CC algorithms

The throughput and the RTT behaviors of these
algorithms are illustrated in Figure 2 and 3, where
shows only the first 60 seconds of a single run of the
Ulsan test for clarity. The average throughput of all
four algorithms is similar to around 9Gbps. The path
of the Ulsan destination is quite clean-path (packet
loss rate is low). Hence, there is no sudden drop for
the loss—based algorithms such as CUBIC and HTCP
(Figure 2b and 2c, respectively). The average
throughput of BBRvZ2 is slightly lower than loss—based
CC algorithms due to the ProbeRTT phase, which is
used to measure the minimum RTT of the end-to-end
path for BDP calculation. Hence, BBRvZ2 enters this
phase every 5 seconds unless there is a newly
measured RTT that is lower than the last minimum
RTT of the ProbeRTT stage. Moreover, during this
phase, the current throughput is set to half of the
measured BDP to reduce the buffer usage, as shown
in Figure 2a. For the PCC Vivace, its utility function
overestimates the optimal point of throughput.
Moreover, it sticks around two seconds to reach the
optimal throughput during the startup phase (Figure
2d), and the overall throughput is slightly lower than
the other three algorithms, around 8.7Gbps.

Interestingly, Figure 3 shows the highest average
RTT among these algorithms depicted by BBRv2,
which is 9.7ms. BBRvZ2 RTT increases up to about
11ms except for the initial startup behavior because
the behavior of loss—based algorithms fills the buffer,
and the BBRvZ2 RTT is influenced by loss-based
background traffic. Furthermore, the RTT drops to
about 6-7 ms during the ProbeRTT phase, as
displayed in Figure 3a. CUBIC shows the lowest RTT,
around 6.8ms. Figure 3b shows the CUBIC additive-
increase/multiplicative—decrease (AIMD) behavior, and
it fluctuates between about 6ms and 8ms because of
packet losses except the initial stage. HTCP has a
similar behavior to CUBIC but fluctuates around 6-
11ms (Figure 3c¢). For the Vivace algorithm, it
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Figure 4. CDF of the throughput

monitors the utility values, and due to its
overestimation, RTT reaches up to 14ms, as shown in
Figure 3d. However, the overall RTT of Vivace
algorithm is lower than BBR.

In summary, when the loss rate is low in the
network, BBRv2 and PCC Vivace are slightly lower
performances than loss—based algorithms. Moreover,
the average RTT of BBRvZ2 and PCC Vivace is higher
than loss—based algorithms. It means that loss—based
algorithms are still better than the new ones when the
packet loss rate is low and the distance is short.

B. Impact of the different distances

This part evaluates the impact of the distance
among these algorithms. Figure 4 shows the CDFs of
the throughput performance of this effect.

Figure 4(a) displays that CUBIC is better
performance than other algorithms when the delay is
around 5ms. The bottleneck link capacity is 10Gbps
and the background traffic is about 175Mbps during
the tests. BBRv2 and HTCP are similar throughputs
and greater than PCC Vivace, but slower than CUBIC.

Figure 4(b) shows the result when the lowest delay
is about 40ms. There is no bottleneck link, meaning
the end-to—end path is 100Gbps. Our RTT results
show that there is no significant change in the delay
during the test. In that case, BBRv2 presents the
highest throughput than others and following by HTCP.
The CUBIC algorithm is lower than these two,
meaning CUBIC is not a good performance at 100G
high-speed and 50ms delay networks. For the PCC
Vivace, it is still lower than other algorithms.

Figure 4(c) shows the case when the minimum delay
increased to around 154ms, and the bottleneck link is
68Gbps. BBRvZ is more performance than others.
Although HTCP is slightly better than CUBIC, their
performance is quite similar when CDF percentage
increases more than 50%. The reason is that the
throughput recovery process depends on the ACK for
loss—based CC algorithms. It means that since the
RTT is high, this ACK exchange process is slow,

_56_

leading slow recovery process after congestion is
detected. Hence, these loss—-based algorithms show
similar results. PCC Vivace is still not a good
performance in this case.

Figure 4(d) shows the result when the delay
increased to 264ms. This path has a bottleneck link
10Gbps, and the average background traffic is about
500Mbps. The throughput of BBRvZ is still better than
others. HTCP and CUBIC throughput performance are
similar to each other. For the PCC Vivace algorithm, it
is slower than others until the CDF percentage is less
than 85%.

In summary, when the RTT is lower than 10ms,
CUBIC is a better performance than BBRv2 and others.
As the RTT increases more than 40ms, BBRvZ2
presents better than the other algorithms. However,
PCC Vivace and BBRvZ have higher packet loss rate
even though BBRvZ2Z has included packet loss as an
input compares to the previous version. This packet
loss result will be discussed in the next part.

C. Changing destination buffer sizes and the packet
loss rates

The following experiment presents a scenario
where these algorithms react to changes in destination
buffer size.

Figure 5 shows the throughput changes according to
destination buffer sizes. When the lowest delay is
around 5ms and the bottleneck link is 10Gbps, thus
BDP is 50Mb (bottleneck * delay). Even though the
destination buffer size is lower than BDP, the average
throughput is not changed in the Ulsan test (Figure 5a)
except PCC Vivace. The reason is that high packet
loss occurs (Figure 6a) for PCC Vivace, meaning more
packets are sent than other algorithms.

Figure 5b shows when the delay is 40ms and
throughput is 100Gbps, meaning BDP is 4Gb. When
the destination buffer size is 128Mb (0.1G), the
average throughput reduces to 12Gbps, and when the
buffer size is 64Mb, the throughput declines to
6.4Gbps. However, a massive number of packet losses
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occurs for BBRvZ when the throughput is not limited
by the buffer size, as shown in Figure 6b. Most HTCP
and CUBIC packet loss occur due to the initial
exponential increase. After that, the number of packet
losses is low for loss—based CC algorithms.

Figure 5c shows when the delay is 154ms and
throughput is also 100Gbps so that BDP is 15Gb.
When the destination buffer size is 0.5Gb, throughput
declines to 13Gbps. The packet loss number is also
high for BBRv2 and PCC Vivace (Figure 6¢).

Figure 5d presents the case when the delay is
264ms and bottleneck link is 10Gbps, meaning BDP is
2.6Gb. The number of CUBIC and HTCP packet loss is
higher than in previous tests (Figure 6d). The reason
1s that most of the packet loss occurs at the initial
startup stage because when the RTT is high, its
convergence time is also longer than short RTTs. For
the packet losses of BBRv2 and Vivace, they
overestimate the optimal point constantly.

To sum up, even though BBRvZ is better throughput
performance when the RTT is high, an immense
number of packet losses occur. PCC presents a vast
number of packet losses, no matter what the RTT is.
For loss—based algorithms, most of the packet loss
occurs during the initial stage. After that the packet
loss rate is low. Moreover, when the throughput is
only limited by destination buffer size, the following
equation satisfies our whole various buffer tests.

Throughput = 4 * destination buffer size / RTT (1)

IV. Conclusion

High-performance data transfer heavily relies on
CC algorithms. This paper evaluates recently designed
algorithms called BBRv2 and PCC Vivace. Our result
shows that when the loss rate is low and the distance
1s short, CUBIC is better performance than others. As
the distance increases, BBRv2 is a higher performance
than others. However, a vast number of packet losses
are observed even though this version includes packet
loss as an input. The reason is that with limited
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information, such as RTT and packet loss, it
overestimates the optimal point of throughput over
today’s complicated network. For PCC Vivace, it is
possible to conclude that it is not designed to transfer
big data due to its immense packet losses and low
throughput. Moreover, when throughput is only limited
by a host buffer size, equation (1) could give an
insight into the estimation of throughput. Overall,
there is still a gap for the congestion control
philosophy among all CC algorithms for high-
performance data transmission with a long—distance.
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Abstract

Integrating low earth orbit satellites (LEOSat) into the aerial network is a promising solution to provide global coverage and
continuous services to the massive ground IoT devices. In this paper, we study a space-aerial assisted network in which UAVs
transmit the data collected from the IoT devices to the LEOSats. The optimal UAV to LEOSat association and power allocation
problem is formulated to maximize the energy efficiency of the system. Then, the formulated problem is addressed by applying
Lagrangian multiplier method. The simulation results are provided to show the effectiveness of the proposed approach.

Keywords — Low earth orbit satellite, unmanned aerial vehicle.

I. INTRODUCTION

The low earth orbit satellites (LEOSats) have recently
gained public attention since they can provide seamless cover-
age and continuous services to the massive ground IoT devices.
However, it is mostly impossible for such energy-constrained
IoT devices to directly access to the LEOSats through a
long distance. Therefore, the deployment of unmanned aerial
vehicle as a relay has become a promising solution due to
its reliable communication link with not only ground devices
but also with the LEOSats. They can collect the data from
the IoT devices and relay it to the LEOSats for further pro-
cessing. However, it is challenging for the UAVs to determine
the association with LEOSats which are in different orbits.
Moreover, each UAV needs to decide its optimal transmission
power to guarantee its QoS requirement. Hence, in this work,
we investigate the optimal resource allocation and association
problem in a space-aerial assisted network so that the system
energy efficiency is maximized.

The remainder of the paper is organized as follows. In
Section II, we present the proposed system model and problem
formulation. The simulation results are provided in Section III
and we conclude the paper in Section IV.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. System Model

In the proposed system model, as shown in Fig. 1, we con-
sider a space-aerial assisted network with multiple LEOSats
and UAVs, where there are a set of unmanned aerial vehicles
(UAVs) M = {1,2,..,M} and a set of LEO satellites
(LEOSats) § = {1,2, ..., S}. Each UAV has the data collected
from the ground IoT devices which need to be processed.
Here, we assume that the data of IoT devices has already
been aggregated at the UAVs and so we do not consider the
data transmission between IoT devices and UAVs. Since the
onboard processing capability and energy of UAVs are very
limited, they further transmit the aggregated information to the
LEOSats which have much more resources. Let us define the

"
.

‘w—\\k‘vﬁk

Fig. 1: Space-aerial assisted network.

association variable to indicate whether UAV m is associated
with LEOSat s or not as follow:

1, if UAV m is associated with LEOSat s,
Um,s =
, 0,
(1)

otherwise.
Here, we adopt the Rician fading channel model with
AWAGN to establish the link between UAVs and LEOSats. The
channel gain between UAV m and LEOSat s is described as

(1]
_ [Pl
()

where h,, s is the channel fading coefficient for the air
to space link and « is the path loss exponent. d,, s =

2)

m,s
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\/ [(Hy — Hp) 4 Re)> — R2 cos® ¢ — Resin ¢ is the distance
between UAV m and LEOSat s, which generally depends
on the orbital height (Hs — H,,) and the elevation angle, ¢
between UAV and LEOSat. R, is the radius of the earth. Then
the signal to noise ratio (SNR) of UAV m which transmits data
to LEOSat s is given by

m,s — %; (3)

where p,, s is the transmit power of UAV m to LEOSat s
and o? is the noise power spectral. We assume that each
UAYV will orthogonally be allocated fixed bandwidth w,, 5. The
achievable data rate for UAV m to LEOSat s data transmission
is given as

Rm,s = Wm,s 10g2(1 + 5m,s)~ 4)

Therefore, the total throughput of the system can be written

as
s M
R=Y > ansRus )
s=1m=1
While considering the power consumption of UAVs, the
hovering power is taken into account in addition to the
transmission power. Hence, the total power consumption of
the system can be expressed as

S M
P=>"3 " (amspms + P, (6)

s=1m=1

where p'®¥ is the hovering power of UAV m which is assumed
to be constant in this work. Then we define the energy
efficiency of the system (in bit per joule) as the ratio of the

total throughput to the total power consumption as follow:

S M
— E — Zs:l ZnL=1 am,SRm,s
B T S M :
P 25:1 Zm:l(am,spm,s + phov)

] @)

B. Problem Formulation

The objective is to maximize the energy efficiency of the
system and the optimization problem is formulated as follow:

max 5 3)
S.t.
s
C1l:> amsRm,s > min, ¥V € M,
s=1
s
C2: Zam,s <1,Ym e M,
s=1

O3 : pps + P < P ¥ € M,
C4:ams €{0,1},Vm € M,Vs € S,
() *Pm,s > O,Vm € M,VS € S,

where C1 ensures the QoS requirement of the UAVs and C2
states that each UAV can associate to at most one LEOSat.
C3 guarantees that the total power consumption of each UAV
for data transmission and hovering should not exceed its
maximum power. The formulated problem is intractable due

to the fractional objective function and the binary association
variable. To address this problem, the fractional objective
function is transformed into an equivalent subtraction form
by a non-negative factor n [2]. Therefore, by transforming
the fractional objective function into the subtraction form and
relaxing the association variable into continuous variable, the
problem in (8) is rewritten as follow:

Iﬂ%{ R—nP )]

S.t.
C1-C3,C5,
C4:ams €[0,1],Ym € M,Vs € S.

We apply Lagrangian dual decomposition method to solve
problem (9) which is the simpler and more tractable form of
problem (8). The Lagrangian function of problem (9) can be
written as

S M
;C(Aa P, 07 Aa 6’ TyY, Z) = Z Z amusRTms
s=1m=1
s M

-7 |: Z Z (a7”~9pm,s 4 p%’v)}

s=1m=1

M S
+ Z em ( Z amvsRM,s _ Tmin)

m=1 1

M S
+ Z )\m (1 - Z am,s)
s=1

1

3
I

+ 5m (P:Eax - pm,s - pl;r(zv)

M=

1

3
[

+
e
M=

w
I
_
3
I
N

Lm,sm,s

+
R
M=

ym,s(l - am,s)

w
Il
_
o 3
S|l
—

+
IV

w
Il
-
3
Il
o

Zm,sPm,s»
(10)

where 0y, A, Oms Tmss Ym,s» and 2z, ¢ are Lagarangian
multipliers. Then we can easily derive the Hessian matrix from

(10) by differentiating with respect to a, s and p,, s as H =
0 (1+97n)wm,sA
(14pm,s A)Ln2

(140 )W, s A —(140.m) A, s Wo, s A2
(14pm,sA)Ln2 (14+pm,sA)2Ln2

Since the Hessian matrix obtained is negative definite, the

problem (9) is convex and can be solved by using CVXPY
[3].

where A = Ahmol®
’ (dm,s)>0?"

III. SIMULATION RESULTS

For the simulation results, we consider 3 LEOSats which
are orbiting in different altitudes and the locations of UAVs
are randomly generated. To verify the effectiveness of our
proposed algorithm, we design a random approach in which
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Fig. 2: The energy efficiency vs number of UAVs.

UAVs are randomly associated to LEOSats. As we observe
in Fig. 2, the energy efficiency of the system increases with
the number of UAVs. However, the energy efficiency of the
system in the proposed approach is higher than the random
one. The reason is that the UAVs may consume much power
by randomly associating the LEOSat through a long distance
so that its QoS requirement is met. As a result, the energy
efficiency of the system degrades.

IV. CONCLUSION

In this paper, we introduce a space-aerial assisted network
in which UAVs relay the aggregated data from the massive IoT
devices to the LEOSats. The optimal UAV-LEOSat association
and power allocation problem is investigated to maximize
the system energy efficiency. We apply Lagrangian multiplier
method to solve the formulated problem. The simulation
results are illustrated to show that the proposed algorithm can
achieve the maximum system energy efficiency.
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Abstract

Over the last few years, the number of connected vehicles is increased rapidly, and it is difficult for current wireless
access technologies to satisfy all the requirements (high reliability and low latency) of vehicular networks. The main
challenge is the collision probability especially in congested scenarios which make its performance far from the
required results. The third generation partnership project (3GPP) designed a standard called C-V2X or LTE-V to
support vehicles to everything in Release 14 (Rel-14). C-V2X Mode 4 specially designed for Vehicle-to-Vehicle (V2V)
communications using PC5 sidelink interface without any support of cellular infrastructure where vehicles select and
manage their resources autonomously. In order to increase the efficiency of C-V2X, we analyze the impact of different
parameters on system performance and present a sensing based candidating of resources to allocate resources for the
vehicles in future in which we sense the resource through sensing window and choose the candidate resource and
broadcast the information of candidate resource to avoid collision and by broadcasting reselection counter value the
collision is counter, through this mechanism, we achieve better performance than the compared mechanism, and show
results of packet reception ration with different number of vehicle by simulation results.

I . Introduction

To realize the goals of the future automobile industry,
an immense research is being carried out on cellular—
Vehicle-to-Everything (C-V2X) communication to assist
numerous services, such as autonomous driving,
collision avoidance to provide more effective traffic
control and to deter road accidents [1]. In order to
provide above mentioned services, information sharing
is allowed between Vehicle-to—Vehicle (V2V), Vehicle-
to-Infrastructure (V2I), Vehicle-to-Pedestrain (V2P)
and Vehicle-to-Network (V2N). C-V2X can be
considered as an enhancemnet of dedicated short-range
communication (DSRC) as both of them deal with user
equipment (UE) control signaling [2].

In 3" generation partnership project (3GPP) Release
12 (Rel-12), proximity services for device-to-device
(D2D) communication is enabled so that by establishing
a direct link between devices, UEs exchange data over
short distances. Using this method, long term evolution
(LTE) traffic at eNodeB (eNB) can be effectively
decreased [3]. In addition, to expand the coverage area
for the network UEs act as relays for the delivery of data
to nearby devices [4]. According to 3GPP specifications,
two modes have been defined for short range D2D
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communications namely Mode 1 and Mode 2. Mode 1
employs under network—-controlled scheduling and Mode
2 operates autonomously without the support of core
network. The main motive of these two modes is to
expand network range as described earlier and improve
the UEs battery life [5].

Two more modes have been defined in C-V2X for
transmit resource allocation, namely Mode 3 and Mode 4
where, Mode 3 base station is used to allocate resources
for the vehicles in coverage area and in Mode 4 vehicles
communicate directly with each other [6], [7]. Both
modes can be used together and vehicles will turn to
Mode 4 when they will be out of coverage area. For best
performance, Mode 4 is supposed to be the default mode
and this is the main focus of this paper.

The mainly drwaback of the sensing—based semi-
persistent scheduling alogrithm, is that every vehicle
selects the resources contiguously every second to
avoid half duplex problem. During the selection process
vehicles do not announce the location of the resource
they select for the next transmission run. Although in
SPS, the sensing components helps to lower the
probability of packet collision consequently. Since, in
SPS the nature of resources is semi—persistent so the
collisions lasts for a series of packets if it happens [8].
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In this paper, we show that how to reduce collision by
using sensing—based Candidating for resource allocation
in C-V2X mode 4 and prove it by simultaion results that
performance can be enhanced through candidating the
resources before their actual usage.

II. Related Work

In Release 14, 3GPP mainly focuses on safety related
applications and in 15 and 16 it has been working on 5G
New Radio (NR)-based V2X whose main purpose is to
facilitate advance features of LTE V2X.
Many works propose improvements in SPS. Molina—
Masegosa et al. [9] discuss about two important
aspects. Firstly, they discuss four different error types
in packet delivery in which most of collision happens in
safety—critical range. Secondly, they focus that the
advantage of SPS decreases as the distance between
receiver and transmitter increases, and further in [10]
Molina—Masegosa et al. lighten the impact of SPS
parameters and show that for best PDR, Keep Resource
Probability can be regulated according to traffic load in
mobile situations compared to the study by Bazzi et al.
[11]. Authors also consider the Reference Signal
Received Power (RSRP) through which the resource are
filtered for next transmission.
Furthermore, some of the studies which is closely
related to proposed work in this paper. In [12] He et al.
show that packet collision can be reduced by separating
control and data payload and let them carry the
information about reservation for each other in linked
manner. However, like SPS it is only for next coming
control or data payload. In addition, their proposal
requires cross layer processing to carry reservation
information on data channel. Bonjorn et al. [13]
propose to broadcast Reselection Counter value and
resolve collision by forcefully changing the RC Value of
the vehicles that have same RC values. The deficiency
found in this paper is that the resource utilization is 25
percent lesser, and moreover it is difficult to change RC
values when it is applied on congested scenarios
because there are limited number of values in
Reselection Counter.

Similarly, in [14] Jeon et al. propose to broadcast the
location of resource instantly before the reselection of
resource and similarly in [8] Jeon et al. reserve the
resource one second before the actual transmission and
broadcast the location of resource in current packet run
and show that it achieves higher performance,
specifically in congested scenarios. However, the
deficiency in this work is the wastage of resources if
passing vehicles in the opposite line and moreover the
collision of new vehicles because new coming vehicle
may not hear the reservation in formation by the
vehicles in the ongoing traffic.

Our proposed sensing—based candidating resource
allocation scheme candidates the resources in half of
the current packet run and broadcast the reselection
counter value of the current packet run and the location
of candidate resource and avoid from collision. In this
way, there 1s no wastage of resources in reservation
also avoids new vehicle collision problem as well and it
fulfill the requirement of high reliability and low latency
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Figure 1: Sensing—-based Semi-persistent Scheduling
which is shown in section IV.

III. Proposed Scheme

In this section, we handle the wastage of resources and
consecutive collision probability between vehicles
Firstly we introduced the standard SPS mechanism, and
secondly we show our proposed scheme.

3.1 Sensing-based Semi-Persistent Scheduling (SB-
SPS)

3GPP used SB-SPS as scheduling protocol, for

selection of the resources autonomously in C-V2X
Mode 4. In this protocol, vehicular user equipment (V-
UE) select and reserve subchannel for the series of the
consecutive transmissions in frequency domain.
Subchannels per subframe totally dependent on data
size which have to be transmitted.

Figure 1, shows the mechanism of SB-SPS, where a
vehicle at time n select the resources for next packet
run by sensing the resources in previous 1000ms .
Resources are selected in the selection window from a
list of resources that are not occupied by the other
vehicles. Selection window lower bound (T; < 4) is
dependent on V-UE configuration and upper bound is
(20 < T, < 100) describes the maximum time allowed
for packet inter reception (PIR). In condition of busy
resources, V-UE will select the occupied resource with
less received power.

After selection of resource, V-UE will do transmission
of periodic messages, in specific time interval which is
described by resource reservation interval. After using
resource for Reselection counter value (5to 15) the
resource keep probability (0.0 to 0.8) mechanism is
triggered.

3.2 Sensing-based Candidating Semi-persistent
Scheduling (SbC-SPS)

The main goal of our proposed scheme is to enhance
the performance of SPS by performing following steps.

e Sensing the Candidate resources and select
them for next packet run.

e DBroadcast the reselection counter value of
current packet run and the location of
candidate resource to inform other vehicles to
avoid collision and increase reliability.

Initially, vehicles (V-UEs) follow the default SB-SPS
mechanism and after first packet run, V-UE will sense
the candidate resources and produce a list of resources
that are not occupied by others and choose them as
their candidate resources. Process of Sensing for
candidate resource is shown in Figure 2 as below.

By using candidate sensing window more resources are
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Figure 2: Sensing and candidating of resources in SbC—
SPS.

filtered and it helps to avoid packet collision and
enhance the performance and more specifically it is
increment in default mechanism to enhance the
performance therefore in worst conditions if it’s not
work in any case the default mechanism will continue
its working.

The second step of our proposed scheme is to
broadcast the Reselection counter value and the
location of candidate resource. In current packet when
reselection counter value reached at the threshold
value (threshold value = RC/2) it selects the candidate
resource and start to broadcast its location and current
packet run reselection counter value to inform other
vehicles about the candidate resource usage of current
vehicle in future and it is shown by Figure 3. The
purpose of broadcast the location of candidate resource
and reselection counter value after selecting the
candidate is to avoid collision. SbC-SPS is described in
Algorithm 1.

Algorithm 1: Sensing and candidating the resources in
SbC-SPS

1: Procedure SbC-SPS (RRI, Cy, C3, Nsupch, Prr)
2 txSubCh « random(1, Ng,pcn)

3 txSubFr « random(1, RRI)

4: RC « random(C;, C,)

5: RCthreshold == RC/2
6.

7

8

T <0

: while True do
9: if T == txSubFr then

10: txpkt(txSubCh)

11: if RC > 0 then

12: txSubFr « txSubFr + RRI

13: RC «<RC —1

14: if RC == RCthreshold then

15: Update_Cand_sensing window ()
16: Collision_Resolution ()

17: if RC==0

18: RCy < CrRC

19: txSubChy < CrtxSubCh

20: if random(0, 1) < Py, then
21: CrtxSubFr « txSubFr + RRI x (RC + 1)
22: CrtxSubCh « txSubCh

23: else

24: select_candidate_resource ()
25: else

26: Update_sensing window ()

27: T «<T+1

28: End while
29: End Procedure
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Figure 3: SbC-SPS Packet Run

For collision avoidance Collision resolution algorithm is
described in Algorithm 2. In Current packet run, if two
or more vehicles after reaching their threshold value,
select the same candidate resource then they compare
their reselection counter values and vehicle with lesser
value receive the resource for future usage and other
vehicle selects the candidate resource again. The main
reason behind selecting the vehicle with less
reselection counter value is that to avoid collision,
wastage of resource and continuity of transmission.

Algorithm 2: Collision Resolution Algorithm
1: Procedure Collision_Resolution (RC, Ngypch, txSubCh,
txSubFr,RRI, Cy, C,, Nyepn, Veh)
// candidate resource parameters

2: CrtxSubCh « random(1, Ngypcn)

3: CrtxSubFr « txSubFr + RRI + RCrandom + (1, RRI)

4: CrRC <« random(C, C,)

5:

6: while True do

7 for (Vip1 < 0;Vipy < Nyen;Vip1 ++) do

8: txSubChy < Veh|V;p,].txSubCh

9: txSubFr, « Veh[Vip,]. txSubFr

10: CrtxSubChy; « Veh[V,p,].CrtxSubCh

11: CrtxSubFr, « Veh[V;p,].CrtxSubFr

12: RC; < Veh[V;p1].RC

13: for (Vipz < 0;Vips < Nyen; Vipz + +) do

14: if (VIDI == VIDZ) thell

15: Continue

16: txSubCh, <« Veh[V,p,].txSubCh

17: txSubFr, « Veh[V,p,].txSubFr

18: CrtxSubCh, « Veh[V,p,].CrtxSubCh

19: CrtxSubFr, < Veh[V,p,].CrtxSubFr

20: RCZ «— Veh[VIDz].RC

21: if CrtxSubCh, == CrtxSubCh, and
CrtxSubFr, == CrtxSubFr, then

22: if RC, < RC, then

23: RC; < CrRC

24: txSubCh, < CrtxSubCh

25: txSubFr; < CrtxSubFr

26: else

27: RC, < CrRC

28: txSubCh, < CrtxSubCh

29: txSubFr, < CrtxSubFr

30: End for

31: End for

32:  Endwhile
33: End procedure
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IV. Simulation Results

Simulations are conducted on NS-3 simulator. The
parameters of simulation are shown in Table 1. Figure
4 shows the packet reception ratio (PRR) when the
number of Vehicles (V-UE) increases. The results
indicate that the proposed method has higher value of
PRR for similar congestion scenario compared to the C-
V2X Sim algorithm. However, higher congestion
decreases the PRR. The improvement in PRR is due to
collision avoidance in proposed method.

Simulation Parameters

Number of V-UEs 0...250
Base distance 150m

Message Size 190 bytes
Transmission power 23dBm
Resource reservation period 100ms
Modulation and Coding Scheme 20
Channel bandwidth 20 MHz
RBs per subchannel 10
Number of subchannels 10

Table 1: Simulation Parameters

PRR %

[T

0 50 100
Nmuber of Vehicles (V-UEs)

mC-V2Xsim  m ShC-SPS

Figure 4: Packet Reception Ratio for an Increasing
number of V-UEs

V. Conclusion

Collision can be happened through various reasons in
semi persistent scheduling such as change of traffic
topology, different parameters of SPS. In this paper, we
purpose a solution to reduce the collision probability by
candidating the resource before actual transmission, for
this purpose we set a threshold value where vehicle
select candidate resources and secondly vehicle
broadcast the value of reselection counter and the
location of candidate resource. In the end, we show
some simulation result and enhance the performance.
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A& AdaA gerh 7k 9tk 2hd EﬂOlSE wE A w2 D9} Q1F =& ID Aol

= B MREZS HAE] 9 XOR Aol whet 160709 B A (k-bucket) .2 EHTH3]. 2 BA

B =S golojarao A ojtfE] e = A
o olEleld MEND AL FHshn = g e oyl A XOR AEVE 20 20010 <0 <256)Ae]e] e RS FAT
wa, o]de] g wr B PG 2. BAse] YESY D A g o o}k HAd = A 1671(k)Q] k= o] EFHETH2] M2 FoE 2
TE 9% 7% AR AEE 5 Yok 7] 913) FindNode #4148 #E2E =2 v Do 7 7k
wEo et ARE aAd) $HoR Q2L v IDE A HH B
I 338 47 of AgH L BE WAL AL WA == GAS BT gEoR,
Aze vlojo} AAE7] g wre] Lol FHE el Ping
oltja] &-& ~to- HES I ol Al ot ge
ﬂ] 10?] N P2P$ee:to fe]e;) ] ; ol «I;HE]; O];f ] ﬂj‘ij JPong vIAAE Fadet) vixgto® TCP A28 903 wE ga=
HES T BN theo /A ZrERRE g 3
AN ° ! oz Or:[_L OE A OMO . K (Ethereum Node Record) AEE Faton e B 2R 314l
e 1 ol S 93
1 o Node nscoveri, TC;’ 44 3 O]M g4l 4 @ L 24 anq o1Fol RLPx Z2ES} o Ze7old ) Z2EZo] A}
ol ol 3 hve =L 3 o
el olZe)AolA e Z2E el Subprotocolel 2]8 o]tz A0t @4 0113310 VB ZRED WA 404 AL 2ol g7e
% YEAZZL BE2] o] s YEAD 7MYk ARd == 13} 2t}
i 137
o) 4 17 13
o] duAQl daEE s+ 19 13 2k e Ac FER]
BooNtosdtprap | ’\Tloedv; ‘ Peer Plng OXOl ‘T‘ﬂ h—_EQ,] %Tﬂ"ﬂ /E)]'EH ﬁ—ll—?_]_ Dﬂ}\lxl
-------------- ] Pong 0x02 Pingoﬂ EH@' %%tﬂ])\]ﬂ
o £4 »E Do) 7k wmEol tiE AR
m?(:veryg FindNode 0x03 > I e
, 24 AR
::::r;;::i ' = Do 7P 7Mhe 16719 =8 AR
Neighbors | 001 | gy a4
== ¥l ENRRequest | 0x05 | 74l =29 =& #a= 24 vA]
————————————————————— ENRResponse | 0x06 | =5 #IE= A HAX
a9 1. o e A5 xEo YAZRS B == g ZRES 7 FF
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2.2 StojojAka ojHE ¥ ZEEZ 47

stolojAka= HESA 7l dlolEl & 418k tlaz el Z2 3ot
217] e vEQA ZREZC] 1A% dj7le on|e} tjEo] =9 8
RS BolE  Qlth Sojojatas: 0F Ak AZEY o] ZRAE
o] GNU GPL(General Public License)oll wel A5 90t} ZE A
A7b gtoloj Ak A E AGEA AR F S Wt MF/} Q}O]ﬂ*kﬂc’ﬂ
AR TEESS F718 F glr} golojAkadA 7]%
Q= AL gl AL = 1 g_ 1k s Ak g%
4 ek Z2 292 LuaZ 24 AHEAY C
4 Qi

A dEAR] Yaste Q] B ERQS fojofakAel| A 7| EA 0% AlF
e 7z ESa Z2EZ %/‘—1 o] 7Vsslth BlA 1100914 3.44
744 e el 9leH4]. 2016 8€ BIP-1522 7wk adol=4 ¢
B2 AY TR EZ(Compack Block Relay)S A|2|3+ HIEZS] Z7
2 84 7hssith W, gfolojakao A olH R UEHA ZRE
"—1% A3 A= AlTEHA Fe=tt) olr] g2+ ConsenSys
AYold) 1% 2 Al~H E(PegaSys)dlA ek ojt}g]&
ZEZ WA 49 a2 FA7]E SfolojAka ol %
T2ER 472 AT A 1}, PegaSys9 147]+= C
7gre 2 o] 34718 Antdeta TS wEYU A7) & o
9]ol] CMakeLists.txt 39S 23Het & 744 2|9 3td& F71 9 543}

AP Esof ek,

Aoz ?Lf?if%
Crz 79d

Hﬂ ET

i
Hr M

]iil

=

i
rﬁ mkﬂ
U:l

N FIH
2
QL
i
;O

R

I olta$ Z2EZ 347 78
31 A% 84
ol gl ESY A HFE 7] S8 1719] =xd ot g+
AAekaL ot el WEY Ao dAsle] BE F7|8 9 L& g
< g, HES A HA +3
(Refresh)dl= 9457](Refresh Time, 1A7HE 7|02 3A17F 59
gatris]. 731 WL golofrr g &8st onEy ZREZ
S A% A% ZEEZ(Transport Protocol)ol TCP UDPE +# 6}
L peap Y FHOE AR 2

1= H-l
rﬁi

ol
DN SPRE v = T

old el

AREE WA AR T,

-
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32 ot Z2EZ §5 34

& v B 22 EE RS UDP A4 WAooz F2 30303
FEEZ AMEEl BAE 1 Q) ouE¢ ZREZ §47)7 FHEA
s ’éﬂ] ol A= gholojapz} ozl S A& UDP 702 443l
Aata At $-& AZ(Application layer) ElojH& 9A] AEjdl
Hexgho 2 Ze¢rh & =follA 783 ethereumlua 79 -& 7]E 3l
dpport F5-0] 303038151 4ol a4 et At

H%Z

ethereum_udp_packet.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am O m @t@o\m-@zé
(W [Anply & dispiay fiter . <ct
No. Time Destination
2.17.0.2

53 2021-02°17 431360565 13 o 1ez 248
54 2021-02-17

3 -] Expression, +

~ 30303 Len=150
- 30303 Len=130

~ 36303 Len=171
1099 30303 ~ 39363 Len=1087

56 2001-60-17 377 :
57 2021-02-17 00: 11:32.380419587 172.17.0.2

7.9, [
101.37.163.27 DR

» Frane 55: 192 bytes on wire (1536 bits), 192 bytes captured (1536 bits) on interface 0

b Ethernet II, Src: G2:42ide;dfi4li6e (02:42:4eidriaLite), DSt: B2:42iacia1:00i62 (62:42:a0111:00102)
ol Vers Src: 109.247.187.8, Dst: 172.17.0.2

b Use rotocol, Sr Port: 36895, bst Port: 36389

+ i (15s oyt )

afo. ..

[Lengen: 150]

0 02 42 ac 11 00 02 02 42 4e O 41 6¢ 08 00 4500 B B NAn
©0 b2 77 740 09 34 11 £9 30 6d f7 bb 08 ac 11 - w-@4- -Om
27 @0 02 76 5f 76 57 00 Se 22 De 31 bc b7 be 6e Bf v .- "1
de 15 b3 60 83 cf B b2 60 38 d 24 ec dc b Oa EL
Ta 0 ae 76 57 7e 84 c2 2d cd ea £4 8a 76 bO al

7c 20 27 85 00 2b 24 79 b2 5a 84 60 2c 57 47 67 |

@ 7 ethereum_udp packet.pcapng Packets: 275 * Displayed: 275 (100.0%)  Profile: Default

% o = B ZREZ 7

a9 2. A A
oltjgl UDP ¥A9] At} 27]= 1280Byte® Ho| 227} ) 27|15
238 5 o] A AR oz tFe] et vk k& B 22 E
2 A9 Asele 7 Az HAe] dasA grh

olt}2]&-¢] UDP #A 3lti: Hash, Signature, Packet Typel& T4
wjo] o)tk Packet Type BEE HAA F8& Hoshe &Y vlo]EL
Ping WA A% ENRResponse "IAIA7H4] AHE 0x015-E 0x067+
A1) 2o % Packet Type BE7F Aol Hof )t A7 ol uteh vA]
A 27} 21 RLP(Recursive Length Prefix) 2202 ¢laddct
[6]. Neighbors TIAIA|9] Hlo]E F-Z+= the ¥} 2th

3 3. Neighbors MA|A] ©lo]g] 2%

AN Q LT EHH 3L =
He 2% oldels FEEE (g7 wE o8| =7 (Byte) Yole 7
A7 FhE: B A AZESOE AR
Nodes Variable [JrpcNode
%2 oltEe ZRED A7 TE 7 9x Expiration 4byte timestamp(UCT)
T4 24 A} &
¥ 4. mpcNode HlolE] +%
Linux Ver 18.04
Ethereum Client Ver 1.9.12 A = o] F 7] (Byte) g olg FF
Go-Language Ver 1.13.6 1P 4 or 16 byte IPv4 or IPv6
Wireshark Ver 3.2.7 UDP Variable UDP port
Lua Ver 5.3 TCP Variable TCP port
1D encPubkey secp2b6k]l public key

aesto] ghojojrpae]
?zoM At gholojxk29] Lua UE
2JEl sfojojaka ] 2Ew 74 e 943 initluadl A A4

& ZEsk A PE}, Lua 23 YEZ F8E 3)417]& ofolojat
W e ALY 27189 A o] glo] AFLo] Lo]dt Fo] A o]t
b 9E 222 Wi Al T ALgAE0] HEZ sfo]ojake] A
%

.

Neighbors MA] A& FindNode WA1%]9] target Do 7} 71718 ==
16709 A BE rpeNode HlolB 722 SHETh rpeNode B =7 74 4
o]7] wjitol ojtjE] el A AMgsH= RLPl w2 tad Hgoz A&
4 oo g A3k 3t Neighbors WAA S d|48l= 2=

= e g,
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void function ethereum_protocol.dissector(buffer, pinfo, tree){
local maintree = tree:add(ethersum protocel, buffer(), typel[packet typel)
local offset = @

[

4 if packet type == 4 {

5 Nodes_len = rlp_decode(offset++)

6 while(offsat ¢ Nodes_len){

7 local subtree = maintree:add{ethereum protocol, buffer(), “"Nodes")
8 rpctiode_len = rlp_decode(offset++)

a while(offset ¢ rpchode_len){

18 field_len = rlp_decode{offset++)

11 subtree:add{ethereum.field, buffer(offset, field len))
12 offset += field len

13 ¥

14 1

15 expiration_len = rlp_decode(offset++)

16 maintree:add(ethereum.expiration, buffer(offset, expiration len))
17 offset += expiration_len
18 ¥
19 3}
28

9 3. Neighbors WAA] 4 ==

33 oldEe ZREZ 7] 78 A3}

oltjgl ey VIEA AZE FHE o, AR 55 G| 7 AW 7%
o] o a1, A Aol ZREZ] 23 49 A o8 E 17 49
A gRle 4 9t} FindNoded $A1% =EolA] =29] 3lof RS A
93}7] 913 Neighbors MAAR Aoz SHstal glct. w7l 2o
aA7Ng A REF 16719 0% k& ARE 209 HAoR ol
A4t}

Lengt info

W7.221.52.20% o
1721702
177.17.0.2

50475815302826390880c2611056c aeave
ei0Ta105 480080 Tandsoc 2420 Acs0camensms TTas.
Nelghbors ()

T 30303
I6: c927538493364e14833aebeae 104c 37 Sacacde0aRAdS. .
~ o
Tp: 178.128.46.134
Utp Port: 30303
TCP part: 3030
T6: TdroeBaTen80eb77074r ba1ddba0ArB691341191095
Hodes

Tp: 124.217.248.169
ot : 30311
o part: 30311
: b238cB8dbIc 71985508 Tc4ST004e0c da0dsFA5193a44Ee
31, 2021 13:19:53,699909609 UTC.

Packets: 11917 - Displayed: 11917 (100.0%) - Dropped: 0 (0.0%) _Profile: Dafault

a9 4. 3149715 483 Neighbors WAIA|
7,

A7 8 Aget oolofaAkaR w7l 3 717t Bt F 11,895719] o]
8 =t B 22 EF 7S FHsh F dFldA 11875719 9
21e we g Z2EF dFola, 20719 #Fe RTCP(Real-time

Transport Control Protocol)3jZ1o]tl. RTCPE 7l 4 2 2ol AJ7k
9 TA B Aol AEE AFee] FAl Au|2= FAHo] uws AT
e g mrES a7 Gy met ERES W, Ping 461174
(38.7%), Pong 343270(28.8%), FindNode 19197} (16.1%), Neighbors
165971(13.9%), ENRRequest 16471(1.4%), ENRResponse 907(0.8%) %
T 9

Wireshark 10 Graphs: ethereum_node_discovery

Packets/1 sec

22:40:00
31.03.21

23.05:00
31L.03.21

23:30:00
31.03.21

23:55:00
31.03.21

Time (s)

00:20:00
01.04.21

00:45:00
01.04.21

01:10:00
01.04.21

a8 5. old e

o ZREF 7 4EY ag=

22:40:00
310321

23:05:00
31.03.21

23:30:00
310321

23:55:00
31.03.21
Time (s)

00:20:00
01.04.21

00:45:00
01.04.21

01:10:00
01.04.21
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olfeld = B Z2EF 7l dEY U= BE o, 302 F
N2 A el FESHE 22 BT F Uk 9FL FE AN
AQ157] 9lal, Azl ThE A $RNFS S4se.

7 S FZ Yee FindNode9t Neighbors WA A2, AA%
5lo{7} Ping WA Aol $81A] gol AlSE ol = Bt v
= BEE Aelehs F712 3 % A AR F5e) siAe) 571
e,

Wireshark 10 Graphs: ethereum_node_discovery

§ 20
jf‘ 16}

i MMMMWM_M | MMMLM

2% 6. FindNode9} Neighbors HIAIA] &3 18=

v.Z2z

B =oAe 24 PP EY A S A oldEwy = B4
Z2EZS golojata 34 7e| kit HizlE FRska 7 AAIA
2 BAE 5 A ek B3 S|4 7] E AREsle] ghojojARLol A
o e =t B e YEYD Fo 2 TREFE BAHS &
A& & ok B =g 248 vEeE olfEy kE BAS SA4-2
Aol olfEle MEYA 45 &Y ATE AT 5 9t
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Stacked Denoising Autoencoder-Deep CNN 2 ¢
olFsH, AEFS!, HmAgr

7<) o) 3} 1.

{jonghwalee, jw.kim, mjchoi}@kangwon.ac.kr

Stacked Denoising Autoencoder-Deep CNN Model for Network Intrusion Detection

Jong-Hwa Lee!, Jong-Wouk Kim', Mi-Jung Choi"*"

IGP. in Medical Bigdata Convergence, Kangwon National Univ.}
Dept. of Computer Science, Kangwon National Univ.?
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Agzte}l BAE o2 AsE, FA 59 NAARE £ 9 AFsT}
(1. whebr] @ A E 233 A 778" 2742 DDoS, Flooding &

A2 ALY Ex7t vk 2 BR AtelH FA 5l

27] g ke Qre] whole| ) HY BA Al2E 5o Bl e 4Tt 'é‘
FAolt} o] T4 Y A Al2#(Intrusion Detection System)<
AEAY EHAY 98 A5t AP*O‘ZMW A FE A2E S 91“]
gtk A9 g A" U ESA A "R 7P YA o ALEH
AA T 2 G2 v g =2 OFE
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wEba] B AFeAE A Sy e A=
el gk BEls Aekett), Alksles B9 SDAE+ Encoder$t
Decoder 2 ©]Fo] %91t} Encoderol A 18 dlo|go] wo]|2E F7lsln
Decoder—E— Tl 42 dlolHE etk 22l ID-CNN< ofe] 7)) %
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1) Denoising Autoencoder

Pacal Vincent et al. ¢ A794 949 vlolel & A4t =Ydl=
HEste]  dloE ¢ AASH=
Fhon 18 13 2eHel. 9 dlo)

B x= S8 08 wo|2E WU I ¢pE F8 o=t HE

Autoencoder RES o] 2E

DAE(Denoising Autoencoder)& 1

A zelolElE wETE 283 Encoder fo = HlolHE Eale] y& A
A8k Decoder g, =y ATAS] 599 2 dHlo[HE TEo]dth
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wpR o R i dolg xoF ATAdE dHolH & FI &4 o
Ly(,.,)7F €48 AddY

DAEE 7]%¢ DBN(Deep Belief Network) 2.0} A5o] £ 5% &
A2l @ FE &2 SVM(Support Vector Machine)?] Y2 57 A%

A= AR Rt ohyRt DAE: oA 9] f2#h& A Elsh= Gabor

filter9} GAMEE 7158 3453 & 9lon 2} o|n|A A ¢ B AE
Z3AE YA F olrh s A3EE Qe (input) HolHE dgste A
HUp &4 S dlolHE Bste] A& Y HolHE dgahs Aol
05T AdAola AL T2 HoEE & 5 o FHF FA
£ 2% s dok wekd 2do] kg 3w o {83 SHES ¥A
a17] 93 wol=2E AASL Y HolHE A1 dlolE & Wdlele
Aol o] H& ?%91 Az o] 7kttt dH AE} Safa Mohamed et
)|

0}~ Dropout 7] PQ] DAE B9 #otglom, éﬂ% Tde
%} "R el A 2 ARE-skE NSL-KDD o] 1 4
tH7l. DAES] 24 FolA 942 dlolEE T2 » ]743}5\0”1 1
3t dlolH 9] wolzebal Ao}, g Od%“’ﬂ A ey
32, 24, 16, 8702 WMAsHEA APFon, 24 o Fula7t /44
90.3%9] M =& AYdEE =&k

2) Convolutional Neural Network

CNN=2 <Izte] HojlA A2t 1H24& A she WAYES o &afo] 7
EolAth CNN2 Ad(kernel)olghe F4& LHE o] &3}o] onr| 23
H sy oz B33 EAES FE3T) Meliboev Azizjon et al.o] 9
Tl A HES A M9 BAE ¢4l ID-CNN 7]4ke]
obcHg]. dld 97914 Random Oversampling W& o3}
UNSW-NBI5 dloJejAle] &34 EA15 slddch 1e)a 1244 blo]
BE Ashz ID-CNN< o] 88k a1 91.2%°] g e=9t 91.59%
Fl-scoreE £Z3th Peilun Wu et al. & AFolAe VMEYZ A9 &
A& 918 CNN3} RNN(Recurrent Nerual Network)S A3 Al54 Al
74m9) LuNet AISHITHI). LuNet> CNN¥} RNN< ZA§Hste] LuNet

BlockE 74t 2] F& #2 Rdolt}. 3 ATolAME 55 9

Z [e]
A wA 2ES A

=LH3] (KNOM Conf. 2021)

m =49 44

1 dlelgl4l

2 ATl A= UNSW-NBI15 HloJH S AH&-gtth, UNSW-NBI5
o] EJ A2 Cyber Range Laboll A IXIA PerfectStorm= AR&3lo] A4 U]
ESA d71E 4 9 7kt whe Fadol"Alelth. UNSW-NBI15
dlolE Al 175,341709] 8h<5 dlo] ]9} 82232719 A& dlo]El7} 1o
Ao} mEE dolge £+ % 13 2t} ¥ 25 UNSW-NBIS H|
olEAlY] 4579 EAES Aele Alolrt. Hgh UNSB-NBIS wlo]EAl

2 ‘normal’, ‘reconnaissance’, ‘backdoor’, ‘DoS’, ‘exploits’, ‘analysis’,
‘fuzzers', ‘worms’, ‘shellcode’, ‘generic’ 9] 17§ A3} 9749 &4 #+3
R

2) dlole dAg]
19] 3t52 18] UNSW-NBIS Hlo]eAle] 457]¢] Sl A S5l
id, ‘attack_cat’ 545 AAsIL Aol AIH ‘label B& +
ek 2l 71A Sl AbgatA Fete MFE vlolEE Ad]
A8 ‘proto’, ‘service’, ‘state’ 5‘@%% A5Y golg 2 Mkt dloH
A dolHE 7He] Axpt 255 g RS EﬂOIEH %—&E; &e
T o= A7 Aok whebA 01 B
31 Aole] grom AtstE gk

3) Stacked Denoising Autoencoder & Deep CNN

& AT ARlehs AA REe 11y 49F 2k 19 4% SDAESH
Deep CNN< A3t mdojn] SDAE: 29 29F #o] DAEY] &4%&
270 o] 48 mdolr), Deep CNN R99] 4L 17 33} 201 27)
9] 1ID-CNN, Maxpool, Dropoout AlE-¢] 48 dA% 2|}, SDAES

ol S0l v o5 B AT H] Biel] U 2 volHE ¢
£ 4 Atk SDAEE &3 HlolE ] wmo]2& A7a] Hs) 94 &
o] 25 F7hsjofk gtk ojuf ARE-F wmol= 1Y WS TP ANk

2R AAAIGH ol% RS AR 71E AT Y

TZ
=
EEL

o ﬁ m{m
1:1}

"

(3£ 2) UNSW-NBI5 HlolElAl EAE9] o]53} FH.

8 NSL-KDD Hle[ 415 UNSW-NBIS lole 412 AHgaeh. o]l ¥ Name Lype Ratne Type
-~ © % o id numeric dwin numeric
Froll M= 242 97.4% 9k 97.7%9] AREE DA er, tF Sl e dur numeric teprtt numeric
747} 99.1%9} 85.0%9] AFE=E Z=E YL proto nominal synack numeric
service nominal ackdat numeric
. state nominal smean numeric
spkts numeric dmean numeric
) - R dpkts numeric trans_depth numeric
/ #25 sbytes numeric response_body len numeric
ROXO \_"—’[O O OO Q] (OO0000 J dbytes numeric ct srv_sre numeric
z rate numeric ct state ttl numeric
- sttl numeric ct dst Itm numeric
(2" 1) DAES] 74z, dttl numeric ct_src dport ltm numeric
sload numeric ct dst sport ltm numeric
(3 1) UNSW-NBI5 dlo]EjAle] AAF tlo]E| 9} v AA Hlo]E]e] & dload numeric ct dst src Itm numeric
sloss numeric is_ftp login numeric
Training set Testing set Total dloss numeric ct ftp emd numeric
UNSW-NB15 sinpkt numeric ct flw http mthd numeric
Normal | Abnormal | Normal | Abnormal bl dinpkt numeric ct_src_ltm numeric
sjit numeric ct srv_dst numeric
Data 56,000 | 119,341 | 37,000 45,332 257,673 diit numeric is_sm_ips ports umeric
(22%) (46%) (14%) (18%) (100%) swin numeric attack cat nominal
stcpb numeric label numeric
dtcpb numeric
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.. TP
Precision = TPYFP (3)
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Machine(GBM)®] shie] wpge g ok stl% Aol ol & oo
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a3 3-(h) ATT&CK 2= dlo]Ejuo]~ T3

"properties": {

“"created": "2019-03-26T15:02:14.9072",
"name”: "NotPetya",

"modified”: "2828-06-18T720:27:49.511Z",
"description": "[NotPetyal

(https://attack.mitre.org/software/5@368) is malware that
was first seen in a worldwide attack starting on June 27,
2017. The main purpose of the malware appeared to be to
effectively destroy data and disk structures on
compromised systems. Though [NotPetyal
(https://attack.mitre.org/software/S@368) presents itself
as a form of ransomware, it appears likely that the
attackers never intended to make the encrypted data
[NotPetya]

(https://attack.mitre.org/software/S0368) may be more

recoverable. As such,
appropriately thought of as a form of wiper malware.
[NotPetyal(https://attack.mitre.org/software/S0368)
contains worm-like features to spread itself across a
computer network using the SMBvl exploits EternalBlue and
Talos Nyetya June 2017)
(Citation: Talos Nyetya June 2017)(Citation: US-CERT
NotPetya 2017)(Citation: ESET Telebots June 2017)",

"id": "malware--5719af9d-6b16-46f9-9b28-fb019541ddbb",
"type": "malware”,

"version”: "1.2"

13
¥

EternalRomance.(Citation:

a9 5 text® F&H NotPetya @4 dle] Hg 23}

F1EF
[1] Claroty, “Claroty Biannual ICS Risk & Vulnerability Report: 2H
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oF A+ AR KB 538 m=1A, 28(2), pp. 471-484, 2018

[2

=

[3] Lee, Seulgi, et al. "Managing cyber threat intelligence in a graph
database: Methods of analyzing intrusion sets, threat actors, and
campaigns.” 2018 International Conference on Platform
Technology and Service (PlatCon). IEEE, 2018.

[4] MITER Corporation, “How ATT&CK implements and extends
the STIX format”, 2021.
(https://github.com/mitre/cti/blob/master/USAGE.md)
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pragma solidity >=0.4.0 < 0.7.0;

contract {
address payable public currentInvestor;

uint public currentInvestment = 0;

function () external payable {

uint minimumInvestment = currentInvestment * 11/10;

require(msg.value > minimumInvestment);
address payable previousInvestor = currentInvestor;
currentInvestor = msg.sender;
currentInvestment = msg.value;
previousInvestor.send(msg.value);
}
}
st AwtE HEUHES o] upe} vhefsh FEje] &
A 2pE YT S 3l
a9 1 EA 27 4A
974 272 d7bE AEsh] fg HAHoR Qs A
g B A7 AEHEE

ﬂ EQS i/\]—j }\7ﬂ

AAA g 2L el %
9 AEdES Aan, o #4 Y ot of
FHEE)E BASHE A2HS UAAsT

1. AA o}71gx
I9 2 £ oldeEs A7 JEHE 9 oM {4

Rl

A AREL] A o HAE HolErh A AIARE

2744 2vbE AEHE $3 wE, AvE HEdE

Opcode #4171, E%X‘W =3 9 54 F€ 25, 7|

st J1wke) obg 4 @ 2, dolE Wl A% 4

k. 7t mE2 AR dEe] 3o e
i

Al Agleleka R AwbE

= gl
ZﬂEaﬂEg] u].o]E A /\714 741—33115 017]._?_5;2_

EHE

TSk 9tk A7/ A AulE AEUNE Sx »

Ao w718 Al ERRE A HEHES H4 A
E

EZ sAdt fyE T ERO AE

PEA e Qele] srlE AEUEY $HE 495

v —=

A AHEE $ itk FRE ARE AEIEE MM1-2
oA AT AnlE HAEUWE Opcode 41719 ¢y o

2 AdHEd Opcode #4715 ol &3P Abde| &7

_98_

A kS A7 AEHES AT £ glo] HolH A&
gAst=d &8s & Qth. AvtE AEDBE Opcode &
A 7]= M—2 oA ARAISE WAE AlF3t)

melx Argst upsl o] A7 FAEDEE= A7)

o)
el e 54 aa Aes w9 & s a
AEAEL gl AUAE o) Foh ol A AR A
5 Aga) B3, oz EAAAS AT FAR
se AR EANA NS mel Zojzt ofadel
3
al
q%

gl 53 AEHNE ddd EdMA] JuS 24
o g AEVEI} AW AEDEQX ofdX, g
dele] F HNEHEV FUst o] AEYERIAFE
Hated 288 vk weks EddE a3 9 53

S Sl S wad RAES Azec, cad
4 A8 w40l B8 bsd Sgfer sde e

FE Ads EW "Au B 74Ea”£i Xﬂiﬂ 011:1 9
%, AEYEZRE ﬁ%ﬂ%f_’ olgo] ¢k AmntE HEH
Eol Avty EWHAML] Ao F7], A¥E F EAHAM
Abolo] Hi AlZF So] it

1A 85 71 o f A B REAME FE
H ERdNA EAHES MATgES 8 gEsth A7
A ol dAZ o)z BF317] & GBM, DRF, XGBoost
59 JAgS 25 2dS g3, aw i 2d
< s 918 H20 9 AutoML 71%5S @838t =
FToR sk RUAS st FHA4 *éla—% &8s
nds Agsc sgd 25 mdS M A E o
54 71EYE o7lES EddM Ao dygoE A
gEd dd oFEV A AEYES w|EI oA
FAA, ol dAE A= A8 4 Qi)

2. 2AnE AEHE Opcode ¥47]

Y FF A AEHQEL He, AnE AE
HE FE Atolo fFARo]l Q& F Utk ARE HE
HEE= EVM o] Aaqg & Q&= 3§EH°J HlO]E FE= 7
Wk o] AgEE=d o]gfgh Hlo]E FE& ARE AE

E°] W& olaliatrlol AFatA e FHE mpolE
FEF olfd AnE HAEIE b FAMIS Felste
ol oyt wepr AntE FEHE Opcode w4715

olgal Bt AANA e AnlE AsdEs} A7
AEAEQA opdAE AEstudt gk,

AutE HEYE Opcode #4]17]% HpolE 3= ¢
20j 88, Opcode w4 HEE, 27 AEHE $¥ B
EE FAEH(IY 3). WA, HolE I E tojAlEe
£ olgdl Aol FHE A AvE HEHE A7
AEMEQ] Hlol|E FTZ Opcode & WF3IT} nio|E

9 W3S A FUEA Q= qﬂﬂro‘ﬁi =
g AEg s &8st A 7}#@ E B V-2
oA 27hE)

HEE Opcode & AvIE AEHE F-do wre ot
T2 Opcode WHOE o]FolAlaL, A FiF
2} 543 Opcode & 7FA Flolgta 7Hg et A7)
AEHES He, A AEHE 7HT & Sl 54
gt Opcode SAS 71+ Q7] wiel, Opcode &4
EEe WEkd Opcode 9 ”3%01% TAA O ® A}
NEHEES :rL}ﬂs].b uﬂeﬂo} @ao :rLz‘f}r,]. Etﬁ} o] 3}
X*"ﬂ/\ib ZAEHE 1§ 54& etstr] $8) 717-1] sh5

< 283 vk A 24 W 7)A s doE Tl

1'

a2



2021 EA22312| st&ri3| (KNOM Conf. 2021)

A7 AEYE H BEAAME FojF AvtE AEIE
7b A9 s wex] obdAE Esk 4 gtk
Iv. &8 9

3l aofskaL, FAEe S AE T4 ol
AT old e A A7y dds EdAA
o] & wluska A0 Ao Frlo] da Ao s
HOEA A0 dvig @2 dEFE FaL A 243
=

=
E2 gXE 4 9¢ 2de OxIgh
4

Opcode set S A3ttt 183 Opcode A AA9 set

o] o] T= feature & dh= EHY S AASHAH

[4] = dolEl mtold 71 74 s o] g3l &
27 AEHEE #@X3 # Qe BRES AT E4
27 A7) dSE AES] 8 dlE ATelA=
Ether flow graph & ©|&3l 7 7142 545 FZE3to]
account feature & &g3tt. 18]31 Opcode & code
feature = g3}t Account feature, opcode
feature, Account + Opcode feature 2 A| Z}H 18 =
1A E5Hs olgd EXA A AEHEE FRIE 4
¥}, Account + Opcode & ©°]&€3S W 094 ¢
Precision & 9% & Q3t}. [5] oA+ AvlE AEH
E9] vlo]lE FE=E Opcode & W31, Opcode & Hl
A

Z A% 52 BAdow BAstel X A7 AsdE
o 94 A=HES PR ug
[61 <l

SECIER 2
& EA84 srrdeyy 54
WY FueFE ol g3to

NS B AFtelA
AAERFH AR AEHES FR6ka, AF SAshs
Opcode B #A AW AEHEQ A5 A&3= 74
o] 54 & olgdl EA 27 AEHES FHs= T

MES Ak FAE G dolEt g gl
Slo 717 B W A AEAE AWg 98 Bg 7}

& dole Aol vl Ak Wikt web ¥ A
& Opcode 9 54& o83 AAZo o 27
Asdes Sise] 27 AEIE AU A% /14
%0 dolg Aow BEstudt ek Lo, 53 A7
oAek SAEA G ole TR AP AEGES YA
& 5 ode W Ange AE

2. HROJE FE& y2ojaEH

B =FoM Aetels AnfE HEDE Opcode
271 Yo upolE mE= gaojaliels FE e
E &AAH ES o] QT

Etherscan & HI°|E FEE Opcode E Wl
22?1 Opcode TIAAAEHE A T35 IAtolEe] A
&35te] WS dste AvE ZHEWE] HloEFTE
&3l Opcode & WE3to] A¥g ot 17 4
= Etherscan 9] tlAolgdEe] oA S HolFr} Hlo]E
FEE Y3t A3, g Z=E FASHE Opcode 9
525 w3E Sk

_99_

EVM Bytecode Decompiler + node.js 7]5+9] =}
olE FT yAIALY 7]eS Algettt. API & Al ¥dko]
raw HO|E FTEE TP LAY, HO]E FTERE
Opcode, function, event 5% FE3= 7|52 AFe

ot

Btherscan e n

+

% 4 Etherscan Bytecode Disassembler o A] 3}

V. 4 9 ¥ a7
B ATAE ol g W= A

2N
9 svlE gEAES A¥ea, A7 $ED B Y
o

)
o
Q,

= o

o]

o g
2

N
HE o=
1%
flo
off

22 x| ox
)
T

[rt
o M
_1
12
Y oX
= o
ot 3
o,

Qo Q¢ o (& Mz AL 19
30
il

Aol A AQkEE A sElS PRsha, AlsE
A% A4 HolH A olgd ©A AT =

ot

N
i
i)
i
o
-Q
o)
i
o,
Sl o rlz o oft ox (M X (M rfr i

ACKNOWLEDGMENT
o] =#2 2021 9 AF &R EAH) 9
Ador JREA7IEF7IAS] NS whol FaiE A
T-9] (IITP-2021-2017—-0-01633%*, thd ICT ATl
B A QAALY, 2018—0-00749, QFA% 7|9k 7
UES D #E7E M)

FaEA

[1] Wood, Gavin. "Ethereum: A secure decentralised
generalised transaction ledger." Ethereum project yellow
paper 151.2014 (2014): 1-32.

[2] Torres, Christof Ferreira, and Mathis Steichen. "The art of
the scam: Demystifying honeypots in ethereum smart
contracts."  28th {USENIX}  Security = Symposium
({USENIX} Security 19). 2019.

[3] Peng, Jianxi, and Guijiao Xiao. "Detection of Smart Ponzi
Schemes Using Opcode." International Conference on
Blockchain and Trustworthy Systems. Springer, Singapore,
2020.

[4] Chen, WEeili, et al. "Detecting ponzi schemes on ethereum:
Towards healthier blockchain technology." Proceedings of
the 2018 World Wide Web Conference. 2018.

[5] Jung, Eunjin, et al. "Data mining-based ethereum fraud
detection.” 2019 IEEE International Conference on
Blockchain (Blockchain). IEEE, 2019.

[6] Wu, Jigjing, et al. "Who are the phishers? phishing scam
detection on ethereum via network embedding." IEEE



=[H3| (KNOM Conf. 2021)

Yegwa 3

Transactions on Systems, Man, and Cybernetics: Systems (2020).
AOE HEWE £F B2
SHE AOIE o|ci2|E WENHI
28 fEYE HEME
() ADlE HEYE OpcodeE 47| (&21)
ADIE HEUE I ADlE HEME
Ei¥M 2F ¥ BRI FF 25 l l
Af HeUE AP HEME Ul HeME
GBM, DRF, XGBoost, Deep Learning
R =Y g U 4N /] g#Y =25
[o) [e]
a9 2 oY E 29 AEAE L o4y AA (IALE) §A A=H
ADIE HEME OpcodeEA 7|
Opcode
Opcode SA BN 2
A HEWE HO|EIS
0lciz|2 IEHINM ST HIO|EH= C]A0]H=a] Opcode BN 25 A AEUE fHE BE 28
= — —_— or
Heds wo|gas - Opcode m - Normal
S 24 Fe

a9 1 &vlE AEHE Opcode £4]7]

- 100 -



2021 EAIRt2 22| &3] (KNOM Conf. 2021)

B OlElel go] P Aolel W A Fo FelaeY gy vn D
REERES
A v st %va%i

yeoung @stu.kmu.ac.kr, juht@kmu.ac kr

Comparison and analysis of wallet address clustering method
due to differences between Bitcoin and Ethereum
Hye-yeong Shin, Hongtaek Ju

Dept. of Computer Engineering, Keimyung Universit

= Ex Sl
UTXOE 7uke.2 A7} o] FoA= I:HJILX_JIQ_ 22
7|9k A7} o] Fo A= BEA 78‘-°r |

2 eRolAe gEdel 2249

- —O—]'
49l ol AHBH BEANS FA57 AsiA
RS 718 A ol 5ol A5 % = el A,

= _‘1_'_
el olr e At 5 il ool 4E ATE AR

I.AE 3 EdAAT} A Fo90] BAE ANAH R el AY 5ES
2491 (Blockchain) [1]& 2944 28] ¢lo] E9}3ls Pop Y|E A & e B4 AHRE 22 [B]9} [6]oA AHEH W2 HE
43; S} BEgol YE TR ERAM HARE o]gste] U Ao AYHe AL FaE

E A3l A A3 A (Transaction) = & A

2o Ay BEL o] due]E(Consensus Algorithm)oll whe} i e Ebi R

FAS pEuer AzE B2o 1Y 13 o] 7|E B2l A [5, 6] A& 7o =, B9 oﬂ_?oﬂfﬂ A B SNS, v § 5
€t X 3 ARZ AR} v S et AH7-13]5¢] Tl
Ay, HEFSY uvpR7FA2  UTXO(Unspent Transaction

BLOCK #1021 BLOCK #1022 BLOCK #1023 BLOCK #1024 Output)E 7|Wtoez Ayt o]FoA+= v =(Monero)[13-18],
Bock 1D oc | BockiD BackD anSh[lg, 19’23] %oﬂ}\-]_l,i_ H] Ugﬂgl' e g O:‘:FL7]' ;\(_]EEE]%D}.

UTXO 7|9t A7t o]Foj A= E5A1Y AR v glel Al
A7 gol AAHAAR  ojr) @] (Ethereun) [24]HF  A7LE
e (Account) & 7|HFo.2 A7} o] Foix|= EEAQNY 49 184 ¢t
a9 1. E249 78 72 EHAQ 9o AHE E5ANS FA 8k, AREAFE BEu]7] f18)A
= UTXO 7|8k At ope} o] 71&E 7|9k A7} o] Fol A= £5

Blockchain

SEALE AR o (Anonymity)o] BAHEH, ol AE 06 wojeyar weto] walsolop dhu

el stel SRelAR1 A87E SR Crypto-cureney) & WAV oy w g oug A% #2108 MolEsEE A7E W98
e Adel ABT F U= BAH STk AL WU ARE BAT F g e dE ZAsa ol A0 R A7 F4 20
1 A gpefeh DAL Tl Qobdz] A AW g ey ooty ou gt vEmele) Aold AT Fa
& 1o A<h] AATolol Bek. AR el A ARE HRA Lo o e s
el BAR ARALLE HoplE Aol WIGHRE, S AWE - ne 2e hest v 23S zae] Hg F1EA )
2 o]0l T dark Web) 54 #7h2 BRE SRR E o suanie olciorgel % e Amai. o e
o 0 SIS B ARE FY S AR S o gy e i 409 5 i e o
feleler THMOIAS el eiel THE = S Hele] A% T4 25k A0 el Qobm GRAAE 23 A
Reid,F. % [5/¢ ¥|=s2oUBitcoi) SR FPIHE B22 248 5 0 wuay e Tgae 240 205 B2 o4
of At FAE LSS A9E AAAE TU AVE BN LE o o an one b wme mag

Jqel4) B2 Aoz F4%E A% T4 15 A4, Dorit, D
% (61 [BlelA AR WS ol gate] #d A FAEE DA () wownay dgss, ol ey A7 Fas Ageld BeEs o eE
A& APsa, A3} Fae A Dol e S a5E 24 2% ougth HER A7 *AQM o] AL gl8) ALEEEE s&q,
232 B 4 B BICE 7K F47k 7904 22 5 Qoith £ wEDelae) Azt il golas) Aghe v Ko A e,
S AL A

-101 -



2021 s41%222d| statig] (KNOM Conf. 2021)
2 % stk
Io. vE=Q
o BEs 220 = 2 = =2 = 22]2:]-
3 ke =215 Re=R =N s I I e =i
Foluh 1) MERUE PP MEAZO0] S8, B5 EED D g yogn vene) Age ia]m] B
Aéﬂo{ %l‘:} Z} iElﬁ: E%ﬂf—ﬂ’to] l\j_—cxs:}% %%% POW 3\:}94 %]—J_—V'j’]%\‘oﬂ 7] M]__Q_ i) Ooﬂ Lq—a]- }‘(EHB‘}—T'— }\]_ 5] T;]—
= e} O 1t .
o NS Az} AZE B2L 7|2 220 dAHN B2 B . ) . ) .
we AT YSU, AT FHEONE BIAAA QLA EF ol gama gu D512 R A9k, ) A0S
o A4 = FMini o
S AT AeAs A2 B3 (Mining Fee)S WA €k WSl A7 EAS AT, ofd] ARH A7 EAZ o] &3]
L ns EdAge) AHgaT, AIZRE A4 AT Feold Buw
=3
WESS] BEAE 17 25} 2o AARL: UTXO= ahel Sdadel Aked 5 sl
ST AR FA71E GuSE 4 glema JIQITE Aol
BLOCK N Header BLOCK N + 1 Header BLOCK N + 2 Header HE 49 g Ao #e5 e UTX0E A 4 flok webA,
Hash of Previous Hash of Previous X]G-Q] 7H0 ?] “’1’3] H %‘_10_\_'5‘}“:]'
Block Header Block Header
| | | 3. EdAA
Noce Noce
| Merkle Root | | Merkle Root EdAdS UTXOO“ 715¥ BTCY AfdE o]dd 7| 5olt) &
wH oz wEz Aol Welshs UTXO k& g Aol dalol
2hal SpA| e, H]Ei"d A= ddolgt= Ado] EAlsHA deth
‘ Tranf:c?:)ﬁll\!{'}list ‘ Tra?l';?ccti}i:\v Elist Tra?\lggcctilir[xv ;E)Zlist H]Ei?—]—ql/ﬂ EC}A(E?— EE E\H—;QIJ/SE UTXOO“ 7]i1;] LH H]'E]—
0.2 o|0jx)7] wg], UTXOE HEZQ] EdAHSE FAsH: 7]
a3 2, vEZQIY] EZAQl 78 72 W oo N 3.0 Hl - —
29z 42 4+ U EBAAS BANYIIA & A, A %
HIEFQ] E5d= £S89 nTx(E54 X8 EWAM 7)), 204 THEEE s o)A UTXOZ AFE3 4= 9Juje), w3t S
EHAA D 2AE AEIL 7] SHT ‘é%oﬂﬁ_ #1322 ARE A7)z Be)e= g e A7 ErolA Tl UTXOS A48
xoksl, & goHlolER A HTE E2F e £59 vEldolEZ =,
A2 5 9
Name Description
Name Description byte txid AN s A9d ERUM D
Version AlESS] AEEM O] B AN 4 hash AR ghe TP EAAA D
Hash of Previous | ol =3H<l gk 2 size AR g AT BRI Aol=
Block Header (ol E5& 7171 A EQIH) vsize AAAE e Ta EdAd Alol=
UE B 5 e gk weight EWAM weight
Merkle root HE EFe B854 X&E EWAAM sAgeR | 32 ; S
A o)A Exl version EddA WA
txid Ygi-9] UTXO
Timestamp E5 A AZHUTC %8) 4 X HEE e
. vout UTX09] &%-(vout) index
Bit wEa shgel gk B 4B 4 vin
e — I i) - - o SR iﬂ‘dE W-&-(unlocking script)
Nonce B53 sirlgke] Bitsirt HobAAl sk g 4 SCripiSig |y e A7) An =
F 1. vEzQ) B2dd 72 value | BTC
vout n %24 index
AN 2~ EES A% BE B5L o) £EE3HY dAghs Ze scriptPub | @5 2329E Y4 (locking script)
ool e old HE kel A EalEle] @ gk B2 o Key | % %4 #7171% 34 94 42 5
of gtz EAH gho] AzAw AEie) aAgte] Wab B, o £ 2. vEnd ERAE 72
Fo 8 B2 BE /)5 WA 4 g
w2 Eg](Merkle Tree = Merkle Trie) 54 EdAHo] £5 EdA dele= EdAA id, vin, vout o2 FAEY (352). &
o] TaEY=A AT G 2 QrE joky AR prr) 2 Ao ® ving HEF, voutE EE-et ek ¥R txidéh vout
2o 28E RE EWAANY A3 JEU 2 (Witness)?) 3NA3HS o &3 Far) ALE Al FE UTXO7) 7128 EdAAs Edal
20k Ang TP Uk 012 Eele) AP weg vF 2egp BN SRR SAGoutsl n 92)S eride £ AR
S, of gol BT /1 SHL, v EolE Ba) sagpe 4 S/WIE VEIUNN AU UTXOS 45708 S the A
&5 45 = 9oy, o]F A& (Double Spending) o1§-3)E 2l
glo] &4¥ EdAPdoR 13 4 girk
2 ABYAE S5 23 Qe A4 o, B I'hash= A 4) g7)7] a2 $71716) SHA-256 81| Lue %< F ¥ 443 5, RIPEMD
At} witness ENYA D Fej2 A% 160 A dagFs A83 %
3) SEA9 AA volHE BAeHA i, £ AR Z2Eugle FolE = 5) A% Fae 37 A FE Based8Check® AT e gk
SPV/nghtwelght LE)E A mrof A A ERMAY FEATL 5 6) 3l A3 FaE 07] B 8y o)) UTXO % gt o2 7)9] UTXO
3l o whg FQlglt), MEE A ERAT AR E EQlehe A, o)F AE g ZglE T4 7 R AL B Alg FA6071 ok



2021 !

omm
r=
OI:I
Ho
00
rd
I

Fhst S5 FAhEFH T

= >
EdA4e] Zeighole} Bth. ofu, el Zeigho] T

Ao A ALEEA] QokthE o]& UTXOE &t EdlA

Fre o & AJHe UTXO AElZ A3 F4oA deldh
UTXOx= WA @& skl dojglol g, UTXO0Y 7154 =8
gruct 2k ko] BTCE AMsH Hve 4% UrAE $3 F22

A B AL, 8 A7} F42 R,
I 3 28 4= A F4 AZF6BTCY $33He 7 UTXO
A AZF F4 BellAl 30BTCE W43 = 25 dasts A U
< vehdich
a9 32 Azt F4 A7F Bl A 30BTCE A$3 & Um# 6BTCS
AR A7 FAR B Zelth a8 4+ I8 33 9] yweA|
6BTCE th2 A3 4 C& Hule Aolth

N

Address: A Address: B

Transaction
UTXO (1)
36 BTC

UTXO (3)

4 BTC
— Y -—

¥ 3. UTXOE |48 A 1

Address: A
Address: B

Transaction

UTXO (3) Address: C

I 4. UTXOZE |43 719 2

ukop A7t 2 A7} BelAl 4BTCE d$atuat 8wl UTX0Q)
¢} UTXOB3)E AHg-ste 3lo] 7Hd o] 32141 W o]t

. o83+

olf )& HlEd FE g (Vitalik Buterin)ol 98] 7+a=HoH, £
Aol 71&S 7wo g AnE AEHE (Smart Contract) 7155 X 9a}
= ESAQ o ZgAeld Folt} [24]. eld g2l e Gastd 7

- =9
gt ohue}, Am Agst £ g diAk el Aloke AT 5+ 9
A, 59 mEER AU 7
B=Z0

.

T

H

o

He]e-2 PP HEY Ao A
& PoW 9 duglEo uwet E28 HAs Fads A5
ASH 5L 7|E EEAY dAHH, E5& A4S AFAE o

P = iie) o =2

C(ETH; Ether)& A& BAoZ A drh

SuaS
[
flo

il

st i3] (KNOM Conf. 2021)

Ethereum Block Header

| Number | |

ParentHash

| Coinbase | |

GasUsed |

| Time | |

| [ uncetash | [ pificuty |
Bloom | | GasLimit ‘ ‘
| | ‘ ‘ Nonce |

Extra MixDigest

Root

| | TxHash ‘ | ReceiptHash |

ARG R G

Ethereum Account State

balance [ | storageRoot | | nonce | | codeHash

ZEAY

a7 5. oldjelge) B2 ) 72

aga ERAA(ERAN D Y2E) ARt 7|E5d EEdge
29 5% 2o] £ 15709 @Rz FAEY
olEjeld BES FAST U 7 B8l i@ A % 39 2
Name Description
Number @ £5 W3
ParentHash ol 2% Mgt
UncleHash 5o 238 9F E59 sz
Coinbase L& AE § oJdE Adds A F4&
Bloom L2 239 ENAN 21 Auo] B3 BE 2y
Difficulty 55 A4 dolx
GasLimit 59 dA A 7lsd A ke %
GasUsed A 25 o] EdAM o8 AHEH 7k FF
Time E% A4 AHUTC %9)
Extra A E53 AHd 7)e 37 AR
Nonce £ ks 2] S8 248k @
MixDigest Nonce #+9] slAI%
Root ot g% AA el AR}t AFH e HE HEA o}
EdY FE »E AR
THash :dﬂf% el RE EdAM] vF EFe] £E wE
ReceiptHash :_2 :‘ii ;HAE}C e

£ 3. olrfEl £34Y 7=

£5& ZE(Bloom Filter) = AEYE o]712-E(Contract Account)9}

e

2. OJFIXE

AEdE EdAMe] 499 W 44E BE 23 A0S 94T g

ERCERLY
0]
s

OFRFE= oltlE]E ZFRFAN BE ENAAM ] A FH[o]4} 7]

7) 7F2(Gas) = ©]

Held A2Ee] &4 E2olt. ojde]wdlA ArtE AEYE

U EdAe] B E W, vholol A EdAM A2l vg-e Axz At

Rt MY

oF A2tk 1Gast o 10 "Etheroth MIEZRIA ) EAAM 42 7ld

°oF AT 5
8) ) A E(receipt)

E 2
AR 23hE A 5 ok

-103 -

e

A
.



2021 &

NzegnE

=

A
o7H-E9] ZHell(balance), ERAM LA 315, o7 E EFS] T
ARE Jeli(state)e} dh olH PR AA el oltielgol EAst
BE oFLEES e AEE oulstH, vE I EZA o} EZE A
& 4 AgEt
oldglgell= 7 7k Bl o7hEEZF EXg)
A. 95 A o7 E(EOA, Externally Owned Account)
EOAE oltg]s ZHE] duk AbgAFE 0] ARS8t 7R Eth
EOAE 7/i171= #el=H, o] Ardate] A7 AiE EAdAAS

F

AAE = ek gkl A)017]E EAEA He 49 EOAS A
S
B. ZEHE o)71LE(CA, Contract Account)

CAE 2rtE AEHES EE2ARIY Wxd o A= o7k
ER, 7IEYEE 717 X d3E g 59 54E 3
= AEAES} EA8HEE, CAE I54S AU

oltel % of7heEE F 49 2o )9 FER FAH 0 Yt

St

Name Description
3 oFR-ER Bl EdRAMY 5
Nonce e B}
(CAQl A9, oJ7L&-Ed]| o3l e ENAM )
Balance 3 o7H-ES] o]t] Fa(Wel 7]F)
Root P A7REEI AgE WF dEL Ao} EF]e] FE k&
g o7HS-EZF CAQ 7§ nlolE FE=9] A3k
Codeflash HOOHOP. OTH o] #jAl%
(EOAS! 7%, nil #o& ®7])

E 4. oltfele of7-E AR

e ARE EAT BE A =
on g AR AN G 2ntE HEAES AT 9t
ry ~nE AEYEE $4T 4 gk

21te AEHEE= EVM((Ethereum Virtual Machine)?oll A 255
H o7HFE] A HolE et

4. EFAA

o}z Fol A= EOAS] Q1712 XA A s EAAAS ofrfe] &
YE Aol ~ntE AENETL wixd uf A% EdA A (Contract
creation transaction)©] &4}, SHA T & =l A& EOA 23]
AdEE ERANEE AHEES gt
EOA°] o8 WA= (payment) ESRAXAY 33
(invocation) Ed A o] itk AF EAHAMHL 31t EOAdA thE
EOAZ ETHE A&3st= AL EOA7F ~vtE #A
EJE EA 55 5E/AYs= Aotk

EOAd <& AAHE A7/5%F EWNALS RLP(Recursive Lengh
Prefix) 2 179 % o], ¢35 sjA] YaLe]F Keccak-2565 &3 jAl 4k
o7 wgherh sjA e ECDSA €510 [27]1& €3 EOA9] /i

lm
e
a2
>~
rlo
N
i

i

m _1
F% r
_ln r

o) clelel srhs AEAER A 2 Tluel 49 42
10) W94 st o BJE - o56bit BV A 9

=LH3] (KNOM Conf. 2021)

Q712 A4 ek A4NE 9 QRS 59 pe sl
Holg FxE 2t

Name Description
Nonce S AL FAEOCA)NA AT EAAD e
GasPrice EdAA] FA A7 FA47F AFske 7k=9) 7HA (wei)
GasLimit ERAAA 253 7bse 79 Aol w9
Recipient EWNAE Al T4 (CAQ 2, nil R 317))
Value SR AN A AEE ETH %
Data 7hd Zo] wio]ue] dolE]
v, T, 8 2 AR F49 ECDSA AAAEE Thes o AEH= gt

E
_EL
[1)e]
2l
]
j=}
8
(@}
gt
(e}
=
Q
@)
o
j=}
ot
fu
i)
-0,

EAAA dolgjell = Sal A3F 47 dEIF Qv S AR 4

v, 1, 82 EFE IUN7E AR 4 97 wlEoth vt s N1
= Mie EdAAe] At groloh rit sgho 2 2749 34715 AL
g 5 glen, v A FdA & 5 9
EdAM 2 ¥ o] Z=(payload)= valuest data 271¢] 2 Oﬂ z
ety EWANAL valued} dataoll B3 gholl Wit 7k 2 E73 ¢
ALE E 62 valued} data groll W EHAA FHolu)
- ah?:yloagata Description

O x AF ERAA

x o ZE EWAA

S o | AEdEe e B ETH Ak AYE £

b8
x x WA = glo 7k gl

EOA9 AeI71Z AAAH |
Keccak-2962 E3) sjA|gto.z Watd) o] sjA|gke] EAAA DU},

5. Internal Transaction
CA7} ©& CA9 HAEYE

430}71 H oH %B‘}
Internal E 94 i} i% Ex Z—‘.l 2>
A2 EOA7} 71 =

A x| o], HEZ]J o 7]%%3}. O}Z]‘“P Internal E%Z‘W% o]t}
& BE2A4)900 7|E5A &Et) Internal EAAA AHHE geth,

paritty 59 olHel$ FeoldlE APIE Abgstel 1% 4 gl
V. HE=d% el g F& Ha
2443} 3ol rol W E Q3 o]E2) g 9] 1% S vigo

B
=
ZRES et Qlnk 4ol M= HIEAQF oty A7t

I
EY
o
il
0

- 104 -



2021 EAU28232| sk=05| (KNOM Conf, 2021)
T2 s S dolry) Ao, dg Al ARgEE 4l A A A7F F20l digk AR Qi ol R v, 1, s DERZ )
YES v 2 EPAA AL F2 ARE G F ) s nENLS 97 F
HEZ T} oL BEAO) 71%S 7oz uEoR o33 ) 29 ERAA id9} indexE EQldl|of 45 91T 4 Q)
ZPEo|H FEH)] AT AL oYL wERNY T &
NE AENES Q3o F o wHE Juo B2F¢) ZHE AN V. Fd A
Hlag AHEAAA ddt. SR E WEDA olrl2 g A% Fa w5 WA i Bl o
1L A% =x T2 Yol 2 ) 3k F2 EdAA ol E B3 A F4E
FHgekE ATFE o R 2AE AP

HIEF91E UTXOE 7INhe.2 A7} o] FolAH, djojzk= 7l
o] A &) witel A3} FholM HFHow HFSIL 9l
UTXO0s9 38 & 4 gk Me7)E A9s y&So] EdAA
71Z5 0] 9l7] wto|tt. BTICE #&sturt ot 7

L HERY A} F& T3

Reid, F. S0l HIEFQ] EAAA IR dolB & £43td, A%
L o

—(o
ofr
ol
T
=
ox
1o

- : ‘ FaE TUINE AUS Rt B2 EAAR 3ol 714
A T8 29 F2E AT F ok o, oF ‘?‘i% T A TRsE A7 FAE e Aol7)E BeHE AL AR AT A
I RESE A TR @ ol WHE S WANEE A o weaa eagn deng s, shiel Ageln 2
=& A FEE AT T 500 A=, of= 2ReAE S99 4 £ R4 20 T, 5S84 Bgel Bl g

717] $18 ALEA] UFFREZ} Zeket Wieltt, gl o]=Z mokst W} olrka A,
R, el oIFFEES TIRLOR AU IR AU T poy b gl [solA] AN S olgalel 2 Aol Bl
Ausk 3d B A, 3 = g 3

Ea ARE B3 Aoz A7t g Ao 2AYE E4 Ao RE A &% gjs 290}
Fao o 8l g2 ARE FA% & vk oy gl E A3t Gl 2150 A8 20129714 wEzel ES o4 WA
A% BTHE A5k oo A5, Sl dhiel 92 S84 coggnze gag 590 gaie) a9 a2, o 2
9 TAUE VA A oL AR T AEEE 2V g 2 26l g Uee AFHA 2ottt 612
HFo] ALgAte] oA o] AAA A RS 5 it BE AntE 7EY o e BICE B B8 g S g She 1*194
EE 59 o8 /9 98 F4 B FY FAE AT 5 A6 UTXO S3H701910BTOE F33443, 744 e Edane wy
RAARL SR i AP roe AL AR F4270 F9A] Tl A5 AFHE AA Y [6ldH = 5
2. o)F AL 4 S AR g1, ERAAG A sEhe A3 v
o =
T BEAQ FYEL o)F AE FAE st P w3 g2 Hreka Ak
- . [5, 61l A AAIFE W2 HlEAQ] A3} F24x 3 el w3 7]
HEFS ERNAMAS WE AL} AAEE e, EAA 2
AL AT Al ARAES AZdth EAND AZo= WA iii& Ojj:: u&%‘jz]ﬂ‘r F Sitk /‘Joﬂ;é -i[zl(())]-ﬁ; [j,-6]01]2 xﬂ/\]ﬁ]y
= © A L = wA8ke dTE A
[ enisl ol ﬁoﬂj};\:}] Su:}oj ;E]a]@;?o}oof :cﬁlz H*Oasqoeauxu:ﬂohziﬂ 5
ELyeE =9 AR ANE S 0F =5 =3 ¥3lg EdAA Bnxe
. e b Bl AEAIZE 22 1011709 A7 F2:9) 20143438BTCE BA8&
o e UTXO 328 34 %8 49, oJe )5 Avm oFe 7 ’ o
O =A%
o ARE A NE A% 1% HE AN 93, BE6) 3] Eu;og;}s o AR WERel Fam 2adE oY Ea
- = 9 = A = E ﬂ :]—,_ 3 =
g 71t a Qi AErt gk B8 EdAde] ¥ 4, = SNS, 9 5l 7 3 F2
]D]' 4 oEH } ]’ ] ] 67T, OH Oﬂfﬂ e EAAAS Spagnuolo =[33] ] ./]EH 7HH 5 X]{}' ESS
Z UTXO AHi= UTXO setoll A AHA €, ¢ EdA 2| 1

F32H7 =7 Bitlodines §3 ¥4 3tk Bitlodine [5, 6]°14 AF
o Wio] 2= A7 F49 AdE g3l 7H“LE] A% T2 -3
=54t} [12]%= Bitlodineg £ A3+ 5 5} T
HEFRQ] F4 ﬂE“i H gl 24

o
i
)
o
rlo
|
o
2
2l
1o
(i

2 e olgdle] AR =x e E
WA AT S Agh FroA AT A5E v &E} % %
A Faold A4d sdAye] EASAT EdAde] A5 98

3|
getTransactionCount ©]&3}. getTransactionCount2) 7374 #

A EAAHe w2 gtel Aot 19l 49, A9 EdAAL §asi, rew

A, s 0 T 80 4 A e A0 pae o 9 TIE 407 54 T Kanmur K S 9

T ALR AT ojtEFolAE =20 gl neh s eR E Aol AHEH A%E %‘—i%:i EdAAS5E w48k DNM(Darnet
Market) F45 A¥shs WS

A4l A He AL & 5 oo

[e]

o

3 715 ol &4 HolHE S5AIAth B3 g5 d3E

=) BRE 48357 98 voting-based system# Akt [8]elA]
o]

Ha v 5 Keccak-2565 58 siAlgtez Mske e o) §A DNM F47}F & AREAHE B d 58 $988 AAeS 99l

EWAA idr}, gom o]Ao] DNM F49 non-DNM F45 4¥d o 523 o
olf g2 HEZSY 2] EdA A FeE = HolE e} EAA &g st AL #AIE 8] Ak Majoriyu voting 711k

Azl @AZL vl asiths A O Ak F EYE BF voting method& &3ll 81%°l ddshe i AAES A B

-105-



2021 SAY2 82| st
HAELE 19l 19%9)] W3 o] 2 coin-mixing serviceE AFF)
o}, E3h B EFQ YIEY A EAlshe A F4AE T WA
NEE Aot oSS 43
2. gL AY F4& =38
Klusman 5[29] o]t g v slel gt A5 x83l7] s,

ezl A9 ngrd3} 7] [12, 32, 33]& 5 F&ateu Awd
o [32]e ERAR S AL Adste wEvh ERAAS A AL
Y Alojgks AAR AFE APk HEF UE A EAleh=
RE woo A48 Awste] [P F49 A7 45 dAZsle] HEx
3l Felo]AEE wudshis A5 AP [32] 975 AP
el 1A4E == AHoF Hasit) pAuk g A =5
o} A4 o] =E7t FU|H R WA Wit ST WHoE A
T2 A & ok w3 [32] 472 AFE] N BE mE
o AAsjoF sz AFgo] Wo| ARHM YEYAL A7]7} F7}8)
= 45 dsdsi] deve & B3 EA4% &, PP 29 9
A ARTF gol FH7| Wil [askA] R A& Bt
ek [12]9F o] SNS, §) 5ol = T4 FRE s EWAL

Hr
1
ol
ol
&

b Povt ERAA S22 Afo] R
EzQlelA A&d vzt
A A9 Aol = Qlsl olH 2%l
Linoy 5130]2 Stylemetry "4-& A}g-3to], 2}
378k CA 45 M3 sl A& sttt sld A7
clE]Foll A EWARl Ao} A 2nE ?ﬂEE“EE 23l
ARSI AR dd Aol A= EOAS ¥
ple=s

Béres 5[31]<> ENS(Ethereum Name Service)oll 71Z% #|7}
AR ESH, tpadl Fof 7|55 o ol % A%

42 ARE S8 B2 oltgwd Au/3% EW
EE vl O & graph representation
2ol dY &5 % ERIYA F

B E
rr
ju s}

(m
N
(m
@ 1E
(m
o,
X,

o) =
PR

st4% ARt Wik ohel, A

EUREEl
—zr TTE TR A Q -Zri
2 graph representation &7 A3}e} F o

TGS AT AR AL FAE E@ﬁ}ﬁ E s At
%3} Torando Cash YA ¢} &

Ty

2 AgAel el Hah3)

Coin—mixing service® ©

AR ol g wEsIIE e
HolHEs EdE A4 45
T TeY A= LPFJH” A1
SRAIRE, olH el wre) - skt
AE 5 7] Wl TUe o
2ol A A7 Fa

= (ORI =}
B 54¢ 24 3

2
N
Ho
|m
=2
sl
Jfu
i,

A5t} o4 ol ol
3 F0 EAAA Hol

ELET

H]

23219 AHgAe) vl sk 2

(KNOM Conf. 2021)

g% 3 47
B 7ol Folg A7k
oh;]_

#2484

Aa7] slal Gas Fod A7 T 5

E2119} 2] UTXOZ ko2 Aer} o|Foia)e 254919 A}
$3 o)

2ol 7154 HolElS 5 x] L%—

g3kl tet A= ol Zas o] gt

WE=lel 4%, £d

[0
i
=]
i)
%‘%
oy
p
mlm
2

Loy
[
R

ol
9
ol
m =
g& oft
)
e nom A

Jlm
9
UL m]o

> o
P\
ol

o

w2

P
)
o
ol

¢
re
-
il
23
og(;rl
o,

2k 7]t

AT, oeE 75k A7) ol Fol A
A7) el
EOEE

1]

[2]

(5]

- 106 -

r

TR

o i

ol
o
o)
rlo

N
S

m
=
ot
it
)
(SN

=

olde] =9l 71% A3 [27]% 3l

o) A% F48

ro ml
mr N
b~

il
BN

a3

ACKNOWLEDGMENT

BRG] Agon FRATATL Ahg
S}(NRF-2018R1D1A1B07050380).

2021 % AR
7 Z2ATA

12

Nakamoto, Satoshi. “Bitcoin: A peer—to-peer electronic cash
system,” 2008.

Foley, S., Karlsen, J. R, Putnins, T. J. “Sex drugs, and bitcoin:
How much illegal activity is financed through cryptocurrencies?,”
The Review of Financial Studies, Vol. 32, No. 5, pp. 1798-1853,
May-April, 2019.

Paquet-Clouston, M., Haslhofer, B., Dupont, B. “Ransomware
payments in the bitcoin ecosystem,” Journal of Cybersecurity, Vol.
5, No. 1, 2019.

N. Christin, “7raveling the silk road: A measurement analysis of
a large anonymous online marketplace,” in Proceedings of ACM
International Conference on World Wide Web, pp. 213 - 224, 2013.

Reid, F., Harrigan, M. “An analysis of anonymity in the bitcoin
system,” Security and privacy in social networks, Springer, pp.
197-223, 2012.

Ron, D., Shamir, A. “Quantitative analysis of the filll bitcoin
transaction graph” International Conference on Financial
Cryptography and Data Security, Springer, pp. 6-24, April, 2013.

Meiklejohn, S., Pomarole, M., Jordan, G., et al. “A fistfid of
bifcoins: characterizing payments among men with no names,” In
Proceedings of the 2013 conference on Internet measurement
conference, pp. 127 - 140, October, 2013.

Kanemura, K., Toyoda, K., Ohtsuki, T. “Identification of darknet
markets’ bitcoin addresses by voting per-address classification
results,” 2019 IEEE International Conference on Blockchain and
Cryptocurrency (ICBC), IEEE, pp. 154-158, May, 2019.



2021 &

O BAR, #wd@, 3EE, &Y A7HEE E3 HEZQ Ad 74
H%b"o// 7t 977 ARHE 8] =E A, Vol. 28, No. 3, pp. 717-727,
2018.

B, F5u, o ES EdY zt-'-ﬁ-g o
x/ HEZO] 7B 7Y 7 2020 BAY &

, pp. 47-55, 54, 2020.

oﬂoﬂ FoYl “HEZ EdAH flojE RAL F Az E2
o 24 of 27 MALeRQw=i Aoty o 2021.

Al Jawaheri, H., Al Sabah, M., Boshmaf, Y., et al.,
“Deanonymizing tor hidden service users through bitcoin
transactions analysis,” Computers & Security, 89, 101684, 2020

(101 4

Biryukov, A., Tikhomirov, S., “Security and privacy of mobile
wallet users in bifcoin, dash, monero, and zcash” Pervasive and
Mobile Computing, 59:101030, 2019.

[14] Alonso, Kurt M., “Zero to monero,” 2020.

[15] Monero, https://www.getmonero.org/, cited 2021 March. 27.

[16] Chervinkski, Joao Otavio Massari, Kreutz, D., “Floodxmr:
Low-cost transaction flooding attack with monero’s bulletproof
protocol” TACR Cryptology ePrint Archive, 2019:455, 2019.

[17] Moser, M., Soska, K., Heilman, E., et al. “An empirical analysis
of traceability in the monero blockchain” arXiv preprint
arXiv:1704.04299, 2017.

[18] Li, Y., Yang, G., Susilo, W., et al. “Zraceable monero:
Anonymous cryptocurrency with enhanced accountability,” IEEE
Transactions on Dependable and Secure Computing, 2019.

[19] Zcash, https://z.cash/technology/, cited 2021 March. 27.

[20] Biryukov, A., Feher, D., “Deanonymization of hidden transactions
in zcash,” University of Luxembourg, 2018

[21] Biryukov, A., Feher, D., Vitto, G., “Privacy aspects and
subliminal channels in zcash” In Proceedings of the 2019 ACM
SIGSAC Conference on Computer and Communications Security,
pp. 1813-1830, 2019.

[22] Tramer, F., Boneh, D., Paterson, K. G., “Ping and reject: The
impact of side~channels on zcash privacy,” 2019.

[23] Zhang, Z., Li, W., Liu, H,, et al. “A refined analysis of zcash
anonymity,” IEEE Access 8: 31845-31853, 2020.

[24] Buterin, V., “Ethereum: A next-generation smart contract and
decentralized application plattorm” URL
https://github.com/ethereum/wiki/wiki/% 5BEnglish%
5D-White-Paper, 7, 2014.

[25] “SEC2 ver2”, http://www.secg.org/sec2-v2.pdf, cited 2021
March. 29.
[26] “Nakamoto Satoshi’s Bitcoin Wallet address”,

https://www.blockchain.com/btc/address/1AlzP1eP5QGefi2DMP
TETL5SLmv7DiviNa, cited 2021 Marh. 31.

[27] “ECDSA Algorithms”, http://bit.ly/2r0HhGB, cited 2021 Marh.
3L

[28] Sompolinsky, Y., Zohar, A., “Accelerating bitcoin’s transaction
processing,” fast money grows on trees, not chains, 2013. URL
https://eprint.iacr.org/, 2013.

[29] Klusman, R., Dijkhuizen, T., “Deanonymisation in ethereum using
existing methods for bitcoin,” 2018.

[30] Linoy, S., Stakhanova, N., Matyukhina, A., “Exploring

-107 -

MuL2g2| shkalis| (KNOM Conf. 2021)

Ethereum’s Blockchain Anonymity Using Smart Contract Code
Attribution,” Tn 2019 15th International Conference on Network
and Service Management (CNSM), IEEE, pp. 1-9, 2019

Béres, F., Seres, 1. A, Benczir, A, et al. “Blockchain is Watching
You: Profiling and Deanonymizing Ethereum Users,” arXiv
preprint arXiv:2005.14051, 2020.

Biryukov, A., Khovratovich, D., Pustogarov, L, “Deanonymisation
of clients in Bitcoin P2P network,” Proceedings of the 2014 ACM
SIGSAC Conference on Computer and Communications Security,
pp. 15-29, 2014.

Spagnuolo, M., Maggi, F., Zanero, S. “Bitiodine: Extracting
Intelligence from the bitcoin network,” International conference
on financial cryptography and data security. pp. 457-468,
Springer, Berlin, Heidelberg, 2014.



2021 &

Amegna o

=LH3] (KNOM Conf. 2021)

*shmaeng @kmu.kr, juht@kmu.ac kr

A High-Accuracy Dynamic Topology Inference
Method Using Active Probing in Ethereum Network

SooHoon Maeng*, Hongteak Ju

*Keimyung Univ.

ot vES AE P2P YIESA Foll 2 iR Fhele]ok(Kademlia) & AH-3He] P2P Y[ E 9] A0 7“’4 Pﬂ Az w22
o) w=ote] A4S WA oltE & VEHTE DDoSEE, 51%84, A 343} &
F AY A7 SE(TPS)7t =)A= 244 (Scalability) 221 &

SRS
ata YE] AT} g uet =

8 o

n

o F7/0] v sfo
el 2, el 2

o

2 e FAoR Walkthe EERA FAS EERAR THHI SIS = 1 A 9 /1% A7 e £y

ofof gt} wehd & =Rl = SIS whEste] A

H i
stol olel$ EAZ0] Folala Qi wme] B F1E el ¢

- HES A gt 24 255 ATt

[.A &

o]t 2] & (Ethereum)> H1E2¥ F-H¥(Vitalik Buterin)ell 9]3 7% ¢
A (Turing Completeness)AAE HE5AIA AAg 714 @53t &2
o] (Decentralized Application)7&¢] 753t &5 ZHYFoltH1].
ol HEHIE PP UEYZ Fol & Ll FidEe}
(Kademlia)[2]E AFH&-3le] P2P U ES Ao Folsta A2 =5 T4
3t o] w==ele] AA-S WA

ojtjg] ¥ YIES A= DDoSE 4, 51%8 4, Al 343 22 He
(3, 4]l A sfoF sta WEY A} S el 23 A A
(TPS)7F =2 A= 844 (Scalahility) #4115 sl Ao gt} o]2jgt

92 Bde $Aos wshe Eiix] $47 EE2AE T3 9)
= eE 2 7] o 2 vz wEulojof g, el ¢
!

o

HES

HEH A w& gas ]H“’i EZ2AE 2487 g A7)

G ?i%%]ﬂ Aot A7 ARE A H ZFH
(Passive Probing) . ot Fo [PE 7|WeZ Fof 7+ AZAS 7t
o JdEH E—Ert” (Actlve Probing) #8& F33te] oldgs WESYA
of BEEZX BA g3 AFEE =2 AFE §Th
B =FoMe olduly VEYI Aolstu gl w2F Jhelo}
25 gHgslo] FAlsla 54 0% WElelhs EERAE E9l }E IS

A= olHE s UEYAY EZ2AE ZH3] 94
Ftd]ols 7o g wr g gAlsla AH 2y fﬂolﬂe FHE,
oy % 7t ols FEste BAG wEE AAR A6 g ol
ole] Arrt T3 $ 9} o)== BEAQ YEYAY A (Chrun) @4
[7)2 AHEAIES VIEYZ o] oAl upe} wAdE 4= Qi)

B o Ej

o
T P
FHE A E 22 delHe MEYA 2AUAAE T e

|

N

[&l

T e Qﬂﬂ_‘i 5
6

29 HAE Y dEH 28 BEE2 A= HAad AZE 59
WA EA & AR fART 7He) E AT EERAE S
Asle HAaske] AR HEYT 27} S48 Aztelt) o8 &
& oldels UES A == 243 FFE B god EERA=
T Z o] 2o ¢JZste] 5L A5t oltjE] ¥ EY Y EERX
240 & AYEES =00t} B =] A3l 35 B2AQ EXEX
oA JFY 9= Fo A B UEYA 4% P, T8 WA A
Adll g3t 71z Ate} ol P VENA EZEA7} B4 HE 43
12 tjgk 9] 7= AnE &8 F vt

B =79 242 7|E HERQ] EZ2A] 24 ATE AAE) 35>
olt]g] % HESHANA 54 EEZA oA Wel dis] A eic}. 47
A Age] digt 4 Aag AAEIL 54 £ =] AR mEI
0. #d 4+
2.1 H|EzQ EZEA £

M. Grundmann [8]& RIEFQ] YE e Folali gl mse] o]
REE EAAAS AN Bl AR R sl S Aot
k. 54 wro o]f wEg sk Yo 7} wrvit b Ed
ARG BUAY o]F A& ERAAS Bl Yo gy A
FEEEAZ Q) wdlle] 82 ogrE AEE =& drt
Andrew Miller [9] o]=#2 Z& B (AddressProve)s Eal HEFQ

=
HE ] Fofdh =g 3te] Ja5 Bt w4 BEERA0 483
il

= Y AT 1 AvE M) YEQIA w8 3 AZ A2
2 AT 248 Heloha 248 B4 EE2A0) 238 BE o



2021 EA22312| st&i3| (KNOM Conf. 2021)

Essaid Meryam [10]& H|ExQl YEY AN &Edla Y&
AAA o= 27ete] RES Fsle =22 B (NodeProbe) &
= WS AA ek ol & F3 HIEQIY] AJRE Wgle] wel &
G, 94T mE Fo MBS Hs wE 57 2 Ay vED
ek ARUE 47k 4u) o4 B3 54 v} vEael vEgze) v
e BAS Ee g

HEZY EZRX BAHL oF AE EdMM, ouix ZzH
(AddressProve), ==22H (NodeProbe)Z ©]&3dlo] ¥4 EZ2A
gk B4 o] FH It ojtiE]y HEH AT AAA5 o3 o
gg Felshes A 1dle == 3t i

& IP= Fojo] WA AEE 54 AP HEA Fo] {55 49
itk =3 NodFinder[15]914 & oldgle == AW AlF i[16]%c}
3 B wmg AP e I

A BEZ2AE AlZglel] &gt o] A7 oltjE]s UEHANA A&
L 2 EZZA gt $4 9 A4 dFe FIEA Fdrh

>

m 54 EZ2X &4 3y 2 24 244

31 B3 BEZ2X g4 4y

2 ATE ojHe R UEYANA $HoE Wiete =g HA6}]
Ao A FAg3 FANZ 271 S Yt B of&wF o]
HE 53 2 BA457] A8l 4719] dlo]efwe] ~E AMEshY 19 13} 2
t}. A2 7] (PreProcess)< Peer Controller, Data Collector = 179
A3 Peer Controller®de B dol& 337 93] ¥4 ==
(Go-ethereum Client) o} A2¥ TJo]& WA A AAsY v)of JRE
et 94 ==+ FIND_NODES 53 &% W& o] g0 Jug
T3] Al ot SutolAES] Zantde| A%sh= 75 7t
i FHE AEe Fole) o Fojo dANS A 2o Ty
(Gethlog)oll A3kt w3 Data Collector# 42 2131 AW E 94
(Parsing)ate] o] IP, o] Port, ©]% o] IP, o]3]o] Port, EFI~H
EAHE Raw Data dlo]gjr]o] 2ol AA3ITE B4 <7 2] Duplication
Filter#4& Raw Data H|o]EH]o]2~0] ##4H 1 o]9 IP, PortE F&
AAG I Fole} o] % Foj2 FAH 94 AH| g FHE dHoHE
A A% & Duplication Filter Data d]o] €] #]o] 2ol #74stt}. Duplication
Filter Data Ho]Ef#]o] 3= 9]0 g} o] % 3]0} o] TP, Porte] 55 & Al
Akl Flof P9} Portgto] o2 AgEm ojw o] 3]oje} o2 |ojo
AZA4Ae A = o] = Hr}. Duplication FilterE 43 5 TCP/IP Ping ¢!
EjH Z2H o2 YEIAA I xT7t dAdue] st deA] *
AFskal 71 A3E Active Node BlolE]#|o] 2ol #7g3ic), o] #go] 7]&
Ao F7he HE]H ZEHW FFo|t}. Network Scannere TCP/IP
Ping #AS U A¥ &£2& =o]7] 93] 50ms A9 2Y=
(Thread)2 FEHALE S5 F =25 A S74dst7] 98 299
AER gt w3k ojrE] R YEHAA FhlEele] = g Ry
oA ‘Hello MIAA = 500mse] th71AIZHE 7F 22 Network Scanner
BES SH O7] o) Ak 122 AR F59 s diy] A )
AZ=E AANYH13]. Network Scanner IFo]# 7]9ke]  Network
Socketell Al A4 = AF_INET, SOCK_STREAME AR§-3to] 4134

[}
n H

271 392 F4e AAE T2 s} Ping ZREIE el o

BlH 29 Auel Jge g A5 B35k 918 Raw Data Hlo]E

Hlo] 29} Active Node Ho|ElH|o]29] AE NZE Hwsls EAS

Compare Connection H=E©

Scanner 259 A% 2 &5 F2

o]% vlo] AA L Hluste] F

Ay

o T4 EZZAE Network

ol =29 [P, Port9} Raw Data®] 3o}
S & Rglehe oltjE]w MEYAY EZ

2AE g9lglty. Dynamic Topology HloJEJH|o]20l:= Network

Scanner®} Raw Datag Wil 3}&

(Linear Search) WH< AM§-3}e] 7t

Connect

Ethereu
MNetwor

RS

Az vl 49 9

]

R A e

oy

m
k

Go-ethereum Client

FindNode

Neighbor

ResponseNode

Pong
Neighbor

PreProcess

Database

Peer Controller

‘ Raw Data Collector

Analysis Engine/

Raw Data

‘ Peer IP ‘ | Peer Port ‘

‘ Neighbor IP ‘ | Neighbor Port ‘

‘ Duplication Filter

Duplication Filter Data

Network Scanner(TCP/IP)

‘ Peer IP/Port H Neighbor ‘

IP/Port

AF_INET

Socket()
SOCK_STREAM

Active Node

Node IP/Port

Compare Connection

Dynamic Topology

‘ Mode IP/Port H Connectivity ‘

a8 1. 54 BE3EA '

32 34 EZE2X &4 ¥y

2 =rdlME 54 EERA

-109 -

=2 B
ET’:/B]

d=

2 34 A2

e

] :[L/Ké

o

3] 919 A A2 A%, A A

)



2021 &

Amegna o

t. 2aHE Alee 54 =29 ddE 9o 7 emvt ME A
go] 9l& A5 sty Jofof HEAlA o] ﬁéz x| ko

0} 1—‘9} ?‘L% A& 91‘3]3}‘31 2 %k"e‘-’?g ol 7]'7QE]'- w7 %ﬁﬂ
A (Between Centrality)> 12]<] F
E AA7be kB $F 2|t vy ngo] =0

Atolol A T3t s shv] B 2 YT Sl

7% 4
Average 1 &
D, —) K
Degree Ao N4
N
Average Path LZ; s(npn,)
Length ALy ="
ene EPath(n n;)
isJ
Diameter D=max; ;(Path(i,j))
(1) k, 2T
Average C = e —1)
Clustering
Coefficient 2)Cy,y = E G,
1 . .
Closeness (V) = ]
Centrality(i = 5) [é:d(NwNj”
=1
Betweenness (V)
) CB(M) — L
Centrality j<k 9k

% 1. 54 EZEA B4 UY§

V. 53 EZ22x £4 4%

41 4% 84

B AREE HA mEE Bo] Aol HE ojHER EEeldE
(Ethereum Client)[12, 14]8H# »==7F Ax9 #A7FEE Intel Core
i7-6700 CPU@3.40GHZ 831°1, 1TB SSD, 16GB¢] RAM& AHE-3l &
FAAE Linux 1804 ol ojdg)s HEHD == G4 S 9% 2
Zo]dE= Go-ethereume 1912 WS ARSIl Go-Language:
L136& AA G A === duk QTEl Aul 2 A FAHISP)e 94
I H& $EE F 20Mbpsel® hojojdu} 22 Wk Au|7t glo] 2l
Eldllel] A E o] gluh. HAH ZRH wloJE] £ 77k 2020 12€ %

E] 2021 2€74A] 270 €ol i e H TR ANA S ot EERA] TA=
2021d 2¢ 28l oF 30% Tk S ojdey UEAE =EE
o] Folo} 9EE WHESIL A2 wE7t F71E7] it jAH 27
W dlolE= 4 717ke] Fastth s 23 doly 4 717 A
3 HF o= Q8] 2NYER AAHAAW 717HE e A =2 B

=LH3] (KNOM Conf. 2021)

=24

e

I\
oxl
)
4>
e
ful

42 oHg{¢ vEHI == 74 A7

2 ATE oty UEH A Fofshs SeoldE HA 240 o
& 74 %71 913 FIND_NODE®] $-4-& =1 3ol #4331 271
b3 dlolEE= 131776709 9]oje} 7 glojo A E 864322570
9] o] yjo] dAAo|t}. Duplication Filter?] Aol FE-S A A3}
F 18177670 9] == IP7F vbEoi AL o] k= 270 =4 IRE sk A
A oltlE] & MIE Aol ol 3Hefdh =50 4 o]t} w3k 1]of
o} o] Fojo] A% FHS AASe] F 146485379 Aol FHE
2tk Network Scanner®4 < Duplication Filter#H8 ol =34 to]E
o] &3fo] ok 0% ToF P FEHOF 13 2617}]4 L=y %
3l Aol FRlEITt o] A= AE3tE olfE] w4 oA

H =9 154 ol dolth Bet F2F 541 Foje} &k 3 o] Fof
A7AE Network Scanner®} Raw DataZ A8 &-4131 A3} & 353606
dds gl

te ool

2l

52 % AE F 363606719 AAZ EA% Avp=
29} 2t} ==Y Hit ALE 2758301 o] Foj7} o]% o]9]

She}, 39t AR Aole 479 it A 29 oA
wele Haghe] AR WFOE 360401 o] wE 7F HEFHow
e AgE T AL gl Olti?/lw YEY A #AL 82

2]

o,

O Mo
¢
il
r
e
to,
=
i
v

#HEEJeH = 1 UEE YehllE 2345 E 04789 FAE Hol
o F ’SE(CloseneSS Centrality)<} w7 54 =(Betweenness

29} 2,

T 23 3%
Average Degree 27.583
Average Path Length 3.694

Diameter 8

Average Clustering Coefficient 0.478
Closeness Centrality 0.19
Betweenness Centrality 0.001

%2 54 BEad 24 43

ol g% VES A &5 F9 LEF Td] A4 A whet |
EEG07] o3 AA), ME RE2 7507 dA), BelE wE(17)] dA)E
Hiakol 4860719] dlH]s, 7613709] E 1w 7887]9] BolE =
& 2Adh ot vIES A A4 7Fed 9ol9] 7] gk 5001
©es] o] A Jhel e Fu], mlE, BolE mEE BRdTh Bk 2
A A A TS BHxxxxxxZt 0434, 00872 7FE =& Ay}
S BT B =B AHHIE 93] [PF4E SHET F/)et, &
ATE B 94 AT MY (L4 e EE REAER BT} of
d ojulE ISPE A3k Q)

Compare Connection@t719] 2791 353606719 A24E& nigto = o]
HEs vEYAY] ELEAE 19 29 2ol A4Syt A AR
o MEYIE x& 94 57t & =28 SHa ==

ok 94 AFUEE Tt oltfels YEY A Fofstar s A

-110 -




2021 &

Amegna o

o
s
r O
=)
o

ad 2. oty B4 EEEA Ak

ofd Ao BEEZA 2k naste] EZE2AE 7 FUE 7} 4
_O_E fﬂiﬂ-o}ﬂ] Q’JQ ﬂ‘rr‘/]E]/] 7}7(};(}ﬂ \_1:7} x]—;ﬂ Hlﬁgoh;]_

o= MEAT FFEL A7) vIAE T Z vEGI0] Holst g5
g WESE wESS ASF Adoln AFE FO EE2AZ B
%+ o

V. 28

L eRolA odel g WEADLN B0z wash: BEuAS
Aelm ZFY PR Aol A= B B G4 PAS A
s,

= A5t {55 Elg. ojtEe MEHA
& 3A47] AsiAe A B 28 dlolE o} dE|H
g B (Linear Search) 42 EEZZ7] Ho|HE
}. O]Eﬂﬁl% T4 BEEE2X] A9 A3 13261709 =9} 353606712 =
TE9 AAL Folgt) o]t odT e =& 24 oA B w9
oo £AE EZ.
2 ATE oHEs VES Y EZEAE SAse WS ARG
3l MIESQ A o) o]gS Wil BB EERAE 9]
Atk &gk olg g BEEZA S 4] AFe} A1 Ztgh= old g% vl
AE olsfst=dl AHEHTE mebA g

4F BEAQ EE2A0N 9%
= o] 43S B UEDD A% P, T8 AN AA g
A9 ool

ES3
/\ l

L
ul
e o
HU

oSZLﬂTNkzl

rSL o,

o
12

2 e —1> ““‘“

FF

ren
9
o,

e I lm ot

:[L

mlm

ACKNOWLEDGMENT

= S0 AYoz AT AP
7] zﬂ?—&o\i o](NRF-2018R1D1A1B07050380).

=LH3] (KNOM Conf. 2021)

#31 2

[1] Buterin, Vitalik. "A next-generation smart contract and
decentralized application platform.” white paper 3.37 (2014).

[2] Maymounkov, Petar, and David Mazieres. "Kademlia: A
peer-to-peer information system based on the xor metric.”

International Workshop on Peer-to-Peer Systems. Springer, Berlin,
Heidelberg, 2002.

[3] Saad, Muhammad, et al. "Exploring the attack surface of
blockchain: A systematic overview.” arXiv preprint
arXiv:1904.03487, 2019.

[4] Wang, Xu, et al. "Attack and defence of ethereum remote apis.”
2018 IEEE Globecom Workshops (GC Wkshps). IEEE, 2018.

[5] Kim, Seoung Kyun, et al. "Measuring ethereum network peers.”

Proceedings of the Internet Measurement Conference 2018.

[6] Gao, Yue, et al. "Topology Measurement and Analysis on
Ethereum P2P Network.” 2019 IEEE Symposium on Computers and
Communications (ISCC). IEEE, 2019.

[7] Imtiaz, Muhammad Anas, et al. "Churn in the bitcoin network:
Characterization and impact.” 2019 IEEE International Conference
on Blockchain and Cryptocurrency (ICBC). IEEE, 2019.

[8] Grundmann, Matthias, Till Neudecker, and Hannes Hartenstein.
"Exploiting transaction accumulation and double spends for
topology inference in hitcoin.” International Conference on Financial

Cryptography and Data Security. Springer, Berlin, Heidelberg, 2018.

[9] Miller, Andrew, et al. "Discovering hitcoin’s public topology and
influential nodes.” et al., 2015.

[10] Essaid, Meryam, Sejin Park, and Hongteak Ju. "Visualising
Bitcoin’s Dynamic P2P Network Topoogy and Performance.” 2019

IEEE International Conference on Blockchain and Cryptocurrency
(ICBC). IEEE, 2019.

[11] Maeng, Soo Hoon, Meryam Essaid, and Hong Taek Ju. "Analysis
of Ethereum Network Properties and Behavior of Influential Nodes.”
2020 21st Asia-Pacific Network Operations and Management
Symposium (APNOMS). IEEE, 2020, p. 203-20.

[12] Ethereum devp2p,
“https://github.com/ethereum/devp2p”, 38 A&

[13] Go-Ethereum Client,
“https://github.com/ethereum/go-ethereum”, 329 #

T

[14] Ethereum Requirements,
“https://ethereum.org/ko/developers/docs/nodes—and-clients/”, 39
A%

[15] Kim, Seoung Kyun, et al. "Measuring ethereum network peers.”

Proceedings of the Internet Measurement Conference 2018. 2018. p.
91-104.

[16] Ethereum Node Explorer, https://www.ethernodes.org/ 2018, 9,
129 &

-111 -



AR AAS BEA T8 B AT5F £

{chkang, ws4583, woojs, jwkhong}@postech.ac.kr

Analysis of Research Trends Related to the Use of Blockchain in the

Internet of Things (1oT)

Changhoon Kang?, Wonseok Choi?, Jongsoo Woo?, James Won-Ki Hong*
1Department of Computer Science and Engineering, POSTECH
2Graduate School of Information Technology, POSTECH

2 o

AFEQlE Yl (Internet of Things, 10T)S AbEd] Ak 2 Ea 7|58 Hojgtozxy o5
AddlFv= VEs Wit A7A AntEE, AvtERER AYEHETL T EofdlA] 10T

7]zol Wol &&Ha glom, HA ¢ vgd dHor &8 WUt Hojd ASE JgEh.
718 AEA 10T Al2"S T3t d FAZF HESAd d249 BE 717159 dFolv
A w5 #dst. SRk o™ %‘Wﬂ mElo oo Aol (Single Point of Failure) ¥ 72+-&
AFS 7 loew, B2 77| Ald Yok aEESFYH FHE delHe FAAS
BAAskE o] oyt wekd g5dst E]Oi AaL A e Vs Alesty 4ol Brbs e
S 7HE ESAJLE 10T ¢ A5AA T old+S aidstd= o A7 JAgHa o,
ARl EFANES Al2" F9S fle, d4d LEEO] Tud A ¥y we A%
TS Zka glofok gtk wbdel diR-Ee] loT 7|7IE2 AFE A7]e At ”%M A%
axbe Zta Q7] wjEell, 718 EFASQ] AlaHdAN mEm FFerlols olEwol . &
oA loT 71718 Zo] Aol Agtd fute]l25x2 FAE HEYIANA EFAJES
geAor &gsty] AT AT TFE EAAY. ESALY AZFsE S loT 71717t
ES5AQ =2 A = A stAY, TR ALE 7 71715 10T MEY A F7)sta
Al EFAY =2 4TS = sk, A A 7 R uE gA e Aawes AUt
AR R RIS
| . ME i 8= Fall AAste = A=l oA 3l
0T [1] 71&2 @A el 7HaAEF2 253t 230l folEE BE thog slEmsle] A}
G 71710l olu] A gHo] AFEAA Fol & Fx2 9ol A#slal, Peer-to-Peer (P2P) WE
| Atk JAEUS T3 d4d *}l:%l—'—c" loT 93 [2] Wol %3 Eag HE w=cSo] 74z %
ZP7VE2 dds el delHE Adshal SH9T gq 9ge geldth webd FrE R dol
Arsr g A& fupel 2z e W e gg me) 443 5 ok E=d RE FelaEol
[olElE Tz ofF HuolE FAS Tl gy exs 9FS ARE ] Wi AX o
o dd A ag Aed 5 ol Aok AW o) mjlure 7 wrgsle Bt Al 2Ele] BaEE Ao
Ao 2 |oT A28 client/server paradigm S 2 T]z} = oolmaE RA7b gk ole e J‘;—‘_—%;‘(ﬂ?lgl E X
A=A w2, LﬂE%ﬂoﬂ Sl = VI7IRE S gre) 2209 0T o Adsithd kA ol
B Adbes delE st 71715l s Aol (Actess sz joT Aladle] BANE AT F Ak
Control)= -7 F3} Q TAZE wEEsiop @t Proof-of-Work (PowW) [2] 3¢ ¢ie]Fs A
old Fx+= o Zol4 (Single Point of Failure) ¢ = ukAel BEol A|svlo] E2baly] 9FA]
@& oplsta, dole e FAYS Hgd + sldh T ¥< AAsE (Computing Power)9} 3k © o]
Jﬁr dOFAVE sARET A AREOl B g g mzre] dasith. [3] 22 AXS 93
te o U o, AAENE EE dolHECe] maa orwalAel AArSol Tégs]_j_/_, A 7Fe] A
A= —’F At wEkA old TAES EE5AQ1Y Yo we mj AAEE RE BES9 o rho

-112 -



2021 EA22312| st&ri3| (KNOM Conf. 2021)

2 H#sjof st7] wiitoltt. dHAIRE 10T 7|7 &2
ARER 4 gl CPU, WlEE], ~EEXH GO Ahel
o] Ao 7] Wit EFAQA A|2EHY ==
3;&1 o]%;g] ]q] x%sl }x] olt} x%z%q} ST o]@}
o] Bere fAE] A 2T e fFEe B
g M= Aldtel Zasidd, 555 A4S
5 A obF 9w Aol AelA k.

gk A ~El 52 o]% Aup 7hA] ghopA] AEE A 7F
VS A Adste] wAIEE Aotk oWl EAES
AAst7] s E&HOZ 10T ¢ E=AQ 7<=S
st Aol dlg woke] F8 AT FHA ol
2 E=wdAE olE fEl o' dAFEo] 38
Ha AEA %ﬁkoﬂ sl ol A= AA
T 7 e HEHeRE vm ¢ At A WA

Ao =579 B=shE gl 1oT 71717 =5
AL wEA EAT ¢ AEE s Aot T

=

o
A e FEE AYE 7 7I71E loT HE
Ao Frhste] Al EEAA =9 oaa_%
FPeeS o= Aotk ¥ =] vmA i

A 7 Ae Aol Bgsts ATES Aa.

Il. loT 2t E5xele] &

B =EdAE 10T o EFARIY] g3l o
ATE AA F A gE AL WS Aolst
B3, 10T 7172 :LEHE ES5AQ =22 A}
L T A=H EFAQY AFEE Jdsh= o
T WA el gk 7hA ”:“”Olﬁ} HEth = 0T HES
Al Aol TR 71715 FIkste] ool &5
ARl mee] s FPseE ks FHTHol &
Aget. e ArEe] o F A HEW F

vl Aewe ARE 279 49e A
0T 7158 4R 2R mmw BEee P
ok W AFAA 1715 s ~
Cade Hes A 99 REang T4
She BEel} E@AAel Pre dsu Hg
e o WAUZS AFA AdSE 5 8BS

A 1e] 7 st é@a Fal At
Koshy, Babu, and Maan [4]L loT /\]/\E“ ﬁ%
o A= B2 Fx
Window Blockchain (SWBC)<- A ¢t f;ED} (:m 1) °]
AT Fo EAL 10T A|=He Bt EAE &
=291 @%% E3 slAdst= Aol sl ATl
M= 10T 717155 42 stue] ES5A] ==2X4
A ES A, loT 77159 Aghe Agnto g
= EEA Azdo]l 49EH 4 %F Sliding
Window #h= 7Bd& &3 M2 255 A4 3
et HHES ASAT. VIS ESARD T2
M 55 dgel old £59 Hash #t& #73.
HE
[e]

l

4
Zi
Cy
»®
=
>
«

l

e 71sE dolHE £45E AL 1 oFw
AE RE BES5S NEA Ao a7 oE

E

-113 -

Initial window

Bl [—| B2 [~ B3 [~ BS2 [| BS3

L Genesis block

Window slides

Bl | B2 —| B3 [~ B52 [~ BS3 [| B54
a9 1 Sliding Window Blockchain

of wj-g- ojHth AtHE WHE old EF sty
Hash & A738}= Z o] o}yl Sliding Window 7]
gl HT EZE9 hash = Voélﬂr Sliding
Window ¢] 7]+ @A N 79 EZo] v 1 3}
(N 1) Atold] s dY= 7HE ,\lﬂr. = "ol
371§l = Window Size &} 17k o] HAl &
=59 ¢l glojof skl o] Window Size &= wlolY
ol AR FE T o] HHE AMESH 10T 7171E
< Window Size Bt} UM A E=2E5S 24
2EZAd AFsE Lart g7l it ol & 2t
Ao =zm 71719 2EZA] OHIEE U T
Jth. ZE EF HolHELS loT 7]7]o A= A7t
AUHA AFA| = X g sZefo]yl Fefg-tof wE A
el AL Badch ek o] WHo A= Proof-of-
Work (PoW)<] Difficulty & 3 2314 Fo]x il
Feto| wel dutA AEsteE 7S o &3] Pow
& asigtoEA a8ds i"-‘*‘ﬂ HAEHo =
2EZA 9L ALl oW EE EUOEHA 10T Al
2Hlo] BEAQlo] AL&Hd 4 JLEF i, oE
Fal 71 10T Al=®le] Heb #AE 2T 4 9l

AT},

}mml

I

Huang, et al. [5]L AX HFE A &8
Aow Z5ARe EF HolHE Adsie WHE
AlRFetar o g~ ’\H]E =4 F = MEL
Proof-of-Stake (PoS) [6] WlAUES Attt o] W
Hel Al GAdskarzt OPh T2 ExE asdd =~
B2 A ARg3} loT 717159 OﬂLﬂx] iﬂ]—% e
Aotk 10T 717154 AA HAFE &4 7171=
< BFAASY AA dolHE EF Astrldde
A% Fgbo]l wlg FHsioh webd 54 25 4

ol E RE 7|717F Aske Alo] oty
1719 AF T A&} 10T 7715
A A71e] 2EgAE Zta A 7171*1}4
AA A7IG G & Ael7t EAgTt o] 7
He] A ofolrole Ee oIy Ao &
Aol wt HAHe 71715 dHolg AFS f& 3
gt glolth Al&=Hle BE V|7|EC] FEe W&
o] AGEe AMgstES vk 5, Aol B
71710 a9E o Be Fite] @e] WAt
dlelefoll 44 7“10}71 A E A FAlA
dolg]  &4s  Fel7l Hdl == o]FA
(Mobility)o] =2 Zle] frejatrt. webs 54

=EE o] Aget Ao olsAd wiEk H&
Axtste] ol 2EHA Tl F&rh A
o8 A2HE a&HoR BE V|V|EY AF

s #HEHF i, BF dlojElo] gAjo] whe}

Ak,

2t %}%%
| oy
-

ol 1 o



2021 EARt2 22| &3] (KNOM Conf. 2021)

of AFAE UA Au7k AT Pow Tl & B FABT A2 Aol wdE FHe
Mzg e Pos el WAUZES AR 7 BE LAl 52 shpe] svte AEgE
71719 Alzwe] i@ slelwe] wel wlold AF  vlol Aellel gl loT J71RHE e Aol

ghgo] depxith. B A Fzto] dIFEo US 27t BAHA =W 7)7)7F £33 159 #E sH
TH U 2 G52 55 Ao 43T F ‘EP E B9 dZdd =2 Addr BRE =R B
ol¥gl 54 g EﬂolEiE Adste= 717178 oy =A91 doleE o AAsta A7) vl AwE
Hete 938 A F3S AFstr] s AlxH ZEYEY HAYE Bl daglo] == =27 1
of ¥ ®B& x=rtio] ot AL FEY = o] 1S Fa Adegre HAzld $¢E & dn
AT ANAo = 10T 7|7]59 Zwvitt HEe @99 =
TE woEA A2HY NS S =Y 3

2. SE¢8 Ao 77|18 E8AQU LER ALE =

T oA HEWe Aol FES uE V7=
< 1oT 717] ti2le] EFAQ] =22 ARgste W . 2=
2o}, o] MW A= loT 77158 1&F3%shaL,
7 agvit 2549 = g e FEI A € LA Aol Agkd loT 775 7
o] 71712 =), welA dY =Re <99 7 A MEY I EFARLS A8A1717] flaiA
=S EBFA 10T 7717 B2y Asargs  FEHIAL = Ao el s ZA4sst A7
A =) T 7HA e HEWHE AYE 5 A, 7t

Yazdinejad, et al. [7]% SDN controller & =X g drss s Alstale A WA
ol e & ALL3I= ol HAE Aotgrt. o] AT HE EF5ARS 743 8459 7x2E ‘%1736
o A ofojr]ol= Yol A Eoo] UAE loT 7] A A2 Fo dAYUSTS AStgo=zsn 554
7= Al ol YEL T Ao E_zﬂfg}tﬁ/q Bz QA Al2=®l ZAAE A st uhelbA x}ﬂo] Els
o mERH dFge dv)d FEI A9e spn BE T P7IEe] AR SHAQ] mER YESS
SDN controller & #+&3H= slolth o] @iz Aok o Felshs S 2o gl = vl Wwme 2
g ol7 el A e 10T 7]7150] Zelxg pzx=  dol T & JIVIsel S5Ad UESAY
Urold Qi 7t ZE2HE 99k SDN L2 BASESE ) 10T 717158 1838
controller 7} &A%t} SDN controller & Alo]2] of 7t 2Eutd AdE == Fd 25AAG 4
2e L= AL, 7 FexESu o7 A8 Ao
7171S 7re] Zejoldl EE2xele eoddtt = 2 Al G woke] AFELS UFE 7IE loT
9lo] BEFE Sojo] slEE Taloly L= ﬂLE Al2=¥lo] client/server paradigm &2 Q& 7[X|= H
3 10T 717159 A9 A2 Fdsti, < Stol i} gy FAE EFAJAY HES F3)
st Aol %PE& HEg %%iﬂ‘ﬂ—% SDN sfAdstz] fsA, 10T A|2=813 254909 a&4
controller 7} #&]3lt} o] = E3) dlolg FZAA

W o] g3 HhHE ol &= Fo] EZHo|t), EEH <l
2 = J)ZE 0T A28 EA4e sjas 4= ) o] 7IA & EI-ZO]—}H cﬂo]Ej B2y So EA

Novo [8]% BE=#91L o] &3] 10T Alz=ele|d  AMAA oA 1}3 o] A= loT 77|52 +
o Bab AT Ao} AzEe AgHn o A H AETA HEAA gl @ME A5
71 loT A=) Mty S4 SAld 24 AT Aol Fes| Wk

S wFa ot st Fkst | AWelA A4

ol 7} 10T 717129 7“%2 B et S

s Bz 2AaEt. A Aol Ao ACKNOWLEDGMENT

HAASHA HH WEAGo] Aoy AJ~EL HA 9 2 dA4E 2021 Ux AR(Hsr]edREAl
Ass ASAIZIA "o o] AFeA = dubA<l ol Aoz JuFAT|EH7Fde] XS o}
Pl EEARS T8t st w7k #e e A7 (2018-0-00749, QAFA % 7]1Hk 714+
&5|H. (Management Hub)Z 3] &itel ¥ loT UEQ T #8)7)% /A, 11TP-2021-2017-0-01633%,
717] 2F3 F5AEEEE Sk (ay 2) 3y 3§ g ICT AT AE S A DA

B 10T 717153 2540 =5 Apo] o] <lEH o
Blockchain Network
( ™

&3 e

[1] ATZORI, Luigi; IERA, Antonio; MORABITO, Giacomo.
The internet of things: A survey. Computer networks, 2010,
54.15: 2787-2805.

[2] Zheng, Zibin, et al. "An overview of blockchain technology:
Architecture, consensus, and future trends." 2017 IEEE
international congress on big data (BigData congress). IEEE,

ag 2 2% A2 A Al 2017.

Wireless Sensor

Network

Management Hub

- 114 -



2021 EA22312| st&ri3| (KNOM Conf. 2021)

[3] GERVAIS, Arthur, et al. On the security and performance of
proof of work blockchains. In: Proceedings of the 2016 ACM
SIGSAC conference on computer and communications
security. 2016. p. 3-16.

[4] KOSHY, Prescilla; BABU, Sarath; MANOJ, B. S. Sliding
Window Blockchain Architecture for Internet of Things. IEEE
Internet of Things Journal, 2020, 7.4: 3338-3348.

[5] HUANG, Yaodong, et al. Resource allocation and consensus
on edge blockchain in pervasive edge computing
environments. In: 2019 IEEE 39th International Conference
on Distributed Computing Systems (ICDCS). IEEE, 2019. p.
1476-1486.

[6] King, Sunny, and Scott Nadal. "Ppcoin: Peer-to-peer crypto-
currency with proof-of-stake." self-published paper, August
19 (2012): 1.

[7] YAZDINEJAD, Abbas, et al. An energy-efficient SDN
controller architecture for loT networks with blockchain-
based security. IEEE Transactions on Services Computing,
2020.

[8] NOVO, Oscar. Blockchain meets 10T: An architecture for
scalable access management in [oT. IEEE Internet of Things

Journal, 2018, 5.2: 1184-1195.

-115-



2021 EA22312| st&ri3| (KNOM Conf. 2021)

A YA G4 HolH Y AEE R Zo|HA £A4 HES AT BEHS
2259
U, uhAl
73 ol e

nadongjun@kmu.kr, *baksejin@kmu.ac.kr

Lightweight blockchain to solve forgery and privacy issues of vehicle black box
image data

Dongjun Na, Sejin Parks*
Keimyung University

B =S wEAbar BT F9o gidk 2 AA weky Ao oS fe) AeEH ke s Bl g
dlojgfel tist el EtolMAl A A 93 B5A0 &8 WHES Attt A Eubs [0T Eve AYEE=
7 WA 52 7hed ESAQS ARRSlY o2 ] A, AL v S d8 A7E AFsEH
PBFT e duelss &3 74 UMEYJIAE AHEstE 57 24F Alzd Ao e B5A49 == 3t & 93
WAz o] Ag A, Ad, THOZ A3 A~ oHE WA F vy B =% AFI EFA0S T EYurs
Het BAE 24T 5 )

1.4 e kA AWbAQl A E¥uls folHE Wz
T 7FeAdel g w=Ediodoh AEE EEuba i)
AT wEA 7 @AEE A, Al e 29 gelElE A WlRE] EE SSD WEFHE ALLEH,

Ao e #ES go|dA sta, Alaewe] @l A delHE ool wEk AR B A

2 o2 "YA, W Z2 gFuEs AT A W2y AZS g 9G4 ol AME A

zhgge]  wEAb AES gFeR 7IEE e wald % 9rh. AA KS FF[3]d ¢¥zx BHxE

28 94715 Edk2~ (VEDR: Video Event Data et 7Eol FUbEY] dANE oJHdE] fWE 7heAdol

Recorder)®] #zto] 718t ). E k=

ANZZAPE7IY drEd Ed=myyE[l]e € wa wRgd AFE AR i) golgd st

H 1 3 o AR AL e Ao AUAddd ARgALe] ol ]el uwhEba] R 2bA|e} 9]z, WA

1,000 Woll tha zAlF Ay Eubro] FAQdrtes 7V5ebtk e Buldb s sEglolB Al A7 EA) S

Aol 95.3%7F destvtn SR e HQsiva Abal 9RAIA] A ESE Al S Yl A8 AERel A

Aztals o2 “Alar TAAMe HES 1Y) BRg= Baulae] Ao ek YR ogaly SAS

e, “HES Hd A9 SAAER AREs] Y7 #9& ste] dulE FAY AREAIES A3l 7]E,

Atk o]#3d EARER Kol Baulx oo izt 5 i ARE AT 4 glo] ApgE

WEALLSY] ARl FAE 8] B oln J2F HlolE el s 227 ghrt.

st ®mele] Fasit). g A ol9em A9l AelA AREEE

SHA % ETRI 9] 2154 E=ulx Wel o] F3[2]d] et an 2ol ggo] AlzEY, o] o)F
w2, 2hgg Bk golgo] digh Bl FAH] Az $£A &P 5L AMW=E AFs A Aok

EAqFta ok ®vok FA T P ARHA EAE saubae]  AFE AR Jrex g ARz

Eduteo] AE g dolEe] WE A olth FrEEE Agoe A g Apg HaErr 4 F

2hegg B8k o ol A, Aol ¥l 1y =

9 Al s ddsisd FaEE ARSET Aba olgigt wAIE dAsty] fsiAe EYurs I

HolHE WA SARAN 83 $= Qth ool et AFAy A 2 7jdAdo] Fasi,

g EEd e A" AFAY &R el B=24¢1[4] 7143 PKI(Public key infrastructure)

ATAQl AREARE Kt 7hssty] wlitol] xpeFe] F-zhd A58l 7|Ee o] FAZE Ao Al

Sauts o4 dlojgo] dis] ¢EI He AHgks EEZA2 V&L FYd AHE ARESHR &a, By

7hAal 9lew  FAS Fdstsd dad A< At dolEE EEolgta st &7rE ol E°] P2P

Aokl gl e vptew AR A Fele ddae] s
S S R 1 B e o B R i B s R B

- 116 -



2021 EA22312| st&ri3| (KNOM Conf. 2021)

ESANS dEdsiet o] dungFor SYubs
dlojgfe] tist doly Mg 2 gz UAE &
UARE BE w=zrl dY Jhse E5ARI
ole|E AAstERE g dlolEo] tid oA
AHdE a4 ok LI BE=A09 A7)
lets FAR QA8 ~EA] &Fo] Ak Euls
[5], ADEI= FH6]9} 2L oM EFAQ] w25
72 ¢ glo] FH$=(7] = 9 AFHI8]
Qe HolHE A=F UFellA
SR Qe FARE AT

o i

N

>
ik
%
k)
W

o
=

D4y 2

) ot X, ot 3 ol M7 = ¥ o
N
olr
Q‘L
X
&2
(o]
=)

rie €
i 2

HoAE B2x209 7] EA9 ZgolHA
} Eatba o4 dolHe uize}

A = Jd= BEFA0S Aeksiy

A7) AFsE 9 Aol AAEE B g
Ho]E]ES  IPFS(nterPlanetFileSystem)[9]0] 2=
st WAow  ggsitt, [PFS = BAY 5
ANzelor #9& [PFS UEYIS wto Ea
A 7skal IPFS hash #g wkesly o5 T3] o
AFE 2 AFE Jde FdS AL T FyE
A= waoz 253

°olE &8sl A A & wEE = Hash @9k
EEZA 4 AFste] EFAS A & £ 9l
w3 ZtolmAlE 93] IPFS oA wH3kEl Hash kol
3k AZA S 98] PKI 718k 5 3tE Sa AFEA1Y
TN7I2 dZstsle] Jiel7IE BA3 EF AbgA
A4 Holgd Aad 4 A 3o

(K Mo

L

O i
ol

=

i

ols

s Ll

Blockchain Node 2

Fig 1. EZA9] A|=H] o}7] €A

Fig 1.2 & =&olA Actsts EFAUe AlxH
ol7|gl Holt}, & U ey E St e AYES
Fb WE IoT oA E=A9 ==7F FA3H9, 28
sl BE s 9ds BE3E S8 PFS k==t
EAgtt, o]F Eduta A flolHE HIT & e
EE5A9 wro] JIQYE BRE AbEAF e B AL
222044 <sstE IPFS hash & w3 wkm

- 117 -

MANZE  EE3lsle] IPFS hash @S =8 9G4
golHE gz= & 4 9lth

- e i

[Node 2 | [Node 3 | [ IPFs_] Manager

=) (1)

[Node 4 |

Leader
Node
( 2 ) Encrypted IPFS hash

| PBFT |

o 7

Encrypted IPFS hash

(4)

Fig 2. B4 A|~® E229 E
Fig 2.& £ &3904 Adstes E5A01e Z=2%
2tEo|t}, EEA9 =7} 4 Ji, IPFS, Manager 7}
EAste PBET o5 8l =52 443k Leader
Node 7} &A)8lt}, 229 EE 23 72}
(1) EFAQ] == (&9utx7t EA8ts Aol F4
dolE| & A3t IPFS o gz st}
(2) IPFS hash & ukgl Wla G4 dolHE AA3
TR o33 ¥ Leader Node ©l 7

o M

ot

wEo

153
Asstt, (3) 433ty IPFS hash & W 358
Adskal PBET &9 & &3l E58 A5sth
3) AT E5S BEE E5AA UHEHIY ==dA
s},
(4) <97 dol"gel Ao ANyl Hf)ol AE
ARG B #YAE EFAIRIA ¢sste IPES
hash #& W3 93u H33)ste B~ s
g2 gt

Block Header

| Index |

| Block hash |

| Previous Block hash |

Block Body

[ Encrypted IPFS hash 1 |

[ Encrypted IPFS hash 2 |

[ Encrypted IPFS hash 3 |

Fig 3. A|otst E5AAe] &5 T3
Fig 3.2 £ =idA Agsts E5ARY EF
T-Zo]t}. Block Header o&= &3¢ ¥H35<l Index 7}
At EF B2E delgE srss &5 §iA
old &% sl|Algko] EAITY.
Block Body 9+ EEA2 YEHIALY RtE9]

BHs 37|12 <3533 IPFS hash gko] &8k}



AbgAL EE S #ERE 471E B B 53)skd]
Lots gl Hod 5 gk

EEAde  Eule g IPFS o fgR=sta
GEE Ad A SAstel ded A= RS

Brkshe 49 Aasg

Resolution FPS

320x240px-2560x1440px 8-60

Table 1.2 Al E#uts g dolEe] sid=st
Zeloltt.

Bau 1. 949 A= 4% x 949 7= d9% x
el A (E) x Gael 29 Zeed 5 /8 = G4
8

Equ L& 94 §3 A% otk a9 42 e
AF BEus Qg delge g ANl
AQsedet. G e 1022 FAsth

womwel AYE fs AR delg el A
3 3| D49 fps & KS
x(10]ez2 Al 9 ZddE(frame rate)©l
30fps olv A=A AF ZF 10 2 wFo IS
7H3t of ARgetglnh. el s 1280x720, 8%
< 20.4MB & AH&SESIth EE 10MB, 30MB, 40MB,
50MB &%°] 94 HolHE fE=sta tEREsto]
&% S7tl mE AAARE SRS St

600

+ .
300 A
+ +

e

ms

10mb 20.4mb 30mb 40mb 50mb
Upload Latency

Fig 4. Bodtx g == AAAzE

= <=

180

160}

140} i

=

=,
£ 100 i !
) =
80 | ! —_
—
;
S
wl ==
:
20 + L L L L
10mb 20.4mb 30mb 40mb 50mb

Download Latency

-118 -

Fig5. d2=d Sdulx Qi ez xAA

Fig 4.2 E3utx JAte] xFd XgHe 779
o34k dlo]E ¢l 10MB, 20.4MB, 30MB, 40MB, 50MB =
IPES o 2= 318& u AJrHS Yede

ggszoltt, ¥E A7])¢ 204MB A AG HA 143,
A 272ms 7} 28fon QR &3 g FIE
EE Ny ow Frtatgi

Fig 5.5 IPFS o] ¢Z= % gl 4o [PRS
hash %<& 10MB, 20.4MB, 30MB, 40MB, 50MB ¢
| s deERE P& AS agxor. uxT
712 204MB & theERT Hre Ao HAx 49 Hu)
138ms 7} 285 At}t. 2= w3k &3Fo] 10MB 7}
7w ok A AR Re] AP Ao w Frtekqlnt

FooagE AngeA o
204MB o &% ATl TS WAA
AAAZEe]l Acoglon  MF
A71e] S7F ol & FFE T

180

160}

140} i

& B

| I
2 100} 1
j ==
80 | ! —_—
)
i
wl ==
;
20 == L L L L
10mb 20.4mb 30mb 40mb 50mb

Download Latency

Fig 6. PBFT A< A17¢
Fig 6. &35 ==& 3 /| 52 ¢53t¥ IPFS
hash #toll tha PBFT &9 23S 39S A & Azt
g xZelt), PBFT 574 A7 T3k 24 31,
o AxE yehdiy 0.1 % o8ty AAATE H

= [e]
W2y AgEI CPU Ak 58& a738x gon
29 =27 $os & = Ju= A4S st
m. 28
2 =FdAe Edda oAk dolHe uid fux
7VeAlwt ZelolwiAl EAIHES Aty Sl A3}
B24¢15 Aottt IPFS o] 948 fRe=ste] ik
A7]2 IPFS hash =7]¢1 46byte = A3t AA
E=A¢lo] AGen AAAZF I Ao Z FFS
n = ko gLkl wE AAAZF FUMRF E3E
AFH AL @lsgleh. &3 PBFT oS F3)
=

QA ga BEEA9 U EYA
3 ol = kit

S B2 AFAE IPFS hash #< Al8419
TR dzFste] AA7IE 7R o] &Nt gt
dolge] A = A st ZEolwAls BASE &
t) F=3% AFo|AE= PBFT o g e A4l
weo 7 F718 49 UEYA Ealgko] HolxE
FAHS el daor dt

i o



2021 ML st

=

ACKNOWLEDGMENT
o) Yt ARSI SAREND) Ao
FFATA AUS wob H ATYNo.
2019R1G1A1100305).

ZnEd

(1] AR, 28 Bk A4 e S71 A2 XE 89%,
(http://www.datasom.co.kr/news/articleView.html?idxno=
99167).

A, AAE, AT AEFE SUurs et

[3]1 A7), 'KS 95 S Eutx Alagy §-Wz Jbs
"= (https://news.joins.com/article/17356039).
[4] Blockchain. (https://en.wikipedia.org/wiki/Blockchain)

[5] AR, o] 5L AHH FAl7Ie 71 ToT &&urs

(http://biz.newdaily.co.kr/site/data/html/2018/08/27/2018
082700002.html)

[6] AR, AMEE te] V)&, FA B3] =EA

[7] Steve Ranger, What is cloud computing? Everything you
need to know about the cloud explained,
7ZDNet(zdnet.com/article/what-is-cloud-computing -

everything-you-need-to-know-about-the-cloud/)

[8] IBM, What is edge computing?

(https://www.ibm.com/cloud/what-is-edge-computing)

[9] J. Benet, “Ipfs—content addressed, versioned, p2p file
system,” arXiv preprint arXiv:1407.3561, 2014

[10] A&, AA& , 24, F7]. "FAdE wAse
g SEus F94 A% 2 w2 A2F7, KNOM

i3] (KNOM Conf. 2021)

-119 -



{hosewq, obiwan96, jhyoo78, jwkhong}@postech.ac.kr

A Design of Machine Learning—based Anomaly Detection System for Virtual
Network Management

Jibum Hong, Jae—Hyoung Yoo, James Won—Ki Hong

Department of Computer Science and Engineering, POSTECH

[e}

a1
5G MIESA 7e2 7574 4 7les st HENA S2told 9 2= AFESE T8
T4 7R 28T olHd UEAA &teld H - AFEe 2kt He v1edd 7

(Virtualization) 7]%& Software-Defined Networking (SDN), Network Function Virtualization
(NFV)E T3l 34 AdA 2 AMu]2= AFJA7E Algsts Anjxe Bo a842 #elE 7
sttt SHAIRE 7 MEY A7 4 S wek gdst MEY R e £A7F SASA Ha, o
23 A FAE As] ) MEYA #eAes S8 AS WEHAT] ofd 7Pt AFe UE
YANA 85+ Virtualized Network Function (VNF) 2 Cloud-native Network Function (CNF)<]
A9 A 2 UEST EES RYUHFYSL B4 2ot v B =AM s oled UMEYA
#e] A AAS fs] el & Vs F U] o] BA (anomaly detection)dl ZHE g0} 7}

4 UENA 28 F SAse g 2 e MRl

=
By

I.M &

sl 5G YEYIa+= (eMBB), =94
(mMTC), 2AAA (URLLCO)E HX= 7|8y ¢ %
2 MHl2~E a840= Adstr] A AAEJS. 5G
YEH A F8 F4 7led MEHA &gl =
T AFE Ve AR R AH| 2~ Qo) mje) o
el =gl Aol HHA Fwkzt (end-to—-end) UIES
g ATt oYgt 71EEL  Software-Defined
Networking (SDN) % Network Function Virtualization
(NFV) 7]&& 7[Hte =z 7]& sl=do] 4o w449
HENT 715 aXESolgste] 7Hd wilg o] g
Virtualized Network Functions (VNFs), =& ZE o]y
£ 0]&3l Cloud—native Network Functions (CNFs)&
A g oo whEl A AFPA 9 AH| 2~ ZZujolt
= 2E9= % dojy A" rpdstE HFY A4S
B} g&dqox A&t bgst o Eg Aol d Anj~
S st g&dor wxste AL 7HsshA st

~ I~
Fal=sr

=

fo

[o

)

N

N

ok
4>
%0,
)

A1 B, o=
B 5 ol thata AR

[
YENA e BAl7E HAFe) ol Aujs 9D A A
o) Aztek AojE e 5 7] gl M vES A
}4S £83l7] 9 =g AW 2 VNF (EE CNF)9

-120 -

Z4 Ast 59 o4 (anomaly) AHE &x s}

= A=Es Atst) Adshs Al2we BT 2 7P UEYIAA FHEE dolHE B8 71AT
+ (Machine Learning) 2 2& 5A1A o] e E ©A s,

A AbEFa EYA EE, 2O 58 B35k A
Hj2~ 9 Al 2®lo] e g EX3ta 53 Fart 9l

2 =RdAE oY 7 EYZY] e A4 T F
of #e]E 9|3 o)A BX| (anomaly detection) A]2E
S AAG AAEE o] BX A|AEE A8 A
[2]5 7Hdste]l EUHY doHE ngoz 7ASE
(Machine Learning) R®& S5A7A AAto g 714
YESNIE T4t &8 2 7 A 28 2 3§
stE xgrste] SLA At e Aul~ F4 Ast 59
ol AHE At dFeu. agla Agtsle o)
g2 AJ2ES g9 g5 A S AA g

I #d 97
g WAL W F s AxY R YEN

st ©A= CPU, vk, Efd 2= 3 22 =
A2 (metric)e] YAIFk (threshold)S A3t AAZ
s R g F Qv AR o]
o] SAHAE 7o oY AFE
Teety] Wil s FEE AL e F/HY o
2 E (false alarm)S {-#3tu},
A AFE AAE (time-series)
glolelE 7|dte 2 EA (statistical) 7]9ke] Fgl~g
(heuristic) &aglFoly 71AIstE G He ©]&3h
Aujzs g Al 2wl AJElE wakstt, WA FA 7)ike]

I
o
&
™



2021 EA22312| st&ri3| (KNOM Conf. 2021)

HEHS AFE3 A8 A+ [3]= NFV &40 =3t
AAE  dolHE H®oF  linear regression %
Mahalanobis distance & A}&3le] CPU, memory, bit

rate ok &2 7 SAA | W dAGE Aolste] o] F
FHE BRI

2] A7k ghde] AFE A Qv Ad A5 [4]= vIMS
oA Alwsts AulzolM A SH HlES SLA =

2 8 dig A § vl EE& A5, vIMS A
SLA $dke §9A171 HAEXPES XE M se
Root-Cause Analysis (RCA) 7]%5S A Edh& 7]6ke]
Random Forest &318]&S 5A1A AT

w3k B =Rol M3 A [2]= Multi-Access Edge
Computing (MEC) EZ2A& o]Fo]x NFV 7|4
Axshy 7Nk 7AIsE daE]El Extreme
Gradient Boost (XGBoost)& &3l igl VNF €2 74
4 ¥ 528 9 e Aua Ha 9 A H UHE
A (availability)& 7]¥ro.2 SLA $1uke ©x8a SLA
$uke) f1¢leo] = VNF 9 9IXE A 33k,

M. 7|1A%s 7|8t o) &A Al=d

71% VNF o4 &A Al="le gl CPU 733},
Wz 25 EE 38 5o FHNS ooz @
@etth= SHAVE EAsH, o] 99 o] AElE gAs)
I EE A B 2ES fudt) oo B =i
Qg AT [4]94E VNF o A9 2 YEYA ALgH
< vgoR s UEY A &8 T Anjx9
SLA $dte] 1A of¥le} 71 f1Qle] Ei= VNF < 91X
£ gX3te HHS Aleketh B o=FolA Aotes o
A EH Al2Ee J)E A AT (419 Ve & 2
e MAe BHRERE S AUgstE o) B4 AlxHe

TEE O 13 g

Anomaly Detection NFV Meonitoring
raw
o ———— —
Tm [ Database Montonnd ! pashboard
data __ 23
Anomaly Detection Virtual Network | Physical level data, logs
Module = ===
cm bt P [BVitual sl cata. logs SEEGY |
| ~ ! i i i
Alert Manager | ! |
e )| e 5 S
— = |[o=] =] =] S
Clients VNF1 VRFZ VNF2 Server
alerts f |
MANO = —
Physical Network Virtualization
Palicy Manager
policies = = "_é"'--«)_ﬂ
e || €€ W& WE G
'
recanhguration N —— bemmmmmmme— e

¥ 1 71AISks 71uke] o) 'R A&

1) NFV 873 75 9 2UgF 7|5 94 48& =
dolE B3 49 B2 WEHYA #HA OpenStack
T+ Kubernetes ¢ %S  Virtual Infrastructure
Manager (VIM)S ©]&3lo] NFV 73S 53}, o8
st NFV 3742 Q¥R 7]9e] NFV #g] 9% A+
[5]& 7|Hte 2 o]FojxH, MEC 374 S EAIS EZ=
A& o]Folx T} olE 7|WtoZ I} Y ESFolA
VNF/CNF ©] SFC & FA3te] AH|AE &gt} o)g
st 7 WMEYA oA EUHY 7jee 7|E A8
AT A= VNF 7} 523l 713 w9l CPU, v =R

-121 -

Anomaly Detection | Moniorins | Monitoring Module eta Virtual Networks
Module o
LS )| E=E VNE, VNF,
MANO & Other Modules T
| Network Attack = Vi
NF/Server Faults | | DEEEEON | (TAuto-scaiing mr:ln pecute | dent -
resut policies Service Scenario

a9 2 o} #A 2E AEE

of e AY A8FT HEYZ EfY =g By
gk gk, ARbskE o] §A A&l RUEFE 7|
T2 7€ A8 P WEYAY delgE xEste]
=8 AW 2 AR, EYY 2=, 9ol 2k
& TR o] 9k syslog & I VHFHE 21
AHRE rsyslog & 3] #H& FHE deolgde =Y
HY ZERE ddHo] HolHE dARE=dd ddste] 4
A BUEIY ARE AZtslele] AFstAL tlo]ElH]
ol AAE Fe9 dlolH=E A7t}

2) 71AEE 718k o] /A 7% 7E5E M vES
3 #2494 BUHH 7)5E 7oz JAskE 7ite]
ol BA 7% A3 WA, dolE o] A%
H dlole (raw data)E AAZTe R 7t e} HAA 7
(preprocessor)& &3l o]’ AE] & AL&str] 9%
feature HloJEHZ WAL thgo = 7AEE 7wt
o] o] XA EEL feature HOJHE 7|Hlow A4}
92 ol HHE #adth 7|E A3 AT [2]9 ol
g2 BRES LGS ol &3t EAZ ©HA RdS
&3l feature data & ©]&3t] AT F< AH]~ SLA
(F &7 Az 2 7H8A) fE 55 dSeit. 2E

of AAl AElE SLA flwrex <53 A, ol ©A
BEe dd Au 2o SFC oA SLA $iuke] glo] =
= 54 VNF 9 9jx& zo} MEQ A #A&x 52 4
& UEYD A A NFV 374 ey ZAs Af-E
Policy Manager °ll 7] o]’ 257} BN S Selvh
ol A AlSkeks AlAEe) o] BA] REd A
ATE Ve HE % s ' 2 9F o] FAd
o |A EEe Al MHlA AT o dHE

N oox

$8 SLA $I%F €%, DDoS 9 2 U EHA
], 12l B2 AW 9@ VNF/CNF ¢ 317 &4

o] Fojxit), o] ¥R Ry AAt dHeolHE uiH
o7 7t Hxd wE ©@x ARE =Fs3 NFV 34
e sE NFV MANO E5 9] Policy Manager o Al o] =
2#]W Policy Manager & ©X Z3E 7|bto g 714
YESZ #AZE % A2 B8 FAs Ak, o
£ Orchestrator oAl ZHEste] F2AS A HES
Htdalt}, o] uf Orchestrator & Z 23 49 auto-
scaling £ migration ¥} & 2 EEEI A5
74 MEYAE e s

oj¢} Ze o ©A Ax®HS FEIY] HEAAE o
A g2 BE AFEEE 7AEE 7Nk Rds 74 o
A w3e] wEl gEAIACE gttt WA, SLA 9RF ¥
E A8 AT [2]7)F 7HA = scalability #AE | A3)17]
A& HEYA EZZA7A gszo]l 7hsek Graph
Neural Network (GNN) &a18]&S AH&3te] SFC 9 4
o] & VNF/CNF &H/7} 5402 Wglste FHAAE
A7} 7hset s AT e ® YEYT T4 §
A9 79, <+ DDoS & H|E$ UESHA 34 #X A
ol @o] AF2Y = Recurrent Neural Network (RNN)
L= decision tree A9 duyE&L &H5A7IT) vlH
oz &g Mu % VNF/CNF ¢ 1% ©x mde z}
2 A& 2 syslog 9F 22 2 HolHE F¥FHoR
Bt 1 A JEE At o] w 21 dlolH
BAe WA unstructured R HoHE AL =3

H ol ol T o2
BN
(o0
ot TS
N



2021 SHY2EH &

J

structured 271 o] & W3g3}a, ©o]= Convolutional
Neural Network (CNN) HE+ RNN Ao dugFo=
gEAA G T o FHE HTsit.

pud

bg dEND weE AR AAEE

Z1we] o) BA Az9E Alokatgln, Alokahe A2
o A AF[2]E Adskel A5 g A AN
w4 MESD BGNA FHEE HolHE B
AASE FueES 7 gA BE) WA SA T
Sed Bue vgoR Bel 9 g Aue g Ei
s}, Auls A Assh 2 oy AFE BAwL,
o B Mulz mE AZHe] 429 Pt Bl
) A MEA e L (515 28 4 el A
selel oy AAA Y WEAD weld B8
@ 5 9k

GF AT Ades A4S TAS] s NFV 3
Aol mUEy delgg Fadt 1 F AA%gE G
EL SEA7a 5 daste] 2 g Bxel
CoAM RUe 2Een nXgor £id 2ug i
gom ol A Asge TAstn, A BAdAe
Ade ol AAsE oY BA Azde 45 AF
s,

ACKNOWLEDGMENT

o] =< 2021 W% A7 R AT Al
How HRFA7 &R ] ]°J(2018 0-00749, A&

AT 714k 7R3 MEY A #gl7ie Jlehat 2021 9%
ARG AR APer 2| EH A
A& ol F=3E A7 (No.2009633, ZAAA o
BT AMH|2~E 93k SDN 74k Q1FA5 A Al2H
7).

21Ed

[1] O. Sefraoui, M. Aissaoui, and M. Eleuld;,
"Openstack: toward an open-source solution for
cloud computing," International Journal of Computer
Applications, vol. 55, no. 3, pp. 38-42, Oct. 2012.

[2] J. Hong, S. Park, J. H. Yoo and J. W. K. Hong,
"Machine Learning based SLA-Aware VNF
Anomaly Detection for Virtual Network
Management," In 2020 16th International
Conference on Network and Service Management
(CNSM), Izmir, Turkey, 2020, pp. 1-7.

[3] C. Sauvanaud, K. Lazri, M. Kaaniche, and K.
Kanoun, "Anomaly detection and root cause
localization in virtual network functions," In 2016
IEEE 27th International Symposium on Software
Reliability Engineering, pp. 196-206, Oct. 2016.

[4] M. Kourtis, G. Xilouris, G. Gardikis and I. Koutras,
"Statistical-based anomaly detection for NFV
services," In 2016 IEEE Conference on Network
Function Virtualization and Software Defined
Networks (NFV-SDN), Palo Alto, CA, USA, 2016,
pp. 161-166.

[6] S. Lange, et al., "A Network Intelligence
Architecture for Efficient VNF Lifecycle

=[H3| (KNOM Conf. 2021)

Management", IEEE Transactions on Network and
Service Management (TNSM), August 2020.

-122 -



2021 EA22312| st&ri3| (KNOM Conf. 2021)

HI A& sk 7]HE HEd 2dS 83 7MY UENS B g9 "BX A 3%

chunglee3224 @gmail.com,

osewg@postech.ac.kr, heeyoul@gmail.com

Unsupervised learning for anomaly detection in virtual network environment
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Abstract

Software Defined Networking (SDN) and Network Function Virtualization (NFV) have increased flexibility

and efficiency in management of service in computer network. However, such development also raised

difficulty and complexity of management of computer network and demanded new techniques for an

effective management. Anomaly detection is one of such techniques to raise alarm when given service is

in abnormal status. There have been many previous works which applied deep learning—based

unsupervised anomaly detection in many other domains, but they have not been applied to SFC in virtual

network environment. In this paper, we applied deep learning—based auto—encoder, auto-regressor

models and thresholding methods to anomaly detection dataset collected from SFC in simulated network

environment and achieved detection performance of 78.7% in f1-measure.

I. INTRODUCTION

Softwarization of computer networks led to more
flexible utilization of network infrastructures [1].

However, it also led to growth in complexity of

management and increase in difficulty for human

engineers [2]. Consequently, there have been
increasing attention to applying recent development of
deep learning models for automatic control and
management of softwarized computer network [2].
Especially, anomaly detection is one of important
virtual network management techniques which enables
quick response to possible quality degradation [2].
There are prior works that addressed anomaly
detection problem in different domains using deep

learning [31, [4], [5], [6], [7]. The proposed solutions
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are based on unsupervised learning because of ease for
data collection, and difficulty in artificial creation of
abnormality. However, the solutions have not been
applied to service function chain (SFC) in virtual

network environment.
VNF Monitoring Data
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Figure 1: Overview of unsupervised anomaly detection
method in virtual network environment.
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In this paper, we apply deep learning—based
unsupervised learning approach to anomaly detection
based on monitoring data of SFC in virtual network
environment. Contribution of this paper is to report
potential detection performance of unsupervised
learning algorithm in such setting. As shown in figure 1,
we experiment with two reconstruction models and two

thresholding methods to evaluate performances. In

result, we observed anomaly detection performance of

78.7% in f1-score without dependence on labelling data.

II. BODY

The problem is classifying the status of SFC at a given
time. As shown in figure 2, monitoring data is given as
Xt where Xt € RY*P, and V, D are number of virtual
network function (VNF) instances in SFC and number
of monitored metrics respectively. t 1S superscript
indicating time index. Constraint is that in training time,
we do not have monitoring data corresponding to
abnormality. Detection performance is measured by
test dataset composed of data and label tuples, (Xt y?)
where y® are binary label, and t € [1, ..., Nyestser] Which

are collected from simulation environment.

[l Monitored

i vector
oo L0~ ]
- == VNF instance

—E—Server

VNF, VNF, VNF,

Client — —— —

Network traffic

Figure 2: Collection of monitoring data from SFC.

Our unsupervised learning approach follows [5], [6]
and [7] where they classify abnormal input data based
on deviance from training data. Our proposed method
follows 3 steps: (1) learn reconstruction model, (2)
compute error and (3) apply threshold. These 3 steps
are illustrated in figure 1. We train reconstruction
models to accurately reconstruct input data by

minimizing the error e; in equation (1).
t t 2

e = ||X - Xreconstructed” (1)

The error e, increases when input data deviates from

normal. Reconstruction models are deep learning

models like auto—encoder or auto-regressor.
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Auto-encoder is deep neural network (DNN) and
computes X!, onstructea Pased on Xt as in equation (2).
In the equation, @ is trainable parameters of the neural
network. Auto—encoder learns a function which
projects input data X' into a low dimensional vector
and then projects the low dimensional vector to
Xtoconstructea - On the other hand, auto-regressor is
recurrent neural network (RNN), and it learns
sequential patterns in training data to compute
Xt oconstruectea Dased on previous data sequence as in

equation (3). In the equation, [ is length of sequence.

Xﬁeconstruected = DNN(Xt; 0)7 (2)
Xﬁeconstruected = RNN(XE—_II+1; 0) (3)

We train the reconstruction models using the following
objective function via the gradient descent method. In
case of auto-regressor, X! on left-hand side is

replaced by X{Z},; whose subscript indicate start index.
2
](Xt; 0) = ||Xt - Xﬁeconstructed” . (4)

Thresholding is a process of determining normal or
abnormal when an error value is computed. The first
method is threshold learning where a set of threshold
values are evaluated against small portion of labeled
dataset to select the best threshold value [7]. The
second method 1s cumulative aggregation which
computes a threshold value using mean and standard
deviation of error values from the training data [5].
When the computed error e; exceeds the threshold, it

1s classified as an abnormal case.

Anomaly detection data was collected from a testbed
that simulates SFC in different traffic scenarios [1].
Each instance of VNF in SFC provides various network
management functions to traffic. Specifically, WSD
dataset is collected from testbed that simulated web
service scenario setting whereas LAD1 and LADZ2
datasets are collected from that for login authentication
scenario setting. Features consist of 23 OS—monitoring
metrics from each VNF node that composes SFC.

Each dataset has a different number of VNFs as well as
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different types of VNFs, and their statistics are in table
1. For test and valid2 sets, they include cases which
simulate occurrence of anomalies. The labelling of the
anomalous data is based on service level agreement
(SLA) standard. The monitoring data collected at the
time when response time (less than 0.5 seconds) or
availability (over 99.95% success of requests) of

service was not satisfied are labeled as abnormal.

Dataset (WSD LAD1 LAD2
# of VNFs |5 4 4

Total samples|68,731 121,053 121,053
Anomalies  [26,354 19,913 44,513
Training set [27,451 65,529 59,470

Validl set 3,050 7,281 5,507
Valid2 set  [6,496 (2,108) 9,683 (1,593) 19,680 (3,561)

Testing set  [13,742 (5,270) 24,206 (3,982) [24,201 (8,902)

Table 1: Statistics of anomaly detection datasets.

Model (WSD LAD1 LAD2 [Average
(Auto-encoder [0.867 0.769 0.725 0.787
[Auto-regressor 0.844 0.684 0.755 |0,761

Table 2: fl-measure of the reconstruction models using
the threshold learning method.

Model WSD LAD1 LAD2 Average |
[Auto-encoder 0.848 0.635 0.717 0.733
[Auto-regressor  [0.824 0.645 0.756 0.742
Table 3: fl-measure of the reconstruction models using
the cumulative aggregation method.

For experiment, the goal was to measure the anomaly
detection performance of the proposed methods: auto-
encoder and auto-regressor models. For thresholding,
we experimented threshold learning and cumulative
aggregation. Experiment results are shown in table 2
and 3. We observed that the threshold is more
optimized using threshold learning where auto—encoder
and auto-regressor show 78.7 and 76,1% performance
in three datasets on average, while the cumulative

aggregation shows 73.3 and 74.2%, respectively.

. CONCLUSION

In this paper, we experimented and showed that
unsupervised learning models detects anomalies for

SFC in wvirtual network environment without

-125 -

dependence on label information. Although supervised
learning model shows relatively higher performance
[1], its development is heavily dependent on label
information. Future direction is to apply recent
development of deep learning—based anomaly detection

models to improve detection performance of

unsupervised learning models.
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Abstract

Deployment of virtualized infrastructure is significant importance when managing overly
complex and demanding network requirements, as in the telecom sector. Due to the recent
increase in high data rate applications, network management and maintenance have become
more critical and challenging. SDN (Software-Defined Network) is capable of managing these
complex networks due to the integrated virtualized technology. SDN has a central control plane
that provides APIs (Application Programming Interfaces) to integrate different applications that
react according to the runtime environment. To monitor SDN-based network and take advantage
of real-time data, it is essential to analyze generated data and alter network configurations
according to different scenarios. In this paper, we have proposed a real-time SDN monitoring
system. It monitors the physical resources of deployed hosts and network traffic on links between
virtual switches. We deploy agents on each host machine and configure them with a central
database to collect and store real-time resource monitoring data. Moreover, we connect Grafana
with the database to extract and visualize data. Therefore, we can analyze network traffic
behavior and appropriately choose the machine learning model for network performance tuning

and optimization.

I. Introduction

There is an enormous increase in data generation due to
the large-scale deployment of IoT (Internet of Things)
devices. This massive amount of data needs to be
managed, analyzed, and routed intelligently: otherwise,
data will negatively impact network performance [(9).
Traditional network devices cannot cope with such
massive data. Due to the diversified nature of the
network, it is difficult to consistently update the control
plane. SDI

potential to succeed in this sort of situation. It has a

(Software Defined Infrastructure) has the

centralized control plane and distributed data plane.
Furthermore, another critical issue is to monitor these
complex networks and to understand the monitored data.
A complete monitoring system assists network
administrators in understanding the network behavior
better.

softwarized network monitoring system that captures

Therefore, we proposed any open-source
network resource and physical resource utilization data.
The monitoring system comprises visualization tools,
databases, active agents, and controllers.

This manuscript is organized as follows. Section II

describes the related work and motivation, Section III
details the real-time monitoring system. Section IV
explains the data models, Section V shows the machine
section VI concludes the

learning scenarios and

manuscript.

II. Motivation and Related Work

SDN allows deployment of user define polices on the fly.
It changes network configurations to handle the traffic
and optimally utilized network resources (4). Futhermore,
SDN facilitates deployment of complex policies such as
orchestration, slicing and life cycle management. SDN
switches are capable of measuring traffic flow and
statistics either with push-based (2] or pull-based
architectures (3). The

controller and switches to monitor the network statistics.

agents are deployed inside
The group of switches are selected using greedy approach
and they transfer packet thrice before measuring RTT (1).

SDN allows deployment of user define polices on the fly.
It changes network configurations to handle the traffic
and optimally utilized network resources [(4). Futhermore,

SDN facilitates deployment of complex policies such as
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orchestration, slicing and life cycle management. SDN
switches are capable of measuring traffic flow and
either with push-based [2) or
architectures  (3].

statistics pull-based

The agents are deployed inside
controller and switches to monitor the network statistics.
The group of switches are selected using greedy approach
and they transfer packet thrice before measuring RTT (1.

III. System Design

The figure 1 depicted the architecture of integration of
our monitoring system with KOREN testbed. The
architecture has four main components, visualization,

Grafana allows users
We have
deployed Grafana on local PC in our lab and configured it
It pulls the data via HTTP
from multiple nodes (agents) into a single database 6] .
lab PC and
configure it with Node Exporter agents. It collects the

data storage, controller and agent.
to query, visualize and generate alerts 5, .
with Prometheus database.

We have installed Prometheus on our
data form deployed agent on KOREN hosts at remote
location. Node Exporter is an open-source tool, it is used
to expose the hardware level, and service-level metrics
F7, . The agents run on endpoints in each KOREN hosts,
these endpoints are configured with Prometheus to collect
the metrics such as CPU utilization, memory utilization,
and many other metrics. By default, the metrics are
collected periodically after every 10 seconds. Controllers
are part of KOREN testbed, they are used to perform
CURD operation on switches "8] . Real-time link traffic
statistics are collected using BEAM controller APIs.
BEEM is a central controller with a view of complete
virtualized network. Many controllers are available.

g

Figure 1. An overall view of monitoring system with
controller, Grafana, prometheus and agents

IV. Data Model
Our monitoring system can generate different types of
data models such as link traffic statistical data, KOREN

host resources utilization data.

Link traffic statistical data is accumulated using main
controller, with five sub-controllers. Every sub-controller
monitors the traffic and forward it to main controller. We
collect the traffic statistic data and topology information
using BEEM controller APIs. The collected statistics data
attributes are transfer/receive bytes, transfer/receive
drop and transfer/receive packets and timestamp value.
Figure 2 shows the transfer rate of 598.4 Mb/s, 0 packets

drop count, 0% drop rate and 6% link utilization from

Daejeon and Busan.
B
- 6.0 0p/s
link_util drop_ra
-
— w 6.3% op/s
Figure 2 : Links monitoring statistics

The deployed agents on KOREN hosts are monitoring
network traffic, and resource utilization metrics. There
are two types of collected metrics. The first one is network
resource utilization metrics includes bytes send/received
per interface, port, and many other metrics. The other is
physical and virtual resource metrics includes memory
utilization, disk utilization and many other metrics of
each physical or virtual machine. Figure 3 shows the
metrics collected from different KOREN hosts. As seen in
figure: the Suwon has 63% of memory utilization and 3%
CPU utilization. Different color line graph represents the
and/or physical

network traffic on different logical

network interfaces.

Figure 3 : Real-time monitoring metrics
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V. Machine Learning Scenarios

In our scenario, we considered link traffic statistical
data model for GNN (Graph Neural Network) and host
resource utilization data for LSTM (Long Short-Term
Memory).

Due to the availability of topology information in traffic
statistical data model. We utilized this data model for
GNN training and input topology information as a graph.
The dataset is collected for five days and once per minute.
The total bytes transferred per minute, total packets
transferred per minute, total packets drop per minute,
time stamp (60 seconds), routing information are input
metrics to model. The model output is link bandwidth
utilization for the next timestamp as shown in figure.

Topology Jummm)
Routing P
Traffic matrix h

Figure 4: GNN input and output metrics

RouteNet
(GNN-based model)

Source-destination KPls

A real-time data model is time-series data gathered once
per minute. LSTM has an inherited structure to work well
we apply LSTM to a
real-time data model. A multi-step bi-LSTM model is used

on sequential data. Therefore,

for predictions. The timestamp, bytes received, byte
transferred, bits per second, and packets per second are
link
utilization for 10 minutes, 20 minutes, and 60 minutes as

input metrics to model. The model output is

shown in figure 5.

 Xize

Xi-2e

I__xl__z_n_ X, 27 . Xisg

Next 10 min

Next 20 min

'|xr2r|xrn.| - |X;|;|'

Figure 5 : LSTM Architecture

VI. Conclusion

The rapid growth of data centric application imposed
intensive load on traditional network architecture. The
monitoring and understanding of data are essential for
We proposed
that
understands the network behavior and analyze data

network automation and optimization.

network monitoring and analytical engine

generation patterns. We further recommend machine

learning models according to data generation patterns.
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Abstract

As the number of IoT and mobile devices grows and the concept of 5G technology becomes
more mainstream, various network infrastructures are expanding, and demand for customized
network services is becoming a hot trend. Also, the demands of request user—specific network
services are increasing along with the still restricted network infrastructure. Providing a guaranteed
QoS level to users' requirements necessitates taking into account the variety of factors that
influence network service efficiency, as well as complex network provisioning. In this paper, we
suggest a novel dynamic network provisioning scheme with multi-path planning. In this system, we
design a user request processor system that understands user-specific QoS specifications in order

to optimize network resource utilization.

I . INTRODUCTION

Nowadays, along with network infrastructure and
technology development, the demand for personalized
networks from users is increasing [1]. Besides, the
Covid—-19 epidemic broke out, making it impossible for
people not to go out, leading to an ever—increasing
demand for internet use. The dynamic network
provisioning concept is a way to provide flexibility and
service customization in existing networks by sharing
network resources, which include both physical and
logical resources (e.g., computing, storage, etc.) among
different service providers. Moreover, location—aware
network provisioning allows dynamically generating a
subnetwork based on users' requested locations to
provide services that match particular needs [2]; users
can also input some service and network parameters
into their request [3]. However, when many users want
to use the network services with the exact location and
resources. The ISP needs to calculate for leveraging
their resource to provide the several different paths.
This helps them ensure available QoS and save the
operating expenses.

Recently, pathfinding in a location—aware network
has been the subject of many studies in recent years.
For example, a method of best pathfinding using
Location—aware AODV (Ad-hoc On-demand Distance
Vector) for MANET (Mobile Ad-hoc NETwork) is

-133 -

suggested in [4]. This paper used multiple parameters
such as node-ID, timestamp, GPS, bandwidth, RTT,
packet loss ratio, and others to modify an existing
protocol called AODV based on location to find the best
path among multi-path routing protocols for MANET.
On the other hand, the authors in [5], [6] proposed
online algorithms with an auxiliary graph for unicast and
multicast requests, including a bandwidth constraint
and maximized network throughput. However, these
studies do not consider the location—specific
information of user requests. For example, when the
students send requests to access the online classes in
university in their house, the ISPs should determine the
requested locations that students would use to make
the network their university location, instead of his
house's location. This paper suggested a dynamically
estimating network switch multi-path for location-
aware network provisioning to overcome this problem.
This supports the network provider could leverage
their resources and save cost operation.

II. METHODOLOGY

This section suggested a method for estimating
network switch multiple-path based on the user has
requested locations. We use our proposed device
architecture based on [2] in this paper. After that, we
suggest two extensive new features. The web user
interface, which is designed to allow several users to
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submit their requests simultaneously. Second, we add
the Network Path Calculator module, which calculates
suitable switch multi-paths to accept as many user
requests as possible.

A.  Web application interface for obtaining the location
requests

This section explains the web application, enabling
users to send location requests and sending them to a
central server for processing, as shown in Fig. 1. A
map-based selector-region Web Ul is shown in the
diagram below. A user may select locations and
determine the appropriate QoS level using network
parameters such as bandwidth and delay. Then, the
location of selected regions, which are expressed with
the ID and the parameter of coordinates. These pieces
of information are stored in the database and import
into the CSV file.

Adjustment Grid-based for Region Selector

Location: Lati_no s,
Lati_south. Longti_west (csv file)

Regions LocationCoordinates
D Lati north  Longti_east  Lati_south  Longti_west

35.1375 1267900 | 351125 1267900

57 351375 1268650 | 351125 | 1268650

103 352125 1268150 | 351875 | 1268750
e 106 352125 1268900 | 351875 | 1268900

Figure 1° Web-UI with several selected location by a
user

B.  Multi-path calculation

This paper uses an algorithm to identify all network
devices that cover the requested locations to create a
subnetwork based on the requested locations. The
algorithm analyses each area to see if it belongs to a
switch's cover field. Finally, the algorithm returns a list
of devices to build the subnetwork.

Rearons Location Coordinates
D Lati_north ~ Longti east Lati_south Longti west
54 35.1375 126.7900 35.1125 126.7900

35.1375 126.8650 35.1125 126.8650

352125 126.8150 35.1875 126.8750

35215 | 126800 | 351875 | 1268900

Lati_ | Longti
south | _west

List of selected switches (S¢)
- e e e
sl a9

sl 351375 12679 351125 126.765

$3 351375 126865 351125 12684
s7 351875 126815 351625 12679

s9 351875 12689 351625 126.865

Figure 2. Model of Location—-awareness

Users can select locations through a map interface
that corresponding with switches connections in the
below layer. Two tables contain the ID and necessary
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coordinates from the user-requested location and
covered regions of selected switches.

Algorithm1: Mapping and find the corresponding switches cover selected regions

INPUT: The list of coordinates of selected regions
OUTPUT: List of switches cover selected regions St ,
Step 1: Get the and extract out the location coordinates
The List location of request: L = {ly, I5,... l,,}
1, = (lat.ne, Ing.ne, lat.sw, Ing.sw)
Step 2: Get the information of resource switches in the DB
The resource Switches: S = {sq, s,... S, }
s1 = (reg.lat.ne, reg.Ing.ne, reg.lat.sw, reg.Ing.sw)
Step 3: Compare:
For each's € S do
For each / € Ly do
If:
Llatne <s.reg.latne &&
Llngne <s.reg.Ing.ne &&
Llat.sw <s.reglatsw &&
LIng.sw <s.reg.Ing.sw then
Sp,-add(s)
End if
End for
End for

—List of cover switches: SL,

We created a location—-awareness model in which a
module uses an algorithm to identify switches with a
cover region that contains at least one requested usage
location. After that, the Network Path Calculator
creates the sub—network topology using the list of
switches identified by the location—awareness model
and algorithm 2. The procedure "Mapping and finding
the corresponding switches cover selected regions" in
Algorithm 1 illustrates our deployment for the model of
location—awareness. In algorithm 1, two processes: Get
and extract locations which return a list of selected
locations (Step 1), and get the list switches that return
a list of resources switches (Step 2). Next, the
algorithm checks and compares if at least one
requested position (Area) into the cover region of that
switch (Step3) exists for each switch. Finally, the
algorithm returns a list of the corresponding switches
covering selected regions. This list of cover switches
forwarded to the path calculator to find the routes to
build a sub—network topology to provide the customers'
network services.

We assume that all link connect switches are of the
same quality. Many paths to connect all switches in the
selected list and make a subnetwork that covers the
user has requested locations. The Network Path
Calculator deployed the Dijkstra algorithm to find
effective routes to create a subnetwork that uses the
shortest paths between each intermediate device pair.
In other words, it is the active path in the subnetwork.
Then, we bring all of the shortest paths together to
create a dynamic route used by default.

In the above part, we have designed a system for
connecting all of the devices selected. However,
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several scenarios in reality that cause lead to the path
may not operate effectively, such as one or more
connections in this subnetwork are overloaded or
malfunctioning connections occur. For example, when
so many users request a set of the same switches with
different bandwidth, users simultaneously transfer their
data in the same subnetwork. This leads links in the
subnetwork to become overloading.

This paper deploys the algorithm to find other paths
to overcome this issue, which are the alternative routes
for the shortest path with similar constraints. We
assume the traffic load of the network is set up and
define the following:

The traffic load information of each link:

T(used) = Z{( BW;

(required)

The remaining traffic load information of a link:

T(original) - T(used)

T(remain) =

Where:
Tluseay - the traffic load was used by users in a link

BW; : the bandwidth requirement of the user i**in

(required) :

the all k users send requests

Tloriginayy - the traffic load is set up initially on each
link

Algorithm 2: Finding the alternative paths

INPUT: Set of the selected switches Sp
OUTPUT: Set of the paths to connect the switches in S
Procedure: Sg = {Pg, } pair of switches in Sg
Step 1: Check the current traffic information in network
Step 2: Choose any Pg, in Sk and find the route to connect
Step 3: In P Sg> from the source switch, select the neighbor device.
Step 4: If the link between source and neighbor device have remained traffic.
Compare the remain traffic with bandwidth require.
If BWrequireay < T(remain)
Add it to expected path
If the link between source and neighbor device have remained traffic.
Compare the remain traffic with bandwidth require.
If BW(requirea) < T(originat)
Add it to expected path
Step 5: Repeat the step 4 until to reach the destination.
If not, return no path is found

Step 6: Perform similarly with next other pair in Pg,

Finally, we calculate a set of alternative paths, and
after combining these routes, we make a table, which
contains the shortest paths for the user.

III. EVALUATED
A. Setting Environment

To conduct the test, we built a virtual machine on
VMware with the Operating system Ubuntu 20.04.0.2
LTS. Also, we deploy the framework by using
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Python2.7, MySQL. To support the framework, we
designed and implemented the Web-Ul by using
socket.io, node.js, and HMTL. We use the editor
Visualcode to build the code of the framework and
Mininet to build the environment.

Environment Configuration
Operating system Ubuntu-20.04.2.0 LTS
Memory RAM 8GB

Programming language Python 2.7, NodelS, HTML

Libary Python 2.7 Libary
Database MySQL server
Simulator Mininet 2.2.0
Protocol OpenFlowl.3

Table 1. Experimental environment configuration.

In this paper, the experiment is conducted several
experiments with various network settings using the
mininet to evaluate the proposed method. Then, we
measure the number of accepted requests and
accumulate bandwidth. In these experiments, we set up
switch network size in 13 nodes, and each network link
has a bandwidth capacity in the range of 100 ~ 1000
Mbps and 2~5ms delays. Also, we randomly pick 20%
of devices in a request and randomly choose the start
time and usage duration. The QoS parameter of a
request includes bandwidth constraint (1~10Mbps) and
delay constraint in range (40ms ~ 200ms).

Performing experiments with the Web-UI helps the
customers give the requirements about location, QoS
constraints as bandwidth, and delay. The experiments
assume the number of requests from users will become
in our framework frequently and continuously. We
generated requests with the experiments, such as 10,
20, 30, 50, and up to 500 requests to conduct this
assume. Based on the location parameters of these will
be handled to find the corresponding switches
resources. We then used the QoS constraint of these
requests to find the shortest path fitting each request.
To evaluate our proposed method's performance, we
offer the Dijkstra algorithm to compare.

B. Analysis, Evaluate Results

Our proposed method is evaluated with the network
with topology size 13 switches, and the number of
requests increases up to 100 while other parameters
are fixed. Fig.3 plot the performance curves of two
different methods from which it can be seen that the
proposed method outperforms Dijkstra in all cases.

Specifically, at the very first simulation time, when
the number of requests is relatively small (less than
50), the number of accepted requests seems to be the
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same

Number of Accepted Requests

e Dijkstra e Suggested method

160

140

120

80
60

40

Number of acceped requests

20

10 20 30 50 100 200 500
Number of total requests

Figure 3. The number of accepted requests

between the two methods. However, as the number of
requests grows, our proposed approach accepts a
slightly higher number of requests than the other, up to
1.5 times at the end of the simulation. In other words,
when more requests come into the system, more
requests can be accepted more than the other, as Fig.3.
With Dijkstra, when the network resource serves a
request, Dijkstra cannot use it for other requests until
its duration finishes. However, with the proposed
method, the network resource can be shared by several
requests within an expected certain amount of time
them. Furthermore, the suggested method also finds
alternative paths that can fit the user request's QoS
constraints

The accamulate bandwidth

e Djjkstra === Suggested method

700

600

500

The accamulate bandwidth

10 20 30 50 100 200 500

Number of requests

Figure 4° The accamulate bandwidth

Besides, Fig. 4 shows that our proposed approach
provides more cumulative bandwidth than the Dijkstra
method, despite the difference being very minor due to
our simulation network resource constraints. However,
we recognize that when the number of requests
increases from 200 to 500 at the end of the simulation.
The proposed method's cumulative bandwidth
decreases more diminutive than the Dijkstra method.
The explanation for this is that while the Dijkstra
method resource is saturating, the proposed method
can accept more requests whose QoS requirements are
negligible.
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IV. CONCLUSION

In this paper, an approach is proposed that is a
framework that includes a web-UI to gather users'
requests. The server responsible listens, obtains, and
handles the request, which is continuously maintained.
This server supports network resources' deployment,
finds the routes that respond to user's requests, and
creates subnetwork topologies that match the offers'
requirements. The server also monitors the network
operation to gather, analyze, anticipate, avoid, and
respond to network incidents. We are trying to enhance
network provisioning performance in the number of
accepted requests and QoS constraints and extend the
experiment to measure the average bandwidth and
delay to evaluate the proposed method's performance.
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Abstract

The growing nature of the transferring of data is becoming critical in data—intensive science environment like

Astronomy, Climate, Genomics, Energy Physics, etc. for research collaboration that leads to the problem of the

collection and processing of network traffic data. The traditional mechanism of data collection and processing

are not designed for large-scale networking such as the research and education (R&E) network that is optimized

for transferring data with the speed of up to 100Gbps. We have proposed and deployed a system architecture

featured with horizontal scaling, high-performance, and real-time network traffic data collection and processing

for data-intensive network infrastructure with speed up to 100Gbs. Furthermore, the current proposed

architecture will be enhanced for network management and operation automation, anomaly detection, and

efficient resource utilization by utilizing artificial intelligence in the future.

Keywords: Network data collection, network traffic visualization, system architecture for network data

processing

I. Introduction

Network data collection is the first step towards
monitoring and analyzing network data to ensure
performance, reliability, availability, and security. The
complexity of managing the network data increases
with the large-scale network such as Research and
Education Network which operates for data-intensive
science between different research and education
communities for transferring big data. In networking,
many problems occur during transferring of data
including network congestion, denial of Service (DoS)
attacks, link down, server failure, low latency, and
other unexpected errors. To normalize the
aforementioned problems, we need a real-time
monitoring system comprised of dashboards for data
visualization, a database management system to store
the data, and algorithms for finding the outrages in the
network. The traditional data collection and
processing mechanisms are not designed to handle
gigabit speeds however, it needs a more robust,
distributed, scalable, and high-performance
mechanism to collect the data from routers, process
the data, store it in a database for future purposes and
visualize the flow of the data in real-time.

The goal of designing a distributed, high-
performance, scalable, and real-time processing is to
collect, process, analyze, store, and visualize the
network flow data in large-scale networking
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infrastructure such as a data-intensive science
network environment having the speed of up to
100Gbps. We proposed a system architecture that has
the capability to handle the collection and processing
of flow data in a large—scale networking infrastructure.
The architecture is based on modular and distributed
computing utilizing several open—source tools and
technologies.

This paper is organized as follows. The next
section discusses related works. Section 3 presents
the detailed architecture of the proposed system while
section 4 recommended the essential configurations
for mission—critical and long-running spark jobs.
Finally, the paper is concluded in section 5 along with
the future works.

II. Related Work

In this section, we review several related
architectures for large-scale networking
infrastructure related to our study. NetSage, which is
a monitoring, analyzing, and visualization tool featured
with SNMP data, flow data, tstat-based traffic, and
personal data [1]. Another study is carried out using
In-band Network Telemetry (INT) for automated
network management and operation along with
Artificial Intelligence tools and technologies by
extracting the important network information for
analysis and storing [2]. A push-based approach and
a system for the measurement of the utilization of the
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link are introduced as FlowSense [3]. There are
different flow monitoring from the early nineties to
currently available tools with different features scaling
the speed up to 100Gbps is surveyed in this paper [4].
Recently, a multi-threaded based open-source
platform is introduced for collecting, processing, and
visualizing the large—scale network data to addressed
both streaming and archived data as InSight2 [5].

1I1. System Architecture

The architecture of the system consists of several
modules. The workflow of each module is shown in
Figure 1. The first step is Network Traffic Mirroring,
in which the flow data are mirroring from the routers.
The second stage of the system is Network Traffic
Ingestion, which is collecting the data from mirroring
servers using argus client and streaming the data on
different Kafka topics. The third stage of the system
is Network Traffic Processing, which is consuming the
data from different topics of Kafka and Processing the
streams of data. The fourth stage of the system is
Network Traffic Storage, which consists of a time
series based RDBMS to store the flow data for real-
time visualization and future purposes. The final stage
in this architecture is Network Traffic Visualization,
which is visualizing the data which is storing in the
database.

2.1. Network Traffic Mirroring

Traffic mirroring is also known as port mirroring
that sends the copy of traffics flowing from one or
more source ports to one or more destination ports. In
this architecture, we are using argus (Audit Record
Generation and Utilization System) which is flow-
based, passive monitoring tool for IP networks which
is originally developed by CMU in 1993 [6]. The
current version of the argus is an open—source project
under QoSient LLC. Argus is reading the packets
from the mirroring port and appending the network
flow data on the specified socket connected to the
argus client. Radium is a real-time Argus Record
Multiplexer that reads the flow data from one or more
remote hosts and writes to a single point by collecting
and processing from multiple argus and Netflow
records Figure 2. The following commands can be
executed to start the argus server and radium.

argus —e localhost -P 561 -1 enp216s0f0 -d

radium —S localhost:561 -d —e 127.0.0.1 -P 562

Network Traffic
Ingestion

Network Traffic
Mirroring

Network Traffic
Processing
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2.2. Network Traffic Ingestion

Kafka is a high-performance, horizontally scalable,
fault-tolerant, and distributed event streaming
platform for data pipelines and data integration [7].
The main purpose of using Apache Kafka for
streaming the network flow data is the capability of its
horizontal scaling and high performance when the
network devices will be increased. In this module,
Apache Kafka is reading flow data from the socket
which is bind with the argus for writing the argus flow.
To execute the Kafka producer and consumer, we
need to start the zookeeper server and Kafka server
along with setting up some of the Kafka related
configurations which are part of the Network Traffic
Ingestion module that can be seen in Figure 2. We
have selected 26 features from the provided features
by argus which are following along the command to
produce the flow data on the topic of Apache Kafka.

ra =S localhost:562 —s stime saddr daddr proto
sport dport flgs sco dco spkts dpkts sbytes dbytes
sappbytes dappbytes sloss dloss sretrans dretrans dir
sjit djit state tcprtt sload dload —c , | bin/kafka-
console—producer.sh ——topic argustlow ——bootstrap-
server localhost 9092

2.3. Network Traffic Processing

Apache Spark is an in—-memory cluster computing
system designed for nearly real-time stream
processing and batch processing for large-scale data
processing and faster computation [8]. It was
originally developed by the University of California,
Berkeley’'s AMPLab, and later donated to Apache
Software Foundation. In the current system, we are
utilizing SPARK STREAMING which is used for stream
processing. It supports many sources for data
ingestion including Kafka, Flume, HDFS/S3, Kinesis,
Twitter, etc. In this stage, the streaming of the
network flow data is reading from the argus topic,
processing the data, and storing it in the database
using Apache Spark. Apache Spark is chosen for this
system because of its features of horizontal scalability,
In—memory computation, fault—-tolerant stream
processing, and its supports for batch, interactive, and
stream processing. In the next section, we have
explained the configurations for running the spark job
for a long period because the default configurations
will not be able to make the job stable for a long
period. Spark, Hadoop [9], YARN [10], and zookeeper
[11] are working in the Network Traffic Processing
module Figure 2.

Network Traffic
Storage

Network Traffic
Visualization

Figure 1: System workflow
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2.4. Network Traffic Storage

InfluxDB is one of the most powerful time-series
databases having the capability to handle millions of
data points per second and open source under MIT
license [12]. The network flow data is in the form of
time intervals along with the common flow properties
so a database that is based on time series will be
more efficient and suitable. To store the flow data, we
have accomplished InfluxDB because of its high
throughput of handling millions of records per second
as the data—intensive science environment network is
used to transfer data with a speed of up to 100Gbs.

stIi3| (KNOM Conf. 2021)

2.5. Network Traffic Visualization

Network flow data visualization is one of the
essential parts of monitoring the traffic of the network
for network performance, optimizing infrastructure,
and detecting malicious traffics. There are different
open-source frameworks available for visualizing data
supporting several data sources. In this architecture,
we have leveraged Grafana which is an open-source
platform under the Apache License 2.0 [13]. It allows
visualizing, alerting, and creating dynamic monitoring
dashboards. In Figure 3, the aggregated flow data for
the last 24 hours is showing visualized by Grafana
dashboard that is located in the Network Traffic
Visualization module in the architecture Figure 2.
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Figure 3: Network traffic visualization on Grafana dashboard for last 24 hours
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IV. Configurations for long-running spark
streaming application

One of the main challenges with a long-running
mission—critical application is the interruptions that
stop the Spark job that leads to data loss and
duplicates. There are different reasons for failing to
be stable for a long-time because the apache spark is
not designed for handling long-running jobs. We have
tailored  several configurations  including the
deployment mode while submitting the spark job. We
have used YARN- Yet Another Resource Negotiator,
which has mainly two components scheduler for
resource allocation and Applications Manager (AM) to
accepts the job submissions. In YARN cluster mode,
the Application Master and Spark driver runs on the
same container. By running the application in YARN
cluster mode, the Spark job will not be affected even
though the node which has submitted the job went
down. As mentioned the spark driver and application
master (AM) share a single JVM which can cause any
error leading to failing the spark driver. To overcome
this issue, we need to specify the maximum number of
attempts to re-run the application if it fails. This
parameter can be configured using
yarn.resourcemanager.am.max-attempts. Another
property comes along with a validity interval for the
maximum executor failures before the main
application will be failed. The default one is not
suitable  for long-running stream  processing
applications. In our current architecture, we have
configured it with {8 # num_executors} with an 1A of
validity interval. To avoid the preemption by the Hive
query, it is recommended to run the job in a separate
queue. Spark supports Kerberos authentication that
can be configured by providing the keytab and
principle which helps to maintain the Kerberos token
indefinitely.

V. Future Work and Conclusion

The next step of the project is to use the cutting—edge
technologies of Artificial Intelligence for real-time
network traffic  classification, network traffic
prediction, anomaly detection, suspicious traffic
detection, and network management and operation
automation to optimize the networking infrastructure
for high-performance data transmission and better
resource utilization by ensuring security, and,
availability in the data—-intensive science network
environment. In this project, we have proposed and
deployed a system architecture featured with
horizontal scaling, high-performance, and real-time
flow data collection and processing for data-intensive
network infrastructure with speed of up to 100Gbs.
The architecture is very flexible because of its scaling
nature, the computational capability of any module can
be scaled  Thierarchically for maximizing the
performance of each module or the overall system.
Secondly, the software used in each module can also
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be replaced with another without affecting the other
module.
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